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1. [bookmark: _Toc162262163]Introduction
The school is the Data Controller for the personal data it collects and uses to run its operations. This means the school must comply with data protection law, protect individuals’ privacy, and ensure the security of the personal data. The school may be asked to share some of the personal data it processes in a variety of ways, for example:
1. You may identify or be informed of a safeguarding risk to a student and need to share some information to support them, see section 4 below
2. A parent/carer, pupil or member of staff may request their own data (see detailed guidance in the SAR Procedure (F3) and see section 5 below
3. Another organisation may ask you to share data with them to support services for young people, for example health agencies may ask to share data for the purposes of vaccinations, or the Local Authority to support children in care. This is most likely to be supported by a data sharing protocol. See the Data Sharing Protocol template (E5) and see section 6 below
4. You may employ the services of a supplier to process or store personal data on your behalf and under your instruction, for example your pupil management system, e.g., SIMS. You must have a contract in place to support this sharing, see Contract Schedules (E1) and see section 7 below
5. You may also employ the services of a professional services provider. These are providers who will be the Data Controllers for the data they collect, and they decide how that data is used in order to deliver the service. Examples of this are School Counsellors, Accountants, Solicitors and School Doctors. You must always ensure they are registered with their regulating/professional body before entering into a contract with them and use the appropriate contract schedule (E2). Please see section 8 below
6. The police or other organisations may contact the school requesting information about a pupil or member of staff. Detailed guidance on how to handle such a request can be found in Request for Personal Data (E8) and see section 9 below
7. A member of the public may contact the school asking for information about a pupil or member of staff. Please see section 10 below
8. Members of the public may access your school site and have access to personal data, for example volunteers or student teachers. These people should sign a non-disclosure agreement (E6).  For more information see section 11 below.

It is important to note that the sharing of personal data is an activity which can have great benefits, sometimes of vital importance to the welfare of data subjects, and there are continuing efforts to make this process easier in law. Whilst care should be taken to ensure that sharing is lawful and transparent, there should be no presumption that sharing of personal data on request is absolutely prohibited.
Let’s look at each of the above scenarios in more detail to understand the requirements for each, and what should be considered before a disclosure is made.

2. [bookmark: _Toc162262164]Quick Reference Guide
· If you become aware of a safeguarding issue you must immediately report it to your Designated Safeguarding Lead (DSL), and if they are not available a member of the Senior Leadership Team (SLT). Do not discuss with others  unless authorised to do so by the DSL or SLT as this must be treated confidentially to avoid breaching the law and creating harm
· If you receive a data subject access requests (someone asking for a copy of their own data held by the school) ensure you follow the SAR procedure and comply with the statutory timeframe for responding to the request
· If you wish to share personal data with another organisation to support the delivery of services, you must ensure this is supported by a contract or a data sharing protocol or a memorandum of understanding. Whichever you use it must make clear the responsibilities of each party to the sharing, the reason for the sharing and the lawful basis on which the sharing takes place
· When procuring services involving the storage or use of personal data always ensure you have a written contract between parties, or other agreement which is legally binding on the parties
· When procuring services, or considering sharing data under a data sharing protocol, you must complete a Data Protection Impact Assessment (DPIA) to identify risks and mitigations to ensure sharing is lawful, safe, and fair
· If the police or another organisation, ask for personal data you must consider your responsibilities under data protection law and human rights law. Sharing can only take place where it is necessary, proportionate, and justifiable. Records must be maintained of any sharing of this nature
· If a member of the public requests access to personal information held by the school, perhaps about a specific individual, you can only share where you have an identified legal basis to do so, or where the data subject has consented to the sharing
· School visitors who will have access to personal data, e.g. volunteers, must sign a non-disclosure form.

3. [bookmark: _Toc162262165]Policy References
This procedure is a requirement of the Data Protection Policy

4. [bookmark: _Toc162262166][bookmark: Section4]Data Sharing to support Safeguarding
All staff in school have a duty to be vigilant about signs of abuse/harm and report any concerns to the DSL. Sharing data can be a very important part of the safeguarding process. But as in all things, there is a ‘right’ way and a ‘wrong’ way to go about it. 
If you need to share information in a safeguarding situation;
You must:
· Tell the DSL, or a member of SLT if the DSL is not available, without delay
· Clearly and accurately relay the information you have regarding the situation
· Be clear what is fact and what is opinion
· The DSL/SLT will make any other enquiries necessary to handle the situation
· Where the DSL (or their authorised representative) share personal information for safeguarding purposes you must record what you have shared, who with, when, as well as and the necessity, proportionality, and justification for doing so.  There is a form you can use for this purpose at Annex C
· Keep a copy of the data sharing form at Annex C in the relevant student file to evidence your rationale for the sharing in case of challenge
You must not:
· Discuss the safeguarding situation with anyone, internal or external to the school, unless authorised to do so by the DSL/SLT
· Gather information about the situation from others – this is the job of the DSL to an extent and social services, or police where involved.
The school must follow the 10 step guide to sharing information to safeguard children from the ICO. This sets out the process the regulator expects you to follow:
· Step 1: Be clear about how data protection can help you share information to safeguard a child.
· Step 2: Identify your objective for sharing information, and share the information you need to, in order to safeguard a child.
· Step 3: Develop clear and secure policies and systems for sharing information.
· Step 4: Be clear about transparency and individual rights.
· Step 5: Assess the risks and share as needed.
· Step 6: Enter into a data sharing agreement.
· Step 7: Follow the data protection principles.
· Step 8: Share information using the right lawful basis.
· Step 9: Share information in an emergency.
· Step 10: Read our data sharing code of practice.
 

5. [bookmark: _Toc162262167][bookmark: Section5]Requests to access personal data under the subject access provisions of the Data Protection Act 2018
Individuals have the right to request access their personal data being processed by the school. Requests to access personal information under the access provisions of the Data Protection Act 2018 must be responded to within one month of receipt. Requesters do not need to mention the Data Protection Act, it is for the school to recognise which legislation should be referred to when processing requests for information.
Generally, individuals are only able to request access to their own personal data, however where a child is under the age of 12 or where they lack capacity to understand this right, it can be exercised by those who have parental responsibility for them where you believe it is in the child’s best interests to do so. For more detailed information on processing these requests, please see the SAR procedure (F3).
Required Actions:
· Ensure staff are trained to recognise requests made under the Data Protection Act for an individual's personal data. Ensure staff know who to pass these requests to for processing
· Ensure designated staff have access to and understand the SAR procedure and how requests must be processed
· Ensure your privacy notices are accurate and up to date, and your disclosure includes a link to this information as this forms part of the right of access
· Ensure you have processes in place to quickly collate requested data and convert it into the correct format for redaction, excluding business information.

6. [bookmark: _Toc162262168][bookmark: Section6]Sharing between Agencies to support service delivery
When sharing with other Data Controllers you must be able to justify why you are doing so. Schools regularly share personal data with the DfE, the Local Authority, and the NHS. There should be existing agreements in place which provide you with the necessary documentation to make the sharing legally sound. Complaints about your sharing data in this way can be resolved by presenting a Data sharing agreements (DSA/ISPs) to the complainant. 
Where you are proposing to enter into agreements to regularly share data with other organisations not covered by an existing DSA/ISP, the parties initiating the sharing need to establish a DSA/ISP (using the template at E5) and a DPIA should be completed. Once established, the sharing needs to be conducted in line with the provisions agreed in the DSA/ISP. It is best practice to publish the DSA/ISP to meet your transparency obligations. You can do this alongside your privacy notices.

DSA/ISPs must be regularly reviewed to ensure that they are still required, and that no changes have been made to the purpose or process, or to the legislation which may underpin the sharing.

Required Actions:
· Complete a DPIA to assess any risks the data sharing may create
· Draft or sign up to an appropriate DSA/ISP which sets out why, how, when and under what conditions data will be shared
· Publish any DSA/ISPs you sign up to alongside your privacy notices to meet your transparency obligations 
· Record the DSA/ISP on the B1 Reporting Tool
· Regularly review DSA/ISPs to ensure they remain necessary and fit for purpose especially where there are changes to purpose, process or underpinning legislation
· Ensure all DSA/ISPs are refenced in your RoPA for the relevant data flow
· Ensure the data sharing activity is referenced in privacy notices
7. [bookmark: _Toc162262169][bookmark: Section7]Engaging a supplier to store or process personal data on your behalf
[bookmark: _Toc162262170]Data Processors
When a Data Controller uses a Data Processor to deliver services which require handling or storing personal data, the law makes clear that the Data Controller is still legally responsible for that data and that the Data Processor can only act on the Data Controller’s instructions under a ‘written contract’. A Data Processor might be an organisation providing a system or hosting solution, or it might be an organisation delivering a service on your behalf, e.g. Attendance Officers or external caterers.
We know this can be a challenging area, so at Annex D you will find a Procurement Process, and at Annex E a procurement data protection checklist to help you complete the actions laid out in more detail below.
In practice, a ‘written contract’ can be a contract provided by the Data Controller for the Processor to sign, or it can be a Contract/ Agreement/ Terms & Conditions provided by the Processor for the Controller to agree. If it is the latter, then the Controller has a clear responsibility to make sure that ‘contract’ provided to them meets the requirements under data protection law. This can be achieved by comparing the information schedule of the contract with the contract schedule E1 and ensuring that all elements in the school's contract schedule are covered in the one provided to them. If this is not the case, you should ask the supplier to also sign your contract schedule to assure the legality of the processing.
The principle that the law introduces is this: 
· A contract is a legal requirement of the Data Protection Act 2018, which applies the UK GDPR
· If the Controller fails to have a data protection compliant contract with a Processor in place, then the Controller is liable for any data breaches by the Processors whilst processing your data. 
· However, if the breach related to an activity outside your contractual arrangements, then the Processor becomes the Data Controller in that instance as they decided to carry out that processing rather than you requiring them to under contract and therefore they are liable for any resulting harm.
This is the benefit of having a comprehensive written agreement underpinning the services provided to you by a Processor. Without a detailed agreement/contract you are likely to be unable to prove the Processor acted outside the contractual agreement. In such cases the Controller (you) will be responsible and face regulatory censure and potential claims for compensation.
You must identify what could currently constitute a ‘written contract’ in each instance of a procured service which involves the storing or using of personal data. This could be a formal contract, a copy of the Processor’s ‘Terms & Conditions,’ other information available on their website such as a Privacy Policy/ Statement or a Data Protection Policy/ Statement. You should keep this documentation for all your Processors in an Evidence File (or collection of files) for ease of review.
The UK GDPR sets out in Article 28 what the law would expect such a ‘written contract’ to cover (see Annex B). You should therefore review your Evidence File for each Processor against these requirements and make a conclusion about whether the evidence is sufficiently detailed to satisfy your needs under the law.
[bookmark: _Toc162262171]Engaging new Data Processors
When you are planning to engage with a new Data Processor either to deliver a service to you or to provide you with a system which involves them storing or being able to access personal data, you will need to ensure that the ‘written contract’ is in place. Firstly, you will need to consider what assurances you are going to need from the Supplier to be confident that they comply with the law. 
Certain processing requires you to complete a Data Protection Impact Assessment (DPIA) (Document G4). The UK GDPR requires these are undertaken if your proposed processing poses “a high risk to the rights and freedoms of” data subjects (Article 35). 
The term “high risk” is not well defined in the law, but as a rule of thumb, wherever your proposed processing involves Special Category (sensitive personal) data, for example Health or ethnicity, then undertaking the DPIA process is advised. The process is a risk assessment, prompting you to consider how your new service or system is going to remain compliant with the law. Use document G5 to guide you through the risk assessment. 
A DPIA is a legal requirement in the following circumstances:
· New technologies or changes to existing technologies
· Processing genetic or biometric data
· Systematically monitoring publicly available areas e.g., CCTV
· Transferring or hosting data outside the UK
· Intention to match or combine datasets from different sources
· Processing which may endanger physical health or safety in the event of a breach e.g., safeguarding or child protection
· Tracking individuals’ location or behaviour e.g., Apps which hold location data
· Profiling children or targeting marketing or online services at them
· Profiling individuals on a large scale
It is advisable to engage with your Data Protection Officer (DPO) as early as possible in this process as the law requires the School to seek the DPO’s advice. There should be evidence of the DPO’s involvement, e.g., an approval ‘sign-off’ to satisfy the legal requirement.
The Supplier Security Questionnaire (Document G7) can be used to gather information from a potential supplier to assure that they can process your data securely and in line with legal requirements.
Where you have considered a new processor and decided that the activity does not need a DPIA, then there should be a record of this in case of challenge. The DPIA form (Document G4) allows you to capture these decisions.

Required Actions:
· Complete a DPIA to identify any risks
· Ensure you have an appropriate contract in place which meets the legal requirements
· Ensure your privacy notices reference that you use data processors to deliver systems or services
· Ensure contracts are referenced on your RoPA
· Ensure your RoPA documents any processing your suppliers may do outside the UK and the safeguards relied on to protect the data and data subjects' rights
· Create and maintain an evidence file for each supplier to hold any risk assessments, evidence provided as part of the procurement exercise and the contractual documentation – Annex F has a Register of Suppliers Check list to assist you, and Annex G provides a Supplier Profile/Front Page
· Regularly review your supplier's performance against your contract to ensure their processing meets the contractual terms

8. [bookmark: _Toc162262172][bookmark: Section8]Engaging a provider to deliver professional services where they will be a Data Controllers
There will be occasions where you will need to share some personal data with a professional service provider, for example Counsellors, Educational Psychologists, Solicitors or Accountants. As in section 7 above you must have a contract in place. A template contract for Data Controller to Data Controller can be found in the IGS framework, document E2. You must always ensure they are registered with their regulating/professional body before entering into a contract with them.
Where you have the E2 Controller to Controller contract schedule in place, each Data Controller will bear legal responsibility for their own data and actions, but not for the other Controller. For example, if the School Counsellor collects and uses personal data in a way which causes harm, providing you have the correct contract schedule in place any resulting consequences to the Counsellor’s actions, including regulatory action or claims for compensation, will be the responsibility of the School Counsellor and not the School.
Required Actions:
· Complete a DPIA to identify any risks
· Ensure you have an appropriate contract in place which meets the legal requirements
· Ensure your privacy notices reference that the Counsellor (as an example) is the data controller for personal data they use to deliver the counselling service
· Ensure contracts are referenced on your RoPA
· Ensure your RoPA documents any processing your suppliers may do outside the UK and the safeguards relied on to protect the data and data subjects' rights
· Create and maintain an evidence file for each supplier to hold any risk assessments, evidence provided as part of the procurement exercise and the contractual documentation
· Regularly review your supplier's performance against your contract to ensure their processing meets the contractual terms
9. [bookmark: _Toc162262173][bookmark: Section9]Requests to share personal information with the Police or other similar organisations
You may be approached by organisations from time to time asking to share data on an ad hoc basis. Conversely, you may wish to approach another Data Controller to ask them for their data. In any event it is the responsibility of the Controller requesting the data to explain how this may be done in line with the law (i.e., what provision in the Data Protection Act 2018 allows them to have the data), and the Controller who owns the data to consider their request. For example, the Police wanting CCTV recordings or access to Child Protection data would need to confirm that the information is required for a criminal investigation. 
The law does not require you to provide the information. It is for the Data Controller to consider the request and make a judgement whether they believe it is necessary, proportionate, and justifiable in the circumstances. If you refuse to provide the information the police can still apply to the Courts for access to it if they wish. If a Court directs disclosure, it is no longer the Data Controllers responsibility to consider the risks of disclosure as it has become a legal requirement.
You should seek advice from your Data Protection Lead before disclosing data as the disclosure must be approved and logged on your Reporting Tool to ensure that the school can evidence due diligence was done in the event of a complaint. Please see guidance in document E8. 
Required Actions:
· If a request is received, ask the requester to complete document E8
· Consider whether the requester has provided you with the signed consent of the data subject
· Consider the reasoning provided for requesting the data, and the personal data requested, and then decide if you as Data Controller believe sharing this data is necessary, proportionate, and justifiable in the circumstances
· Complete the bottom section of E8 to capture your decision regarding disclosure and your rationale for making that decision
· Record the request and the outcome on your B1 reporting tool (this tool is A3 in the Independent Schools framework)

10. [bookmark: _Toc162262174][bookmark: Section10]Requests to share ad hoc personal information
Privacy is everyone’s right under the Human Rights Act 1998. The law does allow the sharing of personal data without consent in certain limited circumstances, for example if someone is at risk of serious harm or the law requires you to share the information. More commonly though, you will need the consent of the individual to share their personal data. Where consent is sought for disclosure, you must ensure that the consent is:
· Informed - they understand what is being shared and any consequences
· Freely given – no pressure is applied to gain consent
· Specific & Time bound – any consent must relate to the current instance of sharing and not be used for further sharing
· Evidential – you must be able to evidence that consent was given
You must retain this consent on the individuals file, as well as a record of what was shared, when and why.

Required Actions:
· Determine if the law requires the disclosure or whether you require consent of the individual
· Ensure consent, if required, is informed, and freely given
· Document the disclosure in the relevant pupil or personnel file
11. [bookmark: _Toc162262175][bookmark: Section11]Data sharing with volunteers, work experience students, PTA, after-school clubs etc
Where you are inviting an individual into the school and they do not work for an organisation with whom you have a ‘written contract,’ i.e., they are independent and are not bound by an employment contract with a supplier, then you will need the equivalent of a contract with them. A non-disclosure agreement (NDA) (document E6) provides evidence that you have made the individual aware of data protection requirements when accessing personal data and evidences their agreement to conform to the standards set out in the agreement. Examples where a non-disclosure agreement is likely to be required are School Volunteers, Student Teachers, Parent-Teacher Association members, individuals who run after-school clubs etc. 
Required Actions:
· Ask individuals not subject to an employment contract or supplier contract obliging them to comply with the school's policies to sign an NDA
· Keep a copy of the signed NDA in an appropriate file where it can be easily accessed should a query or access request be received
· Refresh non-disclosure agreements annually to ensure individuals remain aware of what they can and cannot do when accessing school data
· Consider providing them with the Auxiliary worker data protection handout 

12. [bookmark: _Toc162262176]Advice and Support
If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact the school office.
13. [bookmark: _Toc162262177]Breach Statement
A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.


[bookmark: _Toc162262178]Annex A: Processors & Controllers

Diagram showing examples of Data Processors a school may work with (Red), and where they may work with other Data Controllers (Blue).



Key differences between sharing data with Processors and other Controllers
Data Controller to Data Processor
· You are always responsible for the data
· Needs a contract/ agreement
· Detailed enough to prove who is at fault for data breaches
· All subcontractors must meet the standards of the main Contractor

Data Controller

Data Processor
Data Processor (Sub-Contractor)







Data Controller to Data Controller· Your responsibility for the data ends once securely provided
· You must be able to explain what allows you to share the data:
· Understand ‘legal conditions’ that may support your sharing
· Check for existing DSA/ISP 

Data Controller
Data Controller







[bookmark: _Toc162262179]Annex B: The Scope of a ‘Written Contract’

These are the key commitments that UK GDPR (Article 28) expects Controllers to have obtained from Processors; either through a contract issued by the Controller or offered by the Processor.
The Processor will:
1. Under Instruction: only process personal data on documented instructions from you (the Data Controller), including about transfers of personal data to a third country (a country outside the UK) or an international organisation, unless required to do so by law. We will inform you of such a legal requirement before the transfer takes place unless the law prevents us from doing so.

1. Confidentiality: ensure that our employees and supplier staff authorised to process the personal data have committed themselves under contract of employment or service to maintain the confidentiality of the personal data.

1. Security: take all appropriate technical and organisational measures required to keep the personal data secure.

1. Data Subject Rights: assist you by appropriate technical and organisational measures for the fulfilment of your obligation to respond to requests for exercising data subject rights under the Data Protection Act 2018.

1. Breach Reporting: assist you in ensuring compliance with your obligations regarding the security of processing personal data, communicating personal data breaches and conducting Data Protection Impact Assessments, considering the information available to us.

1. Contract End: at your choice, delete or return all the personal data to you after the end of the provision of these services, deleting existing copies unless we are required by law to continue to store the personal data.

1. Evidence: make available to you all information necessary to demonstrate compliance with the personal data processing obligations laid down in this section and allow for and contribute to audits, including inspections, conducted by you or another auditor mandated by you.

1. Instruction Concerns: advise you immediately if any instruction received under item a) above is likely to infringe data protection law.

1. Sub-processors: only contract with other data processors to process personal data who comply fully with our commitment to you. Agreeing to these service terms is your general written authorisation to us that we can enter such arrangements if we inform you of any intended addition or replacement of data processors, giving you the opportunity to object to such changes. We remain liable to you for the processing of data processors engaged by us.

These commitments should be viewed as a ‘minimum’ requirement. They should be supplemented by further detail; the level of detail required should be dictated by the risk of the processing, i.e., processing involving large quantities of special category (sensitive) data would require more detail than processing of basic data such as name and contact details.
‘Further detail’ examples may include:
· A breakdown of the ‘instructions’ referred to in point a), i.e., the process of how the service should be undertaken.
· A description of the security measures employed by the Processor referred to in point c), d) and which should cover the process referred to in point e).
· The specific requirements of transfer or deletion referred to in point f) to avoid any confusion over responsibilities at contract end
· The specific documentation you require the Processor to maintain – point g), including potentially supplying templates such as Framework document H1.
· Specifying the process and timescales under which you would expect sub-processor notification to work under point i).

[bookmark: _Toc162262180][bookmark: DSLForm]Annex C – Data Sharing Record 



[bookmark: _Toc162262181][bookmark: Procure]Annex D – Procurement Process



[bookmark: _Toc162262182][bookmark: checklist]Annex E – Procurement data protection checklist



[bookmark: _Toc162262183]Annex F – Supplier Register 



[bookmark: _Toc162262184]Annex G – Supplier Profile/File Front Page



You 
(Data Controller)


Payroll provider (ECC Processor)


SIMS/RM etc 
(Data Processor)


Shredding Company (Data Processor)


IT Provider 
(Data Processor)


Catering Company (Data Processor)


Provide/ NHS 
(Data Controller)


DfE - School Census (Data Controller)


Police 
(Data Controller)


Child Protection 
(Data Controller)


Payment Provider (Data Processor)


School Counsellor (Data Controller)
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DSL Data Sharing  Form


DSL Data Sharing Form
		Name of Young Person:



		



		Year/Class:

		



		Information to be shared:



		



















		It is necessary to share this data because:



		





















		Is it justifiable to share? What would happen if I do not?:

		





















		Is the data I share proportionate to safeguard the young person? Is data restricted to what is necessary but sufficient to protect them?:

		



















		Name:



		



		Position:



		



		Date:



		





DSL Data Sharing Record
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IGS Procurement  Process


IGS Procurement Process


Procurement Data Protection Process


Procuring a new 
system/service 


Does the system/
service use or store 
personal data?


Identify what personal data and 
special category personal data will 


be involved in this processing


NO
No Data Protection 


Requirements


YES


Gather information about the 
supplier by:


 Checking their website
 Sending them the


Suppliers Security 
Questionnaire


Now complete a DPIA and seek 
approval from your DPO


Check IGS SharePoint site to see if a  
DPIA has already been created by 


IGS


NOCheck that your use of the system/
service exactly matches the 


description in the DPIA and you 
can apply all risk mitigations


YES


Ensure the supplier signs a 
contract which contains a Data 
Processing Agreement (See IGS 
Framework document E1 or E2)


Create a supplier file containing 
the contract, the DPIA and 


other relevant documentation


Conduct annual reviews of 
compliance with contract


YES


Complete a DPIA and send to 
IGS for approval


NO


DPIA approved by 
DPO


YES


Procurement is against 
the advice of the DPO and 


unlikely to be lawful
NO
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Procurement Data  Protection checklist


Procurement Data Protection checklist
Procurement/Data Protection Checklist



		Step

		Activity

		ü/û

		Notes



		1

		Step by step flow chart for data protection requirements for procurement 

		

		





		2

		Will the proposed system/service store/require access to/use personal data. If the answer is YES complete this checklist. If NO you do not need to complete this checklist.

		

		



		3

		First, determine exactly what personal data will be stored/accessed/used as part of this procurement. Check if any of that personal data falls into the Special Categories of personal data 

		

		



		4

		If the procurement is for new technologies or uses special category personal data a G4 Data Protection Impact Assessment (DPIA) must be completed. 

[bookmark: _Hlk73953762]Check ESI to see if IGS already have a DPIA available for this product in our DPIA Library. If you use a library DPIA please carefully check that you can apply all the risk mitigations, and that your use of the system/service exactly matches the description in the DPIA. If it does not you will need to create a new one.

		

		







		5

		To help you gather the relevant information for your DPIA, you should:

· send the G7 Supplier Security Questionnaire (SSQ) (embedded in the DPIA Form) to your potential supplier for them to complete

· Visit the supplier’s website for more information about them (copy the links to their privacy notice and T&Cs to add to your DPIA)

· If they do not have a website you can request information from them directly.

		

		





		6

		Carefully check their website or their response to the security questionnaire to see if they are located outside the UK. If they are, check if the country they are in has an adequacy decision in place. If no adequacy decision is in place take the following steps:

1. Ask the supplier if processing can be restricted to the UK only (if yes, get this assurance in writing and problem solved); if not

2. If processing cannot be completed in the UK, ensure that a Transfer Risk Assessment is completed, and where the transfer is permitted complete the International Data Transfer Agreement (IDTA) from the ICO are added (unaltered) to the contract 

3. If IDTAs are not acceptable to the supplier, the DPIA will not be approved.

All DPIAs must be approved by IGS as your Data Protection Officer (DPO). Any procurement of systems or services which do not have a DPIA approved by the DPO are unlikely to meet your legal obligations.

		

		













		7

		Once your DPIA is complete and you are satisfied that the processing by this proposed supplier meets all legal requirements you must ensure a contract is in place. You can issue them with a contract to sign (see right). These contact schedules cover the data protection requirements laid out in law and can be combined with other procurement schedules as required. 



There are two contract types. E1 is for use with suppliers where the school remains the data controller and the supplier only provide a system or service under instruction from the school. This is the most commonly used contract schedule type. E2 is for use when you are procuring the services of another professional service provider. A professional service provider is a supplier who is bound by their own set of legal and ethical requirements; and who are regulated. In a school setting these might be Counsellors, or Educational Psychologists for example. These suppliers are data controllers in their own right as although they will use data provided by the school to initiate their service, they also create their own information in order to deliver their service to the standard required by their regulator. In these circumstances the school is the data controller for the data it provides to the supplier, and the supplier will be the data controller for the data they create when delivering the service. Before issuing either the E1 or E2 contracts the school must complete the highlighted sections.



Alternatively you may prefer to sign up to the suppliers own terms and conditions (T&Cs). If you opt to do this, you must carefully read through the T&Cs and ensure that all elements of the IGS contract schedule (E1) are included. If they are not, you must ask the supplier to sign your data protection schedule alongside their T&Cs to ensure you have met your legal obligations.

		

		







		8

		Once you have a signed contract in place, create a supplier file saving the contract, a copy of the DPIA and any other relevant correspondence with the supplier. Review annually to ensure compliance with contractual arrangements.
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Procurement Data Protection Process



Procuring a new 
system/service 



Does the system/
service use or store 
personal data?



Identify what personal data and 
special category personal data will 



be involved in this processing



NO
No Data Protection 



Requirements



YES



Check ESI to see if a DPIA has already 
been created by IGS



https://schools.essex.gov.uk/Pages/
EssexSchoolsInfolink.aspx



Gather information about the 
supplier by:



 Checking their website
 Sending them the 



Suppliers Security 
Questionnaire



Now complete a DPIA and seek 
approval from your DPO



NOCheck that your use of the system/
service exactly matches the 



description in the DPIA and you 
can apply all risk mitigations



YES



Ensure the supplier signs a 
contract which contains a Data 
Processing Agreement (See IGS 
Framework document E1 or E2)



Create a supplier file containing 
the contract, the DPIA and 



other relevant documentation



Conduct annual reviews of 
compliance with contract



YES



Complete a DPIA and send to 
IGS for approval



NO



DPIA approved by 
DPO



YES



Procurement is against 
the advice of the DPO and 



unlikely to be lawful
NO








			Page-1�
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Data Protection Impact Assessment (DPIA)


			1 - About the activity:





			Title of activity/system: 





			Person completing this form: 





			Date form started: 











			2 - Describe the activity:





			Briefly describe the activity, why it needs to happen, how it is intended to work.





			The activity: 





			















































			
3 - High risk processing





			Does the processing meet the criteria of ‘high risk’ processing?  If any of the criteria below is met this DPIA must be completed and approved by your Data Protection Officer











			New technologies, or changes to how we use technologies


☐





			May endanger the individual’s physical health or safety in the event of a breach - breaches related to safeguarding or Child Protection


☐





			Systematically monitoring publicly accessible places e.g. CCTV


☐


			Processing genetic or biometric data


☐





			Intention to match data or combine datasets from different sources


☐


			Transfers/hosting outside the UK will be necessary


☐





			Tracking individuals’ location or behaviour – Apps which hold location data


☐


			Profiling children or targeting marketing or online services at them


☐





			Profiling individuals on a large scale


☐


			











			4 - Describe the information and data subjects involved:





			What personal information will be collected or processed by the school or a third party for this new process/technology





			Personal data: 


Please list the fields of data that will be processed:





			E.g. Names, addresses, date of birth, 











			Special categories of personal data


Please mark if any of the below are involved:








			☐ Religious/ philosophical beliefs                                 ☐ Genetic data 	


☐ Racial or ethnic origin                                               ☐ Biometric data


☐ Political opinions	                                                      ☐ Health


☐ Trade-union membership                                          ☐ Sex life/ orientation





			Categories of Data Subject


Tick the categories of data subject whose personal data will be processed











			Students/Pupils                                                      


			☐


			Parents/Carers                                               


			☐





			Employees/ Contractors                           


			☐


			Employees of other Orgs                                      


			☐





			Suppliers    


			☐


			Complainants/Claimants                                       


			☐





			Offenders/Suspected Offenders                            


			☐


			Captured on CCTV/ Incident witnesses                


			☐





			Others (Please state):            


			☐


			


			☐











			Estimated number of data subjects this involves:





			Any comments on categories of data subject:











			5 - Privacy notices and transparency





			Please provide any information provided to data subjects that explains how their data will be processed, such as a privacy notice or wording on a consent form.





			Does a privacy notice exist for this processing?


☐ Yes  ☐ No


Please show your relevant privacy notice and those of data processors:








			If relying on consent, is a consent form in place?


☐ Yes  ☐ No   ☐ N/A











			6 - Data controller/processor





			Is the school the data controller? 


☐ Yes   ☐ No





			Does the processing involve data processor(s)?  


☐ Yes   ☐ No





			If yes, who are the third parties involved in this activity? 





Please provide a link to their website:  





			7 – Contracts/Agreements/Protocols


Where a third party is processing information on behalf of the school or we are sharing information, we need to ensure we have the right written instructions in place.





			Which of the following applies?  Please tick all that apply:





			Information Sharing Protocol   ☐


Contract    ☐


Memorandum of Understanding  ☐


Other ☐ – please specify:





			If a contract is in place, please complete the below details when known:





			Contract title/Reference:


Start date: 


End date: 











			8 - Conditions for processing





			Tick all relevant conditions which provide a legal basis for the processing of personal and special category data.











			Personal Data


			6(1)(a)


			Consent


			☐


			Personal Data


			6(1)(b)


			Contract


			☐


			Personal Data


			6(1)(c)


			Legal Obligation


			☐


			Personal Data


			6(1)(e)


			Public Task/Official Authority


			☐


			Personal Data


			6(1)(f)


			Legitimate Interests (must complete assessment)


			☐


			Special Category Personal Data


			9(2)(a)


			Explicit Consent


			☐


			Special Category Personal Data


			9(2)(b)


			Employment Law


			☐


			Special Category Personal Data


			9(2)(d)


			Not-for-Profit (e.g. PTAs)


			☐


			Special Category Personal Data


			9(2)(e)


			Already made public by the Data Subject


			☐


			Special Category Personal Data


			9(2)(f)


			Legal Claims


			☐


			Special Category Personal Data


			9(2)(g)


			Substantial Public Interest 


			☐


			Special Category Personal Data


			9(2)(i)


			Public Health


			☐


			Special Category Personal Data


			9(2)(j)


			Archiving, Scientific & Historical Research, Statistics


			☐








			9 – Is this processing in RoPA?





			☐ Yes   ☐ N/A











			10 - Compliance with Data Protection principles: 











			Have the following been considered? 


			Yes


			How





			Lawfulness, fairness and transparency


			☐			I confirm I have identified legal basis, full privacy notice in place, all rights can be exercised





			Purpose limitation


			☐			I confirm the data will only be used for this specific purpose and not further used where it is incompatible with the original purpose





			Data Minimisation


			☐			I confirm the minimum personal data is being collect for this purpose





			Accuracy


			☐			Data accuracy will be maintained by regular monitoring





			Storage Limitation


			☐			Add appropriate retention period, for example, until the child transitions to the next school, or until the student reaches the age of the 25 if this is the last school they attend or until termination date plus 6 years for staff etc, depending on product 





			Integrity, Availability and Confidentiality


			☐			I confirm we have considered how we can ensure that accurate data is available for this purpose, not processed by those without authorisation and that appropriate protective measures are in place.











			11 – Data Subject Rights 





			Does this processing enable individuals to exercise their right?











			Right:


			Applicable


Y/N


			Briefly describe how? 


[example – by contacting the school office]





			Access


			Y


			





			Rectify


			Y


			





			Restrict


			Y


			





			Erase – this will only apply to processing under consent/contract/legitimate interests


			


			





			Object – this will only apply to processing under consent/public task/ legitimate interests


			


			











			12. Information Security arrangements





			To enable you to answer the questions below, please send your preferred supplier the Supplier Security Questionnaire.  Please attach their response to this DPIA.





			Questionnaire for Supplier to complete – please embed or attach once completed

















			Supplier Responses


			YES


			NO


			N/A





			Is your supplier registered with the Information Commissioners Office?                  


			☐ 


			☐ 


			☐ 





			Are your suppliers’ systems/network securely configured and regularly 


maintained and tested?                                                                                             


			☐ 


			☐ 


			☐ 





			Are appropriate access controls available for this product and implemented?         


			☐ 


			☐ 


			☐ 





			Has your supplier provided assurance of compliance with information legislation, e.g. DPA 18, GDPR etc.                                                                         


			☐ 


			☐ 


			☐ 





			Your supplier has appropriate policies and processes in place to protect your data?                                                                                                                 


			☐ 


			☐ 


			☐ 





			Your supplier has given assurance that any existing subcontractors will fully comply with the law


			☐ 


			☐ 


			☐ 





			Your supplier has given assurance that, where necessary, a Transfer Risk Assessment and an appropriate safeguard is in place with subcontractors for any processing outside the UK        


			☐ 


			☐ 


			☐ 





			Your supplier has business continuity and disaster recovery plans in place


			☐ 


			☐ 


			☐ 














			13 – Transfer/storage outside the UK and the EEA.


Where will information be transferred or stored by the processor? 











			a) Will all information remain in the UK?


			☐ Yes   ☐ No     If Yes – Go to section 15 





			b) Will all information remain in the EEA?


			☐ Yes   ☐ No     Please list country(s) below (c).





			c) If outside of the EEA, which countries will information be stored/transferred to?


			











			14 - Transfer outside the UK or EEA.


If the answer to 13b or c was yes, please complete (seek support from IGS where needed): 





			Please select the safeguard you are relying on below:





			☐ Adequacy Decision (Used for countries in the EEA)


☐ US – UK Data Bridge membership


☐ International Data Transfer Agreement (IDTA) 








Comments:








	[image: IGS_Lock_up_cols.ai]
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15 - Risk management


			#


			Risk Description


			Mitigating Control(s)


			Likelihood


			Impact


			Score


(Likelihood x impact)





			1


			EXAMPLE - Personal data and special categories of personal data could be compromised if inappropriately shared or the database is not accessed by an approved user or an approved user gains access to categories that are restricted to higher level users.  This will cause potential loss of reputation to school and the possibility of actions taken by the regulator as defined under article 58 of GDPR.


			· Training and guidance given to all users.


· User access controlled by the system administrator for the school.


· Users are restricted to the categories appropriate for their needs.


· Access controls (read only, write only) are required to restrict access to certain functionality.


			Minor (1)			Major (3)			Medium (3)


			2


			EXAMPLE - Unauthorised access to the system could result in risks for young people; damage and distress; reputational damage and regulatory censure for the school


			· The school’s broadband connection is encrypted


· Security Patches are regularly applied


· Penetration Tests are carried out by the school’s IT provider


· User access controlled by the system administrator for the school.


· All retained and transmitted data is encrypted to the highest internationally agreed standards 


			Minor (1)			Major (3)			Medium (3)


			3


			EXAMPLE - Some of the information held within the system may not have a defined retention period; this would breach principle 1e of GDPR and action may be taken under article 58 of GDPR


			· As data will not be automatically deleted, the school will proactively ensure that data is deleted when no longer required, in line with the retention schedule


			Moderate (2)			Major (3)			High (6)


			4 


			EXAMPLE - The Data Processor uses sub-processors who are based in countries outside of the UK. For countries that have not been granted an adequacy decision, if appropriate safeguards are not in place this is an unlawful transfer under data protection legislation.


			· It is a requirement of the data processor to confirm that any sub-processors who process data outside the UK has an adequate level of protection in place to ensure compliance with UK Data Protection law. The supplier has confirmed in writing that they have appropriate overseas safeguards (IDTAs) in place.


			Moderate (2)			Moderate (2)			Medium (4)











			16 – Approvals


			





			To be completed by SIRO


			Name: (To be completed)


Date: (To be completed)


Comments: 








			To be completed by Data Protection Officer (DPO)


			Name: (To be completed)


Date: (To be completed)


Comments:








			


Supporting Documentation, e.g. contracts, service level agreements, terms of use, 


[Hyperlink or embed here]





			














If you require assistance in completing this form please seek advice from IGS at IGS@essex.gov.uk or call 0333 032 2970.
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SUPPLIER SECURITY QUESTIONNAIRE



				Supplier Name: 







				Address: 











				Email:



				Co. Registration Number: 











				



				















				1



				We are currently registered with the Information Commissioners Office  Please provide your ICO registration reference



				YES ☐ NO ☐  NA ☐



Ref: 







				2



				Our systems are securely configured and regularly maintained



				YES ☐  NO ☐  







				3



				We regularly and promptly apply security updates



				YES ☐  NO ☐  







				4



				We carry out an annual penetration test or use continuous scanning



				YES ☐  NO ☐  







				5



				Appropriate access controls are available/implemented for this product 



				YES ☐  NO ☐  







				6



				Business Continuity arrangements are in place and regularly tested



				YES ☐  NO ☐  







				7



				We have Disaster Recovery arrangements in place



				YES ☐  NO ☐  







				8



				Our website carries a Privacy Notice to make clear how we process personal data



Please provide a hyperlink to this information 



				YES ☐  NO ☐  







				9



				We have appropriate policies in place to protect the personal data we process. e.g. Data Protection Policy



				YES ☐  NO ☐  







				10



				Our company and services are based in the UK (excluding sub-contractors)



				YES ☐  NO ☐  







				11



				If no, which country(s) is it based in?



				Please list: 











				12 



				We have sub-contractors who support our delivery of this service/product by providing underlying technologies or services. If no, go to statement 17



				YES ☐  NO ☐  







				13



				I confirm all sub-contractors are located in the UK, including any use of hosted technologies.  If yes, go to statement 17



				YES ☐  NO ☐  







				14



				Where the country is outside the EEA, a Transfer Risk Assessment has been completed and an Appropriate Safeguard is in place for any processing outside the UK by our sub-contractors



				YES ☐  NO ☐  



N/A ☐  







				15



				Where sub-contractors are external to the UK, the safeguard(s) in place is:



				Choose an item.	







				16



				We and any sub-contractors can restrict the processing of data to the UK or an EU country on request



				YES ☐  NO ☐  







				17



				I confirm that we and our sub-contractors will fully comply with the requirements of the Data Protection Act 2018 and UK General Data Protection Regulation 2016



				YES ☐  NO ☐  







				18



				If our system is to be used by children, we comply with The Children’s Code



See the ICO simple guide for further details



				YES ☐  NO ☐  



N/A ☐  















The person signing this form confirms they have the authority to do so on behalf of the organisation



				Name:



				







				Position in Organisation:



				







				Date of completion:
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SUPPLIER SECURITY QUESTIONNAIRE


			Supplier Name: 





			Address: 








			Email:


			Co. Registration Number: 








			


			











			1


			We are currently registered with the Information Commissioners Office  Please provide your ICO registration reference


			YES ☐ NO ☐  NA ☐


Ref: 





			2


			Our systems are securely configured and regularly maintained


			YES ☐  NO ☐  





			3


			We regularly and promptly apply security updates


			YES ☐  NO ☐  





			4


			We carry out an annual penetration test or use continuous scanning


			YES ☐  NO ☐  





			5


			Appropriate access controls are available/implemented for this product 


			YES ☐  NO ☐  





			6


			Business Continuity arrangements are in place and regularly tested


			YES ☐  NO ☐  





			7


			We have Disaster Recovery arrangements in place


			YES ☐  NO ☐  





			8


			Our website carries a Privacy Notice to make clear how we process personal data


Please provide a hyperlink to this information 


			YES ☐  NO ☐  





			9


			We have appropriate policies in place to protect the personal data we process. e.g. Data Protection Policy


			YES ☐  NO ☐  





			10


			Our company and services are based in the UK (excluding sub-contractors)


			YES ☐  NO ☐  





			11


			If no, which country(s) is it based in?


			Please list: 








			12 


			We have sub-contractors who support our delivery of this service/product by providing underlying technologies or services. If no, go to statement 17


			YES ☐  NO ☐  





			13


			I confirm all sub-contractors are located in the UK, including any use of hosted technologies.  If yes, go to statement 17


			YES ☐  NO ☐  





			14


			Where the country is outside the EEA, a Transfer Risk Assessment has been completed and an Appropriate Safeguard is in place for any processing outside the UK by our sub-contractors


			YES ☐  NO ☐  


N/A ☐  





			15


			Where sub-contractors are external to the UK, the safeguard(s) in place is:


			Choose an item.	





			16


			We and any sub-contractors can restrict the processing of data to the UK or an EU country on request


			YES ☐  NO ☐  





			17


			I confirm that we and our sub-contractors will fully comply with the requirements of the Data Protection Act 2018 and UK General Data Protection Regulation 2016


			YES ☐  NO ☐  





			18


			If our system is to be used by children, we comply with The Children’s Code


See the ICO simple guide for further details


			YES ☐  NO ☐  


N/A ☐  











The person signing this form confirms they have the authority to do so on behalf of the organisation


			Name:


			





			Position in Organisation:


			





			Date of completion:
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ICO TRA tool 


Our guidance on international transfers details the requirement to carry out transfer impact assessments (TRAs). As set out in that guidance, there are different ways to carry out a TRA in order to meet legal requirements under the UK GDPR. 



This ICO TRA tool is just one method that can be used to carry out a TRA but there are others, including the approach proposed by the EDPB. It is important that you keep a record of your assessment.


· You can use this template TRA tool to record your TRA. Importantly:



· You do not have to use this template. You can record your answers to the 6 questions in other ways.



· We have designed this template for a straightforward transfer, that is one where information is going only to one importer located in one destination country. You can adapt it for more complex personal information flows.



· Before using this TRA tool you should refer to our guidance to decide if and when a TRA is required in respect of your transfer. 



· You may want to seek professional data protection advice to review your assessment.



The Appendix contains additional materials which may be helpful:



· A list of UK GDPR special category data.


· A list of typical categories of personal information with an initial risk score.


· Examples of extra steps and extra protections you may consider putting in place, which may be of assistance when carrying out this risk assessment.


Question 1: What are the specific circumstances of the restricted transfer?



			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 1: 



Use Table 1 to document the specific circumstances of the transfer.



How do we complete this action? 



· It is important that you record the specific circumstances of the restricted transfer including details of the importer, details of the people who the information is about, duration of the transfers, existing protections in place for the information and the categories of personal information being transferred. 



· Use Table 1 to document this.



· If you are planning to use the IDTA as your transfer mechanism, you will need much of the same information. You can cross refer to other documents, such as the IDTA. 



TABLE 1: Specific circumstances of the restricted transfer


			Details of the importer



You may refer to other documentation here, such as the description included in the IDTA or other Article 46 transfer mechanism.





			(1) Name of importer:



Who is the personal information going to?


			     





			(2) Destination country (or countries) of the personal information: 


			     





			(3) Status of the importer:



See our guidance on controllers and processors for more information


			 controller



 processor or sub processor



 joint controller





			(4) Importer’s organisation:



What kind of organisation is the importer?


			The data importer’s business or organisation is: 



Please tick all that apply





			


			 Commercial



 Public sector



 Not for profit



 Regulated in the destination country – add type of business (eg financial services, legal services, healthcare):      


 Other relevant features - add details:      


			 Part of a multi-national group - add name of group:      


 Large business (but not multi-national) - add details of size of group:      


 Small business or sole trader - add details of size of business:      





			(5) Importer’s relevant activities 



What will the importer be doing with the information?



Think about why the importer is using the personal information that will be transferred. 



You may be able to re-use a description of the importer’s activities as set out in your service contract with the importer.



For example:



“The importer is supplier of software solutions. It is supplying a software package to the exporter and will host the importer’s customer information on its servers in the US.”


			The importer’s activities or services that are relevant to the transfer are: 


     











			Details of the people the information is about



You may refer to other documentation here, such as the description in the IDTA or other Article 46 transfer mechanism.





			(6) Categories of people:



Who is the personal information about?


Think about who the personal information being transferred is about. Click in the box next to all of the categories of people who are included in the personal information being transferred. You may make appropriate amendments or add specific details to any of the categories or click “other” and add your own categories at the end.


			The personal information transferred is about the following categories of people:



Confirm if the people are either or both: 



 adults (who are not vulnerable) 



 children or vulnerable adults



Tick all the categories that apply:



Each category includes current, past and prospective people the information is about. 



If any of the following is a business or organisation, it includes their staff.


 staff including volunteers, agents, temporary and casual workers



 customers and clients (including their staff)



 suppliers (including their staff)



 members or supporters



 shareholders



 relatives, guardians and associates of the person the information is about



 complainants, correspondents and enquirers


 experts and witnesses



 advisers, consultants and other professional experts



 patients



 students and pupils



 offenders and suspected offenders



 children and vulnerable adults



 other (please provide details of other categories of people the information is about):








			(7) Volume



How much personal information are you transferring?


			For each person: the number of personal information categories (you can count these when you complete Table 2):       (state if estimated or actual).



For each transfer: the number of people the information is about       (state if estimated or actual).



Over the term of your contract or arrangement, the total number of people the information is about       (state if estimated or actual).








			Duration



You may refer to other documentation here, such as the description in the IDTA or other Article 46 transfer mechanism.





			(8) Frequency of transfers 



How often will these transfers occur? 



Think about how often information will be transferred to, or accessed in, the destination country. Delete and complete the wording as appropriate.


			How often is a transfer made: 



· once



· every       days/months/years



· continuously for       days/months/years





			(9) Duration of arrangement with importer



How long can the importer receive or access the information for?



You may cross-refer to a separate contractual provision here, or to a mechanism to determine the duration of the relationship (if your contract may be extended, or terminated early).


			      days/months/years








			Protections for the transferred personal information



You may refer to other documentation here, such as the description included in the IDTA or other Article 46 transfer mechanism.





			(10) Format of the personal information



What is the format of the transferred personal information? 



For example, is it plain text or encrypted?


			     





			(11) Transfer process



How are you sending the personal information? 



For example, are you transmitting it by email, website encryption or secure file transfer protocol (SFTP)? Or does the transfer involve remote access to personal information stored in the UK?


			     





			(12) Exporter’s technical and organisational measures



What other technological and organisational security measures will you put in place to protect the personal information before transfer? 



Is the personal information pseudonymised?


			By the exporter before transfer:      








			13) Importer’s technical and organisational measures



What other technological and organisational security measures will the importer have in place to protect the personal information once it has been received?


			By the importer after receipt: 








			(14) Categories of personal information





			What type(s) of personal information are you transferring?


			Please complete the first column of Table 2 in Question 2 to record this information








Question 2: What is the level of risk to people in the personal information you are transferring?


			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 2: 



Use Table 2 to assign a risk level to the personal information you are transferring.


How do I complete this action? 



Using the information you recorded at Question 1, you must now assign a risk level to the personal information you are transferring. 



We have set out below a description of what is a low, moderate and high harm risk, if the personal information is misused or lost.


· List in Table 2 below the categories of personal information you are transferring (you should have done this as part of Q1, Table 1 (14)). In the Appendix, there is a list of typical categories of personal information with an initial risk score (low, moderate or high harm risk). We recommend you use this as the starting point for assessing the risk level.


· UK GDPR specifies that certain types of personal information known as special category data need extra protection. There is a list of special category data in the Appendix. Special category data also includes types of information that can be used to infer any of the information on that list. For example, a photograph showing you attending a medical clinic which treats only a specific type of illness, is special category data because you can infer from that photograph that there is a high chance you have this illness.



· Consider if there are any factors that may increase or reduce that initial risk score. You can use Table 2 to keep a record of those factors. We have suggested some relevant factors, but there may be more.



· Give each category of personal information you are transferring a risk score (in the final column of Table 2). Take into account the initial risk score, any aggravating or mitigating factors identified, and the descriptions of the risk levels.


· At this stage you don’t need to worry about the destination country. 



· You may be able to reduce the risk score by making changes to the information you are transferring or adding in security protections before transferring it. If you wish to do so, make these changes and repeat Question 1 and 2. 


Once you have completed Table 2, proceed to Decision point A to record your results.


			Low harm risk


			Unlikely to cause more than inconsequential financial harm, physical harm, mental harm or distress. 


Minimal actions required to put it right (if any), such as an apology.





			Moderate harm risk


			Unlikely to cause more than minor financial harm, physical harm, mental harm or distress. Some actions needed to put this right, such as proactively seeking the return of information or stopping its unauthorised spread. 



If this was a data breach, you may need to inform the ICO, but not the people the information is about.





			High harm risk


			Likely to cause significant financial harm, physical harm, mental harm or distress. Urgent action is required to put this right and minimise the harm caused. If this was a data breach, you would need to inform the ICO and the people the information is about.








TABLE 2: Personal information risk level


Note: This table is editable. Insert rows to add more categories if needed. You may add notes below the Y/N response to explain your decision.


			Category of personal information



List the categories. The Appendix sets out a list of examples of categories and the ICO initial risk score.


			Initial risk score 



(low, moderate or high harm risk


			Aggravating factors that tend to increase risk level


			Mitigating factors that tend to reduce risk level


			Other factors


			Final risk score - Risk of harm to the people the information is about (use key above)





			


			


			Information is confidential


			Person the information is about is a child or vulnerable adult


			Large volume of information about each person


			You can infer special category data from this information


			Information is in the public domain


			Before transfer information is encrypted, pseudonymised or similar, and importer does not have the key


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			





			


			


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			Y/N


			


			








			Decision point A (select relevant option):


Based on your assessment in Table 2, the level of risk to people in the categories of personal information you are transferring is:





			1.  All the categories of personal information we are transferring are a low harm risk. 


Next step: You may proceed with the restricted transfer. This is because no matter what the response might be to the next questions, the nature of the personal information and the circumstances of the transfer means the risk of harm to people is low. You can record this as the final decision for your TRA.





			2.  All the categories of personal information we are transferring are low harm risk and moderate harm risk. (None is high harm risk)


Next step: go to Question 3.





			3.  All or some of the categories of personal information we are transferring are a high harm risk.



Next step: go to Question 3.





			Additional notes:      


Include any other information that may be relevant to your analysis and decision.








Question 3: What is a reasonable and proportionate level of investigation, given the risk level in the personal information and the nature of your organisation?


			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 3: 



· Use Tables 3 and 4 to decide what is a reasonable and proportionate level of investigation of the destination country.


· Carry out and record the findings of your investigation.


How do I complete this action?



To decide the level of investigation required, you must consider three factors:



· Factor 1: the risk level in the personal information you identified at Question 2 (at Decision point A).


· Factor 2: the size of your organisation and therefore the resources available to you. Use the data protection fee tiers as a guide - organisations who are required to pay a Tier 1 or Tier 2 data protection fee are considered an SME for the purpose of this question.



· Factor 3: The total volume of personal information you are transferring. Transfers are high volume if you are sending a significant amount of personal information either in one transfer or in a number of recurring transfers.


Use the investigation matrix in Table 3 to decide the level of investigation required. The 3 levels of investigation are set out in Table 4. Make a note of which level of the investigation you are going to conduct and your reasons why this is reasonable and proportionate.


Carry out your investigation. First read Questions 4 and 5 below, because you will use the results of your investigation to answer those two questions. 


If some or all of the personal information is high harm risk and you do not want to carry out a level 3 investigation, then at Decision Point B select “LEVEL 3 investigation Option (ii)”, and follow the instructions. It means you can carry out a level 2 investigation for your low and moderate risk data only, and that you can transfer the high harm risk data only if an exception applies (considered in Question 6).


TABLE 3: Investigation matrix



			Business size


			All the personal information we are transferring is low harm risk


			All of the personal information we are transferring is low harm risk and a moderate harm risk


			All or some of the personal information we are transferring is high harm risk





			SME 


			No further investigation necessary. You may make your restricted transfer 



(see Decision point A).


			 Level 1 investigation


			 If you are transferring a low volume of personal information = Level 2 investigation


 If you are transferring a high volume of personal information = Level 3 investigation





			Large business


			


			 Level 2 investigation


			 Level 3 investigation








TABLE 4: Levels of investigation


			Level 1 investigation


			Level 2 investigation


			Level 3 investigation





			Resources to use (Level 1): Consider:



· your own knowledge of the destination country, including its legal system, respect for the rule of law and its human rights record;



· the latest Foreign Commonwealth and Development Office Human Rights and Democracy Report;



· the relevant Department for International Trade’s Exporting country guides; and



· at least one human rights report, such as those published by charitable organisations (eg Amnesty International Reports on the state of the world’s human rights).


You should always bear in mind what other influences may impact these reports, and therefore how much you can rely on them.


			Resources to use (Level 2): 



In addition to the resources in the previous column, you should carry out further internet-based research about the destination country, using reputable websites. This may include:



· additional human rights reports issued by charitable organisations;



· human rights reports from other governments (eg US State Department’s Country reports on human rights practices); and



· newspaper reports.



You should always bear in mind what other influences may impact these reports, and therefore how much you can rely on them.


			Resources to use (Level 3): 



Option (i): 



In addition to using the resources in the previous two columns, you should conduct a detailed analysis about the treatment of human rights in the destination country.



You may need professional advice for this level of investigation.



Option (ii): Mark all high harm risk data as “significant risk data”, and carry out a Level 2 investigation for the rest of the information. You will not need to answer Question 5. Follow the instructions in Decision Point B. 








			Decision point B: Make a note of the level of the investigation you are going to carry out, and your reasons why this is reasonable and proportionate.





			 LEVEL 1 investigation





			 LEVEL 2 investigation





			 LEVEL 3 investigation Option (i)





			 LEVEL 3 investigation Option (ii) Go to Decision point E(2) and tick that all your high harm risk data is both human rights risk data and enforceability risk data.



Carry out a level 2 investigation for your low and moderate risk data. Answer Question 4 and complete Decision point C for the low and moderate risk data only.



You do not need to answer Question 5. This is because low and moderate risk data cannot be enforceability risk data.



This means you can only transfer the high harm risk data if an exception applies (considered in Question 6). 





			Additional notes:      


Include any other information that may be relevant to your choice of investigation.








Question 4: Is the transfer significantly increasing the risk for people of a human rights breach in the destination country? 


			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 4: 


· Based upon your investigation and the specific circumstances of the transfer, decide whether by making the transfer you are making the human rights risk worse for the people the information is about. This could be by making it more likely that a human rights breach will happen or by making it more severe if it did happen.



· The increase in risk must be clear and meaningful and linked to your transfer.



· Use Table 6 to record your investigation and to make your risk assessment.


How do I complete this action? 


· You must consider the specific circumstances of the transfer and any other relevant factors which you can reasonably know, imply or predict. For example, do you know or is it likely that any of the people the information is about are citizens or residents of the destination country, is it reasonably possible they will travel to the destination country?



· Consider whether by making the transfer you are making the human rights risk worse for the people the information is about, by making it more likely that a human rights breach will happen or making it more severe if it did happen. 



· Human rights are basic rights and freedoms for every person in the world. In the modern world they are founded on the Universal Declaration of Human Rights (adopted by the United Nations in 1948). This formed the basis of the European Convention of Human Rights (ECHR). Table 5 provides a summary of the key human rights taken from simplified ECHR.


· Use Table 6 to record the findings of your investigation and make your risk assessment 



· If you have concerns that the transfer is significantly increasing the risk of a human rights breach for people, consider whether you can take any extra steps or put in place extra protections. The Appendix has examples and extra steps and protections for you to consider. If so, update your responses in in this TRA tool taking those extra steps and protections into account, and repeat this Question 4.



TABLE 5: Human rights risk analysis 



			Art 1: Obligation to respect human rights


			This is the general principle that countries must make sure everyone has these human rights.


			Art 8: Right to respect for private and family life


			You have the right to respect for your private and family life, your home and correspondence (letters, emails, phone calls, texts etc).





			Art 2: Right to life


			You have the right to life. Take note whether the death penalty is available for certain crimes.


			Art 9: Freedom of thought, conscience and religion


			You have the right to freedom of thought, conscience and religion. 



You have the right to practise your religion at home and in public and to change your religion if you want.





			Art 3: Prohibition of torture


			No one has the right to hurt you or torture you, even when you are held by police or armed forces.


			Art 10: Freedom of expression


			You have the right to responsibly say and write what you think and to give and receive information from others. 



This includes freedom of the press.





			Art 4: Prohibition of slavery and forced labour


			It is prohibited  to treat you as a slave or to impose forced labour on you.


			Art 11: Freedom of assembly and association 


			You have the right to take part in peaceful meetings and to set up or join associations ‐ including trade unions.





			Art 5: Right to liberty and security


			You have the right to liberty.



If you are arrested you have the right to know why.



If you are arrested you have the right to stand trial soon, or to be released until the trial takes place.


			Art 12: Right to marry


			You have the right to marry and to have a family.





			Art 6: Right to a fair trial


			You have the right to a fair trial before an unbiased and independent judge. 



If you are accused of a crime, you are innocent until proved guilty. 



You have the right to be assisted by a lawyer who has to be paid by the state if you are poor.


			Art 13: Right to an effective remedy


			If your rights are violated, you can complain about this officially to the courts or other public bodies.





			Art 7: No punishment without law


			You cannot be guilty of a crime if your action was not a crime at the time you did it.


			Art 14: No discrimination


			You have these rights regardless of your skin colour, sex, language, political or religious beliefs, or origins.








TABLE 6: Record of investigation and conclusions 



			Investigation level:


			 1



 2



 3









			Resources used:



Make a note here of resources used (see Table 4)





			     





			Key question 1: From your investigation do you have any concerns about any human rights issue?


			 No concerns. Go to Decision point C and tick C1.



 We have concerns, which are:      


refer to the specific Articles set out above, if you can.



Go to Key question 2.





			Key question 2: By making this transfer, are you making the risk significantly worse for the people the information is about?



By either:



· making it more likely that a human rights breach will happen to the people the information is about; or



· making the human rights breach more severe if it did happen.



The increase in risk must be clear and meaningful and linked to the transfer.


			 No. Go to Decision point C and tick C2.



 Yes. 



Which categories of personal information cause the increase in risk:



 All categories of personal information. 



Go to Decision point C and tick C3



 Only the following categories of personal information:



(please list):      


Go to Decision point C and tick C4.








			Decision point C: Read and select the most appropriate response based upon your investigation:





			1.  We do not have any concerns about any relevant human rights risk in the destination country for the people the information is about.



Next steps: go to Q5.





			2.  We have concerns that there are human rights risks in the destination country, but by making the transfer we are not significantly increasing the risk of a human rights breach in the destination country for the people the information is about.



Next steps: go to Question 5.









			3.  We have concerns that the transfer is significantly increasing the risk of a human rights breach in the destination country for the people the information is about, and this applies to all the categories of personal information. 



Next steps: Go to Decision point E(3) below and tick “Yes, all categories of data are human rights risk data”. If at Question 2 you selected a Level 3 Option (ii) investigation, move on to Question 6. Otherwise go to Question 5.









			4.  We have concerns that the restricted transfer is significantly increasing the risk of a human rights breach in the destination country for the people the information is about, and this applies only to some categories of personal information. 



Next steps: Go to Decision point E(4) below, tick and list “Yes, the following categories of data are human rights risk data” and list them. If at Question 2 you selected a Level 3 Option (ii) investigation, move on to Question 6. Otherwise go to Question 5.












Question 5: 


(a) Are you satisfied that both you and the people the information is about will be able to enforce the Article 46 transfer mechanism against the importer in the UK? 



(b) If enforcement action outside the UK is needed: are you satisfied that you and the people the information is about will be able to enforce the Article 46 transfer mechanism in the destination country (or elsewhere)?


			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 5: 



· Using the resources gathered as part of your investigation and taking into account the specific circumstances of the transfer, consider whether the transfer mechanism can be enforced against the importer in the UK or, if needed, in the destination country..



· Use Table 7 to record your risk assessment.


How do I complete this action? 


· To answer question 5 we suggest that you work through the questions in the Table 7 Enforcement questionnaire



· If you have concerns about the enforceability of the transfer mechanism, consider whether you can take any extra steps or put in place extra protections. The Appendix has examples of extra steps and protections for you to consider. If so, update your responses in in this TRA tool taking those extra steps and protections into account, and repeat this Question 5. 


TABLE 7: Enforcement questionnaire



			Enforcement risk – Key questions


			Answer


			Notes





			1. Are you transferring only personal information that gives rise to a low harm risk or a moderate harm risk (see Question 2)? 


			 Yes. Go to Decision point D and tick D(1)



 No, go to next question


			     





			2. In your investigation into the destination country, have you found any records suggesting there are issues about respect for the rule of law, independence of the Courts and Judges, and the time it takes for cases to be heard?


			 No concerns. Go to Decision point D and tick D(2).



 Yes (or not sure). Add notes and go to next question.


			     





			3. Is there a high likelihood that the importer will accept the decision of a UK Court or arbitration award? Factors to consider here:



(a) The importer has insurance from a reputable insurance provider that covers payment of claims in a UK Court or a UK arbitration award, without requiring any action to be brought in the destination country. The insurance must be enough to cover all of the potential claims. If this applies, you must check this insurance cover each year.


(b) The importer has provided evidence that in the past it has always accepted decisions of UK Courts or UK arbitration awards.


(c) The importer must comply with professional or similar rules, and you would be able to make a complaint to its oversight body, which would impact its ability to do business.


(d) There are strong commercial reasons for the importer to accept a decision of UK Court or UK arbitration award, even where the claim is substantial.


			first tick if any of the factors apply



Factor



Satisfied 



Not satisfied



(a)









(b)



 


 


(c)



 


 


(d)



 


 


Taking these factors into account answer Question 3. If you are satisfied about one or more of the above factors, it is likely you may answer Yes. 



 Yes. There a high likelihood that the importer will accept the decision of a UK Court or UK arbitration award. Add notes and go to Decision point D and tick D(3).



 No. There is not a high likelihood that the importer will accept the decision of a UK Court or arbitration award. Add notes and go to next question.


			     





			4. Are there any other factors that make it very unlikely you or the people the information is about would have to bring a claim in the destination country to enforce the Article 46 transfer mechanism? 


			 Yes. Set out the factors in the Notes, and go to Decision point D and tick D(4).



 No. Go to Decision point D and tick D(5).


			     








			Decision point D: Read and select the most appropriate response based on your investigation





			1.  We are only sending information that poses a low harm risk or a moderate harm risk. 



As a result, there is a low likelihood that we and the people the information is about would need to enforce the transfer mechanism in the destination country.





			2.  We do not have any concerns about respect for the rule of law, independence of the Courts and Judges, and the time it takes for cases to be heard in the destination country.





			3.  There is a high likelihood that the importer would accept the decision of a UK Court or UK arbitration award (considering the factors set out in Table 7 above).





			4.  It is very unlikely that we or the people the information is about would have to bring a claim in the destination country to enforce the Article 46 transfer mechanism (considering the factors set out in Table 7 above).





			5.  We have concerns that (a) both we and the people the information is about may not be able to enforce the Article 46 transfer mechanism against the importer in the UK; and (b) if enforcement action is needed outside of the UK, we and the people the information is about may not be able to enforce the transfer mechanism in the destination country.



Go to Decision point E(5) and tick that “All high risk data is enforceability risk data”








			Decision point E: Have you identified any human rights risk data at Question 4 or enforceability risk data Question 5? 



If you are carrying out a Level 3 Option (ii) investigation, then you must tick E(2) and you may need to tick either 2 or 3 depending on your answers to Question 4. 





			1.  No, we have not identified any because we have ticked:



· A(1); 



· Or:


· one of C(1) or C(2); and


· one of D(1) or D(2) or D(3) or D(4).



You may proceed with the transfer. 





			2.  Yes, all high risk data is both human rights risk data and enforceability risk data, because we ticked B(3) Option (ii). 



(Optional) list all the categories of high risk data:





			3.  Yes, all categories of data are human rights risk data, because we ticked C(3).



(Optional) List all categories of data:      





			4.  Yes, the following categories of data are human rights risk data, because we ticked C(4):



List the categories of data which, by including in the restricted transfer, you have concerns will significantly increase the risk of a human rights breach in the destination country for the people the information is about:      





			5. All high risk data is enforceability risk data, because we ticked D(5)



(Optional) list all the categories of high risk data:      





			The human rights risk data and enforceability risk data identified above is your “significant risk data” for Question 6








Question 6: Do any of the exceptions to the restricted transfer rules apply to the significant risk data you have identified?



			Q1


			Q2


			Q3


			Q4


			Q5


			Q6








Action required for Question 6: 



· Your significant risk data is identified in Decision point E.



· Using our guidance on the exceptions to the international transfer rules, and taking into account the specific circumstances of the transfer, and the type of risk you identified at Decision point E, decide if any of the exceptions apply to the significant risk data.



· You are considering if one of the exceptions applies only for the significant risk data, and on the basis that the Article 46 transfer mechanism provides some (but not all) of the appropriate safeguards and effective and enforceable people’s rights.



· You can only rely on these exceptions in very limited circumstances, if it is necessary and proportionate to do so. 



· Use Table 8 to record your assessment.


How do I complete this action? 



This question assumes you are putting in place the Article 46 transfer mechanism and all the extra step and protections you identified in working through this TRA tool. 


To answer question 6 we suggest that you work through the questions in the Table 8 Exceptions checklist. 



When thinking about whether the risks are outweighed by the benefits of the transfer, it may help to think about whether it is a human rights risk or an enforceability risk or both (as you identified in Decision point E).


If the exceptions do not apply to all the significant risk data, consider if you can take out of your restricted transfer the significant risk data that is not covered by an exception. If so, repeat the TRA tool removing that data.


TABLE 8: Exceptions checklist



			Exception 


			Does the scenario apply?


			Which types of significant risk data does the scenario apply to?



(You can state all if the exception scenario could apply to all the significant risk data.)


			Does the benefit of the transfer for this exception, outweigh all the risk(s) you identified in Decision point E


			Your reasons





			· The person has given their explicit consent to the restricted transfer of the significant risk data.


			


			


			Not required for this exception


			     





			· The transfer of the significant risk data is necessary for the performance of a contract between you and the person the information is about. Or it is necessary so you can implement pre-contractual measures requested by that person. 


			


			


			 Yes



 No 


			     





			· The transfer of the significant risk data is necessary for you to either perform or enter into a contract with a person, and that contract is in the interests of a separate person (who the information is about) 


			


			


			 Yes



 No 


			     





			· The transfer of the significant risk data is necessary for important reasons of public interest.


			


			


			 Yes



 No 


			     





			· The transfer of the significant risk data is necessary for you or another person or organisation, to establish whether you or a third party has a legal claim or defence, to make a legal claim or to defend a legal claim.


			


			


			 Yes



 No 


			     





			· The transfer of the significant risk data is necessary to protect the vital interests of a person – this may or may not be the person the information is about. To use this exception the person the information is about must be physically or legally incapable of giving consent to the transfer of their information.


			


			


			 Yes



 No 


			     





			· The transfer of the significant risk data is from a public register and meets the relevant legal requirements about access to that public register.


			


			


			 Yes



 No 


			     





			· The restricted transfer of the significant risk data is necessary for your compelling legitimate interests. You must read our guidance about the extra requirements for this exception.


			


			


			 Yes



 No 


			     








			Decision point F: Read and select the most appropriate response based on your analysis:





			1.  One or more of the exceptions applies to all the significant risk data. You may proceed with the transfer.





			2.  The exceptions do not apply to all the significant risk data. You may not proceed with the transfer relying on the Article 46 transfer mechanism.



If you are concerned whether you have reached the right conclusion, you may always seek professional data protection advice to review your assessment. 





			Additional notes:      


include any other information that may be relevant to your analysis, including if you have decided to rely on an exception for certain categories of information, and remove other categories from the scope of the transfer.








Appendix to TRA tool


This Appendix sets out information which may be helpful to you when filling out your TRA Tool. It does not form part of your TRA Tool. You may delete this Appendix from your TRA Tool.


1. List of Special Category Data



Personal information revealing:



· Racial or ethnic origin



· Political opinions



· Religious of philosophical beliefs



· Trade union membership



Processing of genetic data or biometric data for the purpose of uniquely identifying a natural person



Personal information concerning:



· A person’s health



· A person’s sex life or sexual orientation



Read our guidance on special category data.


2. Categories of Personal Information 



Please find below the relevant initial risk scores to apply when listing the different categories of personal information in Table 2 of the TRA tool.


			Category of Personal Information


			Initial risk score (indicative ICO score)





			Name


			Low





			Address & Contact details


			Low





			Age / DOB


			Low





			Gender


			High





			Biometric data 


			High





			CCTV, photos and other images (which are not biometric data)


			Moderate





			Race/ethnic origin


			High





			ID documentation, such as passport, national insurance number, ID card, driving licence details


			High





			Medical records


			High





			Medication records


			High





			Name and contact details of GP 


			Low





			Name and contact details of specialist medical professionals


			High





			Genetic data


			High





			Current marriage and partnerships


			Moderate





			Marital history


			Moderate





			Details of family and other household members


			Moderate





			Habits


			Low





			Housing


			Low





			Travel details


			Low





			Leisure activities


			Low





			Location Data


			High





			Membership of charitable or voluntary organisations


			Low





			Political opinions


			High





			Religious or philosophical beliefs


			High





			Trade Union membership


			High





			Sex life or sexual orientation


			High





			Free text about an individual, eg in emails, social media, livechat (must assume is SCD)


			High (may vary depending on circumstances)





			Employment and career history


			Low





			Recruitment


			Low





			Termination details


			High





			Attendance records


			Low





			Health and safety records


			High





			Performance appraisals


			Moderate





			Training records


			Low





			Security records


			Low





			Financial account / credit card details


			High





			Income


			Moderate





			Salary


			Moderate





			Assets and investments


			Moderate





			Payments


			Moderate





			Creditworthiness / Credit score


			Moderate





			Loans


			Moderate





			Benefits


			Moderate





			Grants


			Moderate





			Insurance details


			Moderate





			Pension details


			Moderate





			Goods or services supplied


			Low





			Marketing preferences


			Low





			Delivery preferences


			Low





			Licences issues


			Low





			Insurance details


			Low





			Records of unspent criminal convictions and offences


			High





			Records of spent criminal convictions and offences


			High





			Records of DBS checks


			High





			Criminal investigations records


			High








3. Extra Steps and Protections 



Questions 4 and 5 of the TRA tool ask you to consider whether you can take any extra steps and extra protections that will reduce the risks in relation to the restricted transfer.



There are a range of extra steps and protections that you can use, covering additional technical, organisational or contractual protections. Of course these extra steps and protections are over and above the protections which you already have in place, which you will have included in Question 1. 


The table below is a non-exhaustive example list of measures that you may apply to seek to reduce the risks to the people the information is about, established by your investigation into the destination country. The table references different levels of risk reduction (basic, enhanced, significant) to help you form an overall view of the likely effectiveness of the measures. 



To make sure the measures you use are legally binding, you may need to amend the Article 46 transfer mechanism. The effectiveness of these measures in reducing the risk to the person who the information is about will vary depending on the circumstances of the restricted transfer.



Extra Steps and Protections (examples only)



			Category


			Purpose


			Basic Protection


			Enhanced Protection


			Significant Protection





			Access controls


			Either minimises likelihood of a breach of the Art 46 transfer mechanism occurring or reduces risk of harm to the person who the information is about if a breach of the Art 46 transfer mechanism occurs


			You will password protect personal information prior to transfer to importer.



You will provide the password separately where the importer is to process the personal information beyond storing it.


			You will encrypt the personal information prior to transfer using an appropriate encryption solution (i.e. storage encryption / encryption at-rest) and you will implement suitable key management procedures. 


			You will encrypt the personal information prior to transfer using appropriate encryption solution, you will split the encrypted datasets between multiple parties and you will take measures to ensure the decryption code is retained only by you. 





			Changes to the personal information 


			Either minimises likelihood of a breach of the Art 46 transfer mechanism occurring or reduces risk of harm to the person who the information is about if a breach of Art 46 transfer mechanism occurs 


			You review the purposes and scope of the transfer and further minimise the amount of personal information you transfer (ie only certain data categories), but it is not anonymised or pseudonymised 


			You minimise the amount of personal information you transfer, apply pseudonymisation techniques to the personal information prior to transfer and the importer does not have access to the additional information. 


			You only transfer minimal pseudonymised datasets and split them between multiple entities, so that there is a minimal risk that any one party could identify a person.



Note: You should also consider anonymisation techniques. If the personal information is effectively anonymised in the hands of a receiver so that it is no longer personal information, the UK GDPR transfer restrictions (and the UK GDPR generally) will not apply to that anonymised information.





			Organisational


			Reduces risk concerning (i) third party access to personal information outside of legal process in the destination country; and (ii) human rights breach for the person who the information is about in the destination country


			Both you and the importer offer regular staff training to raise awareness of data protection and security issues.






			The importer does extra internal checks within its organisation to make sure personal information is not being shared with third parties or public authorities, outside of the legal process in the destination country, and the organisation’s internal processes. The importer strictly enforces password protocols.


			The importer strictly limits access to personal information to certain individuals with role-based access profiles. Where third parties or those without access privileges require access to personal information , they must follow a strict protocol before any personal information is shared more widely. 



Importer has a strict policy where it receives requests or legal orders for third-party access to personal information.





			Contractual 





			Additional contractual clauses in transfer mechanism to reduce risk of (i) exporter or the person who the information is about from being unable to enforce contractual rights; and (ii) third party access to personal information outside of legal process in destination country


			Importer and/or exporter has an enhanced complaints process for people whose personal information has been subject to a data breach, including a compensation scheme. 


			If exporter has sufficient financial resources: contractual right for people to bring a claim against the exporter if the importer fails to comply with UK court order or arbitration award. 



The importer may only comply with a request by a third party or public authority (i) where the legitimate interests of the importer, the requesting party and any other third party override the interests or fundamental freedoms of the person who the information is about ; or (ii) if the request was made in the UK, the disclosure would be lawful and/or in the overriding public interest.


			If exporter has sufficient financial resources: contractual right for people to bring a claim against the exporter for any breach of the Article 46 transfer mechanism by importer. 



Or a contractual right for people to bring a claim against a UK organisation in the same group as the importer (with sufficient financial resources) for breach by the importer. 



Confirmation and commitment by importer to maintain: 



· Professional or regulatory status 



· ICO code of conduct 



· ICO certification 



· Reputable security certification



If the importer receives a request from a third party or public authority for access to personal information it must: 



· notify the exporter of the request, order or warrant and provide a copy of it; 



· ask the law enforcement agency or public authority to redirect its request to the exporter to control conduct of the disclosure; 



· if applicable, give the exporter the opportunity to withdraw or suspend the transfer; and 



· challenge the validity of the request, order or warrant and demand that the public authority aims to obtain such information via co-operation with government bodies in each jurisdiction (ie use an alternative established treaty or mechanism to allow government-government sharing of obtain information). 



· Importer must report monthly to the exporter if it receives no requests, orders or warrants relating to the exported personal information. 
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International Data Transfer Agreement


VERSION A1.0, in force 21 March 2022


[bookmark: _Toc79405427]This IDTA has been issued by the Information Commissioner for Parties making Restricted Transfers. The Information Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is entered into as a legally binding contract.


[bookmark: _Toc79405424]Part 1: Tables


Table 1: Parties and signatures


			Start date


			





			The Parties


			Exporter (who sends the Restricted Transfer)


			Importer (who receives the Restricted Transfer)





			Parties’ details


			[bookmark: Text2]Full legal name:      


Trading name (if different):      


Main address (if a company registered address):      


Official registration number (if any) (company number or similar identifier):      


			Full legal name:      


Trading name (if different):      


Main address (if a company registered address):      


Official registration number (if any) (company number or similar identifier):      





			Key Contact


			Full Name (optional):      


Job Title:      


Contact details including email:      


			Full Name (optional):      


Job Title:      


Contact details including email:      





			Importer Data Subject Contact


			


			Job Title:      


Contact details including email:      





			Signatures confirming each Party agrees to be bound by this IDTA


			Signed for and on behalf of the Exporter set out above


Signed:      


Date of signature:      


Full name:      


Job title:      


			Signed for and on behalf of the Importer set out above


Signed:      


Date of signature:      


Full name:      


Job title:      








Table 2: Transfer Details 


			UK country’s law that governs the IDTA:


			|_| England and Wales


|_| Northern Ireland


|_| Scotland





			Primary place for legal claims to be made by the Parties


			|_| England and Wales


|_| Northern Ireland


|_| Scotland





			The status of the Exporter


			In relation to the Processing of the Transferred Data:


|_| Exporter is a Controller


|_| Exporter is a Processor or Sub-Processor





			The status of the Importer


			[bookmark: _Hlk73487136]In relation to the Processing of the Transferred Data:


|_| Importer is a Controller


|_| Importer is the Exporter’s Processor or Sub-Processor


|_| Importer is not the Exporter’s Processor or Sub-Processor (and the Importer has been instructed by a Third Party Controller)





			Whether UK GDPR applies to the Importer


			|_| UK GDPR applies to the Importer’s Processing of the Transferred Data


|_| UK GDPR does not apply to the Importer’s Processing of the Transferred Data





			Linked Agreement





			If the Importer is the Exporter’s Processor or Sub-Processor – the agreement(s) between the Parties which sets out the Processor’s or Sub-Processor’s instructions for Processing the Transferred Data:


Name of agreement:      


Date of agreement:      


Parties to the agreement:      


Reference (if any):      


Other agreements – any agreement(s) between the Parties which set out additional obligations in relation to the Transferred Data, such as a data sharing agreement or service agreement: 


Name of agreement:      


Date of agreement:      


Parties to the agreement:      


Reference (if any):      


If the Exporter is a Processor or Sub-Processor – the agreement(s) between the Exporter and the Party(s) which sets out the Exporter’s instructions for Processing the Transferred Data: 


Name of agreement:      


Date of agreement:      


Parties to the agreement:      


Reference (if any):      





			Term


			The Importer may Process the Transferred Data for the following time period: 


|_| the period for which the Linked Agreement is in force


|_| time period:


|_| (only if the Importer is a Controller or not the Exporter’s Processor or Sub-Processor) no longer than is necessary for the Purpose.





			Ending the IDTA before the end of the Term


			|_| the Parties cannot end the IDTA before the end of the Term unless there is a breach of the IDTA or the Parties agree in writing.


|_| the Parties can end the IDTA before the end of the Term by serving: 


[bookmark: _Hlk78817327]      months’ written notice, as set out in Section 29 (How to end this IDTA without there being a breach).





			Ending the IDTA when the Approved IDTA changes


			Which Parties may end the IDTA as set out in Section ‎29.2:


|_| Importer


|_| Exporter


|_| neither Party





			Can the Importer make further transfers of the Transferred Data?


			|_| The Importer MAY transfer on the Transferred Data to another organisation or person (who is a different legal entity) in accordance with Section 16.1 (Transferring on the Transferred Data).


|_| The Importer MAY NOT transfer on the Transferred Data to another organisation or person (who is a different legal entity) in accordance with Section 16.1 (Transferring on the Transferred Data).





			Specific restrictions when the Importer may transfer on the Transferred Data


			The Importer MAY ONLY forward the Transferred Data in accordance with Section 16.1: 


|_| if the Exporter tells it in writing that it may do so.


|_| to:      


|_| to the authorised receivers (or the categories of authorised receivers) set out in: 


|_| there are no specific restrictions.





			Review Dates 


			|_| No review is needed as this is a one-off transfer and the Importer does not retain any Transferred Data


First review date:      


The Parties must review the Security Requirements at least once:


|_| each       month(s)


|_| each quarter


|_| each 6 months


|_| each year


|_| each       year(s)


|_| each time there is a change to the Transferred Data, Purposes, Importer Information, TRA or risk assessment





			


			








Table 3: Transferred Data


			Transferred Data





			The personal data to be sent to the Importer under this IDTA consists of:


|_| The categories of Transferred Data will update automatically if the information is updated in the Linked Agreement referred to. 


|_| The categories of Transferred Data will NOT update automatically if the information is updated in the Linked Agreement referred to. The Parties must agree a change under Section 5.3.





			Special Categories of Personal Data and criminal convictions and offences


			The Transferred Data includes data relating to:


|_| racial or ethnic origin


|_| political opinions


|_| religious or philosophical beliefs


|_| trade union membership


|_| genetic data


|_| biometric data for the purpose of uniquely identifying a natural person


|_| physical or mental health 


|_| sex life or sexual orientation


|_| criminal convictions and offences


|_| none of the above


|_| set out in:



And:


|_| The categories of special category and criminal records data will update automatically if the information is updated in the Linked Agreement referred to. 


|_| The categories of special category and criminal records data will NOT update automatically if the information is updated in the Linked Agreement referred to. The Parties must agree a change under Section 5.3.





			Relevant Data Subjects


			The Data Subjects of the Transferred Data are:


|_| The categories of Data Subjects will update automatically if the information is updated in the Linked Agreement referred to. 


|_| The categories of Data Subjects will not update automatically if the information is updated in the Linked Agreement referred to. The Parties must agree a change under Section 5.3.





			Purpose


			|_| The Importer may Process the Transferred Data for the following purposes:


|_| The Importer may Process the Transferred Data for the purposes set out in:


In both cases, any other purposes which are compatible with the purposes set out above.


|_| The purposes will update automatically if the information is updated in the Linked Agreement referred to. 


|_| The purposes will NOT update automatically if the information is updated in the Linked Agreement referred to. The Parties must agree a change under Section 5.3.








Table 4: Security Requirements


			Security of Transmission


			





			Security of Storage


			





			Security of Processing


			





			Organisational security measures


			





			Technical security minimum requirements


			





			Updates to the Security Requirements


			|_| The Security Requirements will update automatically if the information is updated in the Linked Agreement referred to. 


|_|	The Security Requirements will NOT update automatically if the information is updated in the Linked Agreement referred to. The Parties must agree a change under Section 5.3.








[bookmark: _Toc79405425]Part 2: Extra Protection Clauses


			Extra Protection Clauses:


			





			(i) Extra technical security protections


			





			(ii) Extra organisational protections


			





			(iii) Extra contractual protections


			








[bookmark: _Toc79405426]Part 3: Commercial Clauses


			Commercial Clauses


			








Part 4: Mandatory Clauses


Information that helps you to understand this IDTA


[bookmark: Section_1]This IDTA and Linked Agreements


[bookmark: _Toc79405429]Each Party agrees to be bound by the terms and conditions set out in the IDTA, in exchange for the other Party also agreeing to be bound by the IDTA.


[bookmark: _Toc79405430]This IDTA is made up of:


[bookmark: _Ref77587511]Part one: Tables;


Part two: Extra Protection Clauses; 


Part three: Commercial Clauses; and


Part four: Mandatory Clauses.


The IDTA starts on the Start Date and ends as set out in Sections 29 or 30.


[bookmark: _Toc79405432][bookmark: _9kR3WTr2AA45EPG6yimp7PCx36sgH4y8N]If the Importer is a Processor or Sub-Processor instructed by the Exporter: the Exporter must ensure that, on or before the Start Date and during the Term, there is a Linked Agreement which is enforceable between the Parties and which complies with Article 28 UK GDPR (and which they will ensure continues to comply with Article 28 UK GDPR). 


[bookmark: _Toc79405433]References to the Linked Agreement or to the Commercial Clauses are to that Linked Agreement or to those Commercial Clauses only in so far as they are consistent with the Mandatory Clauses.


[bookmark: Section_2][bookmark: _Ref77596149][bookmark: _Toc79405434]Legal Meaning of Words 


[bookmark: _Toc79405435]If a word starts with a capital letter it has the specific meaning set out in the Legal Glossary in Section 36.


[bookmark: _Toc79405436]To make it easier to read and understand, this IDTA contains headings and guidance notes. Those are not part of the binding contract which forms the IDTA.


[bookmark: Section_3][bookmark: _Ref76414657][bookmark: _Toc79405437][bookmark: _Ref70642920]You have provided all the information required


[bookmark: _Toc79405438]The Parties must ensure that the information contained in Part one: Tables is correct and complete at the Start Date and during the Term. 


[bookmark: _Toc79405439]In Table 2: Transfer Details, if the selection that the Parties are Controllers, Processors or Sub-Processors is wrong (either as a matter of fact or as a result of applying the UK Data Protection Laws) then:


the terms and conditions of the Approved IDTA which apply to the correct option which was not selected will apply; and


the Parties and any Relevant Data Subjects are entitled to enforce the terms and conditions of the Approved IDTA which apply to that correct option.


[bookmark: _Toc79405440]In Table 2: Transfer Details, if the selection that the UK GDPR applies is wrong (either as a matter of fact or as a result of applying the UK Data Protection Laws), then the terms and conditions of the IDTA will still apply to the greatest extent possible.


[bookmark: Section_4][bookmark: _Toc79405441]How to sign the IDTA


[bookmark: _Toc79405442]The Parties may choose to each sign (or execute):


the same copy of this IDTA; 


two copies of the IDTA. In that case, each identical copy is still an original of this IDTA, and together all those copies form one agreement; 


a separate, identical copy of the IDTA. In that case, each identical copy is still an original of this IDTA, and together all those copies form one agreement,


unless signing (or executing) in this way would mean that the IDTA would not be binding on the Parties under Local Laws.


[bookmark: Section_5][bookmark: _Ref77138474][bookmark: _Toc79405443]Changing this IDTA


[bookmark: _Toc79405444]Each Party must not change the Mandatory Clauses as set out in the Approved IDTA, except only:


to ensure correct cross-referencing: cross-references to Part one: Tables (or any Table), Part two: Extra Protections, and/or Part three: Commercial Clauses can be changed where the Parties have set out the information in a different format, so that the cross-reference is to the correct location of the same information, or where clauses have been removed as they do not apply, as set out below;


to remove those Sections which are expressly stated not to apply to the selections made by the Parties in Table 2: Transfer Details, that the Parties are Controllers, Processors or Sub-Processors and/or that the Importer is subject to, or not subject to, the UK GDPR. The Exporter and Importer understand and acknowledge that any removed Sections may still apply and form a part of this IDTA if they have been removed incorrectly, including because the wrong selection is made in Table 2: Transfer Details;


so the IDTA operates as a multi-party agreement if there are more than two Parties to the IDTA. This may include nominating a lead Party or lead Parties which can make decisions on behalf of some or all of the other Parties which relate to this IDTA (including reviewing Table 4: Security Requirements and Part two: Extra Protection Clauses, and making updates to Part one: Tables (or any Table), Part two: Extra Protection Clauses, and/or Part three: Commercial Clauses); and/or


to update the IDTA to set out in writing any changes made to the Approved IDTA under Section 5.4, if the Parties want to. The changes will apply automatically without updating them as described in Section 5.4;


provided that the changes do not reduce the Appropriate Safeguards.


[bookmark: _Ref75671126][bookmark: _Toc79405445]If the Parties wish to change the format of the information included in Part one: Tables, Part two: Extra Protection Clauses or Part three: Commercial Clauses of the Approved IDTA, they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.


[bookmark: _Ref92477298][bookmark: _Ref89699068]If the Parties wish to change the information included in Part one: Tables, Part two: Extra Protection Clauses or Part three: Commercial Clauses of this IDTA (or the equivalent information), they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.


[bookmark: _Ref92478018]From time to time, the ICO may publish a revised Approved IDTA which: 


makes reasonable and proportionate changes to the Approved IDTA, including correcting errors in the Approved IDTA; and/or


reflects changes to UK Data Protection Laws.


[bookmark: _Ref89703302]The revised Approved IDTA will specify the start date from which the changes to the Approved IDTA are effective and whether an additional Review Date is required as a result of the changes. This IDTA is automatically amended as set out in the revised Approved IDTA from the start date specified. 


[bookmark: Section_6][bookmark: _Ref71912501][bookmark: _Toc79405446]Understanding this IDTA


[bookmark: _Toc79405447][bookmark: _Hlk71144875]This IDTA must always be interpreted in a manner that is consistent with UK Data Protection Laws and so that it fulfils the Parties’ obligation to provide the Appropriate Safeguards. 


[bookmark: _Toc79405448]If there is any inconsistency or conflict between UK Data Protection Laws and this IDTA, the UK Data Protection Laws apply.


[bookmark: _Toc79405449]If the meaning of the IDTA is unclear or there is more than one meaning, the meaning which most closely aligns with the UK Data Protection Laws applies. 


[bookmark: _Toc79405450]Nothing in the IDTA (including the Commercial Clauses or the Linked Agreement) limits or excludes either Party’s liability to Relevant Data Subjects or to the ICO under this IDTA or under UK Data Protection Laws.


[bookmark: _Toc79405451]If any wording in Parts one, two or three contradicts the Mandatory Clauses, and/or seeks to limit or exclude any liability to Relevant Data Subjects or to the ICO, then that wording will not apply.


[bookmark: _Ref77587516]The Parties may include provisions in the Linked Agreement which provide the Parties with enhanced rights otherwise covered by this IDTA. These enhanced rights may be subject to commercial terms, including payment, under the Linked Agreement, but this will not affect the rights granted under this IDTA. 


[bookmark: _Toc79405452]If there is any inconsistency or conflict between this IDTA and a Linked Agreement or any other agreement, this IDTA overrides that Linked Agreement or any other agreements, even if those agreements have been negotiated by the Parties. The exceptions to this are where (and in so far as):


the inconsistent or conflicting terms of the Linked Agreement or other agreement provide greater protection for the Relevant Data Subject’s rights, in which case those terms will override the IDTA; and


a Party acts as Processor and the inconsistent or conflicting terms of the Linked Agreement are obligations on that Party expressly required by Article 28 UK GDPR, in which case those terms will override the inconsistent or conflicting terms of the IDTA in relation to Processing by that Party as Processor.


[bookmark: _Toc79405453]The words “include”, “includes”, “including”, “in particular” are used to set out examples and not to set out a finite list.


[bookmark: _Toc79405454]References to:


singular or plural words or people, also includes the plural or singular of those words or people; 


legislation (or specific provisions of legislation) means that legislation (or specific provision) as it may change over time. This includes where that legislation (or specific provision) has been consolidated, re-enacted and/or replaced after this IDTA has been signed; and 


[bookmark: _Ref314043014]any obligation not to do something, includes an obligation not to allow or cause that thing to be done by anyone else. 


[bookmark: Section_7][bookmark: _Ref77596221][bookmark: _Toc79405455]Which laws apply to this IDTA


[bookmark: _Toc79405456]This IDTA is governed by the laws of the UK country set out in Table 2: Transfer Details. If no selection has been made, it is the laws of England and Wales. This does not apply to Section 35 which is always governed by the laws of England and Wales. 


[bookmark: _Ref73395603][bookmark: _Ref73509944]How this IDTA provides Appropriate Safeguards


[bookmark: Section_8][bookmark: _Toc79405457][bookmark: _Ref76506360]The Appropriate Safeguards 


[bookmark: _Toc79405458][bookmark: _Ref73393180]The purpose of this IDTA is to ensure that the Transferred Data has Appropriate Safeguards when Processed by the Importer during the Term. This standard is met when and for so long as:


both Parties comply with the IDTA, including the Security Requirements and any Extra Protection Clauses; and 


the Security Requirements and any Extra Protection Clauses provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach, including considering any Special Category Data within the Transferred Data. 


[bookmark: _Toc79405459]The Exporter must: 


ensure and demonstrate that this IDTA (including any Security Requirements and Extra Protection Clauses) provides Appropriate Safeguards; and


(if the Importer reasonably requests) provide it with a copy of any TRA.


[bookmark: _Toc79405460][bookmark: _Ref71838603][bookmark: _Ref71494812]The Importer must: 


[bookmark: _Ref89216844][bookmark: _Ref77697079]before receiving any Transferred Data, provide the Exporter with all relevant information regarding Local Laws and practices and the protections and risks which apply to the Transferred Data when it is Processed by the Importer, including any information which may reasonably be required for the Exporter to carry out any TRA (the “Importer Information”);


[bookmark: _Ref77674137]co-operate with the Exporter to ensure compliance with the Exporter’s obligations under the UK Data Protection Laws; 


review whether any Importer Information has changed, and whether any Local Laws contradict its obligations in this IDTA and take reasonable steps to verify this, on a regular basis. These reviews must be at least as frequent as the Review Dates; and


inform the Exporter as soon as it becomes aware of any Importer Information changing, and/or any Local Laws which may prevent or limit the Importer complying with its obligations in this IDTA. This information then forms part of the Importer Information.


The Importer must ensure that at the Start Date and during the Term:


the Importer Information is accurate; 


it has taken reasonable steps to verify whether there are any Local Laws which contradict its obligations in this IDTA or any additional information regarding Local Laws which may be relevant to this IDTA.


[bookmark: _Toc79405461]Each Party must ensure that the Security Requirements and Extra Protection Clauses provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.


[bookmark: Section_9][bookmark: _Ref76414795][bookmark: _Toc79405462]Reviews to ensure the Appropriate Safeguards continue


[bookmark: _Ref70733657][bookmark: _Ref71154021][bookmark: _Ref71912768][bookmark: _Toc79405463]Each Party must: 


review this IDTA (including the Security Requirements and Extra Protection Clauses and the Importer Information) at regular intervals, to ensure that the IDTA remains accurate and up to date and continues to provide the Appropriate Safeguards. Each Party will carry out these reviews as frequently as the relevant Review Dates or sooner; and


inform the other party in writing as soon as it becomes aware if any information contained in either this IDTA, any TRA or Importer Information is no longer accurate and up to date.


[bookmark: _Ref73503791][bookmark: _Toc79405464]If, at any time, the IDTA no longer provides Appropriate Safeguards the Parties must Without Undue Delay: 


pause transfers and Processing of Transferred Data whilst a change to the Tables is agreed. The Importer may retain a copy of the Transferred Data during this pause, in which case the Importer must carry out any Processing required to maintain, so far as possible, the measures it was taking to achieve the Appropriate Safeguards prior to the time the IDTA no longer provided Appropriate Safeguards, but no other Processing; 


agree a change to Part one: Tables or Part two: Extra Protection Clauses which will maintain the Appropriate Safeguards (in accordance with Section 5); and


where a change to Part one: Tables or Part two: Extra Protection Clauses which maintains the Appropriate Safeguards cannot be agreed, the Exporter must end this IDTA by written notice on the Importer.


[bookmark: Section_10]The ICO


[bookmark: _Ref73503682][bookmark: _Toc79405466][bookmark: _Ref73503245]Each Party agrees to comply with any reasonable requests made by the ICO in relation to this IDTA or its Processing of the Transferred Data.


[bookmark: _Toc79405467]The Exporter will provide a copy of any TRA, the Importer Information and this IDTA to the ICO, if the ICO requests.


[bookmark: _Toc79405468]The Importer will provide a copy of any Importer Information and this IDTA to the ICO, if the ICO requests.


The Exporter 


[bookmark: Section_11]Exporter’s obligations


[bookmark: _Toc79405470][bookmark: _Ref77596401][bookmark: _Ref70725023][bookmark: _Ref77317945]The Exporter agrees that UK Data Protection Laws apply to its Processing of the Transferred Data, including transferring it to the Importer.


[bookmark: _Ref71148417]The Exporter must:


comply with the UK Data Protection Laws in transferring the Transferred Data to the Importer;


comply with the Linked Agreement as it relates to its transferring the Transferred Data to the Importer; and 


carry out reasonable checks on the Importer’s ability to comply with this IDTA, and take appropriate action including under Section 9.2, Section 29 or Section 30, if at any time it no longer considers that the Importer is able to comply with this IDTA or to provide Appropriate Safeguards.


[bookmark: _Toc79405471]The Exporter must comply with all its obligations in the IDTA, including any in the Security Requirements, and any Extra Protection Clauses and any Commercial Clauses.


[bookmark: _Ref71912596][bookmark: _Ref77596482][bookmark: _Toc79405472][bookmark: _Ref71515290]The Exporter must co-operate with reasonable requests of the Importer to pass on notices or other information to and from Relevant Data Subjects or any Third Party Controller where it is not reasonably practical for the Importer to do so. The Exporter may pass these on via a third party if it is reasonable to do so. 


[bookmark: _Toc79405473]The Exporter must co-operate with and provide reasonable assistance to the Importer, so that the Importer is able to comply with its obligations to the Relevant Data Subjects under Local Law and this IDTA.


[bookmark: _Ref73503819]The Importer


[bookmark: Section_12]General Importer obligations


[bookmark: _Ref73506248][bookmark: _Ref73507610][bookmark: _Toc79405475]The Importer must: 


only Process the Transferred Data for the Purpose;


[bookmark: _Ref77596530][bookmark: _Ref71495862]comply with all its obligations in the IDTA, including in the Security Requirements, any Extra Protection Clauses and any Commercial Clauses;


[bookmark: _Ref77596560]comply with all its obligations in the Linked Agreement which relate to its Processing of the Transferred Data;


[bookmark: _Ref77597260]keep a written record of its Processing of the Transferred Data, which demonstrate its compliance with this IDTA, and provide this written record if asked to do so by the Exporter;


[bookmark: _Ref77597273]if the Linked Agreement includes rights for the Exporter to obtain information or carry out an audit, provide the Exporter with the same rights in relation to this IDTA; and


[bookmark: _Ref77318003]if the ICO requests, provide the ICO with the information it would be required on request to provide to the Exporter under this Section 12.1 (including the written record of its Processing, and the results of audits and inspections).


[bookmark: _Toc79405476]The Importer must co-operate with and provide reasonable assistance to the Exporter and any Third Party Controller, so that the Exporter and any Third Party Controller are able to comply with their obligations under UK Data Protection Laws and this IDTA. 


[bookmark: Section_13]Importer’s obligations if it is subject to the UK Data Protection Laws


[bookmark: _Ref76468174][bookmark: _Toc79405478]If the Importer’s Processing of the Transferred Data is subject to UK Data Protection Laws, it agrees that:


UK Data Protection Laws apply to its Processing of the Transferred Data, and the ICO has jurisdiction over it in that respect; and


it has and will comply with the UK Data Protection Laws in relation to the Processing of the Transferred Data.


If Section 13.1 applies and the Importer complies with Section 13.1, it does not need to comply with:


· [bookmark: _Toc79405480]Section 14 (Importer’s obligations to comply with key data protection principles);


· [bookmark: _Toc79405481]Section 15 (What happens if there is an Importer Personal Data Breach);


· [bookmark: _Toc79405482]Section 15 (How Relevant Data Subjects can exercise their data subject rights); and


· [bookmark: _Toc79405483]Section 21 (How Relevant Data Subjects can exercise their data subject rights – if the Importer is the Exporter’s Processor or Sub-Processor).


[bookmark: Section_14]Importer’s obligations to comply with key data protection principles


[bookmark: _Toc79405485][bookmark: _Ref71147662][bookmark: _Ref73375872]The Importer does not need to comply with this Section 14 if it is the Exporter’s Processor or Sub-Processor.  


[bookmark: _Toc79405486]The Importer must: 


ensure that the Transferred Data it Processes is adequate, relevant and limited to what is necessary for the Purpose; 


ensure that the Transferred Data it Processes is accurate and (where necessary) kept up to date, and (where appropriate considering the Purposes) correct or delete any inaccurate Transferred Data it becomes aware of Without Undue Delay; and


ensure that it Processes the Transferred Data for no longer than is reasonably necessary for the Purpose. 


[bookmark: Section_15]What happens if there is an Importer Personal Data Breach


[bookmark: _Toc79405488]If there is an Importer Personal Data Breach, the Importer must:


take reasonable steps to fix it, including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again. If the Importer is the Exporter’s Processor or Sub-Processor: these steps must comply with the Exporter’s instructions and the Linked Agreement and be in co-operation with the Exporter and any Third Party Controller; and


ensure that the Security Requirements continue to provide (or are changed in accordance with this IDTA so they do provide) a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.


[bookmark: _Toc79405490]If the Importer is a Processor or Sub-Processor: if there is an Importer Personal Data Breach, the Importer must: 


notify the Exporter Without Undue Delay after becoming aware of the breach, providing the following information:


a description of the nature of the Importer Personal Data Breach;


(if and when possible) the categories and approximate number of Data Subjects and Transferred Data records concerned;


likely consequences of the Importer Personal Data Breach;


steps taken (or proposed to be taken) to fix the Importer Personal Data Breach (including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again) and to ensure that Appropriate Safeguards are in place; 


contact point for more information; and


any other information reasonably requested by the Exporter,


if it is not possible for the Importer to provide all the above information at the same time, it may do so in phases, Without Undue Delay; and


assist the Exporter (and any Third Party Controller) so the Exporter (or any Third Party Controller) can inform Relevant Data Subjects or the ICO or any other relevant regulator or authority about the Importer Personal Data Breach Without Undue Delay.


If the Importer is a Controller: if the Importer Personal Data Breach is likely to result in a risk to the rights or freedoms of any Relevant Data Subject the Importer must notify the Exporter Without Undue Delay after becoming aware of the breach, providing the following information:


a description of the nature of the Importer Personal Data Breach;


(if and when possible) the categories and approximate number of Data Subjects and Transferred Data records concerned;


likely consequences of the Importer Personal Data Breach;


steps taken (or proposed to be taken) to fix the Importer Personal Data Breach (including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again) and to ensure that Appropriate Safeguards are in place; 


contact point for more information; and


any other information reasonably requested by the Exporter.


If it is not possible for the Importer to provide all the above information at the same time, it may do so in phases, Without Undue Delay. 


[bookmark: _Toc79405491]If the Importer is a Controller: if the Importer Personal Data Breach is likely to result in a high risk to the rights or freedoms of any Relevant Data Subject, the Importer must inform those Relevant Data Subjects Without Undue Delay, except in so far as it requires disproportionate effort, and provided the Importer ensures that there is a public communication or similar measures whereby Relevant Data Subjects are informed in an equally effective manner.


[bookmark: _Toc79405492]The Importer must keep a written record of all relevant facts relating to the Importer Personal Data Breach, which it will provide to the Exporter and the ICO on request. 


[bookmark: _Toc79405493]This record must include the steps it takes to fix the Importer Personal Data Breach (including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again) and to ensure that Security Requirements continue to provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.


[bookmark: Section_16]Transferring on the Transferred Data


[bookmark: _Ref73509865][bookmark: _Ref76462681][bookmark: _Toc79405495][bookmark: _Ref71148876]The Importer may only transfer on the Transferred Data to a third party if it is permitted to do so in Table 2: Transfer Details Table, the transfer is for the Purpose, the transfer does not breach the Linked Agreement, and one or more of the following apply:


the third party has entered into a written contract with the Importer containing the same level of protection for Data Subjects as contained in this IDTA (based on the role of the recipient as controller or processor), and the Importer has conducted a risk assessment to ensure that the Appropriate Safeguards will be protected by that contract; or


the third party has been added to this IDTA as a Party; or 


[bookmark: _9kR3WTr2AA45FQG6yimp9PAx36sgH4y8N]if the Importer was in the UK, transferring on the Transferred Data would comply with Article 46 UK GDPR; or


if the Importer was in the UK transferring on the Transferred Data would comply with one of the exceptions in Article 49 UK GDPR; or


the transfer is to the UK or an Adequate Country.


[bookmark: _Toc79405496]The Importer does not need to comply with Section 16.1 if it is transferring on Transferred Data and/or allowing access to the Transferred Data in accordance with Section 23 (Access Requests and Direct Access).


[bookmark: Section_17]Importer’s responsibility if it authorises others to perform its obligations 


[bookmark: _Ref77145736][bookmark: _Toc79405498]The Importer may sub-contract its obligations in this IDTA to a Processor or Sub-Processor (provided it complies with Section 16). 


If the Importer is the Exporter’s Processor or Sub-Processor: it must also comply with the Linked Agreement or be with the written consent of the Exporter. 


[bookmark: _Toc79405499]The Importer must ensure that any person or third party acting under its authority, including a Processor or Sub-Processor, must only Process the Transferred Data on its instructions. 


[bookmark: _Toc79405500]The Importer remains fully liable to the Exporter, the ICO and Relevant Data Subjects for its obligations under this IDTA where it has sub-contracted any obligations to its Processors and Sub-Processors, or authorised an employee or other person to perform them (and references to the Importer in this context will include references to its Processors, Sub-Processors or authorised persons).


What rights do individuals have?


[bookmark: Section_18]The right to a copy of the IDTA


[bookmark: _Toc79405502][bookmark: _Ref70633760][bookmark: _Ref70742074]If a Party receives a request from a Relevant Data Subject for a copy of this IDTA:


it will provide the IDTA to the Relevant Data Subject and inform the other Party, as soon as reasonably possible;


it does not need to provide copies of the Linked Agreement, but it must provide all the information from those Linked Agreements referenced in the Tables; 


[bookmark: _Ref70633491]it may redact information in the Tables or the information provided from the Linked Agreement if it is reasonably necessary to protect business secrets or confidential information, so long as it provides the Relevant Data Subject with a summary of those redactions so that the Relevant Data Subject can understand the content of the Tables or the information provided from the Linked Agreement.


[bookmark: Section_19]The right to Information about the Importer and its Processing


[bookmark: _Toc79405504][bookmark: _Ref71901146]The Importer does not need to comply with this Section 19 if it is the Exporter’s Processor or Sub-Processor.


[bookmark: _Ref73506323]The Importer must ensure that each Relevant Data Subject is provided with details of: 


the Importer (including contact details and the Importer Data Subject Contact);


· the Purposes; and


· any recipients (or categories of recipients) of the Transferred Data;


The Importer can demonstrate it has complied with this Section 19.2 if the information is given (or has already been given) to the Relevant Data Subjects by the Exporter or another party.


The Importer does not need to comply with this Section 19.2 in so far as to do so would be impossible or involve a disproportionate effort, in which case, the Importer must make the information publicly available.


[bookmark: _Toc79405505]The Importer must keep the details of the Importer Data Subject Contact up to date and publicly available. This includes notifying the Exporter in writing of any such changes.


[bookmark: _Toc79405506]The Importer must make sure those contact details are always easy to access for all Relevant Data Subjects and be able to easily communicate with Data Subjects in the English language Without Undue Delay. 


[bookmark: Section_20]How Relevant Data Subjects can exercise their data subject rights


[bookmark: _Toc79405508][bookmark: _Ref71506220]The Importer does not need to comply with this Section 20 if it is the Exporter’s Processor or Sub-Processor.


[bookmark: _Toc79405509]If an individual requests, the Importer must confirm whether it is Processing their Personal Data as part of the Transferred Data.


[bookmark: _Toc79405510]The following Sections of this Section 20, relate to a Relevant Data Subject’s Personal Data which forms part of the Transferred Data the Importer is Processing. 


[bookmark: _Toc79405511][bookmark: _Ref71506226]If the Relevant Data Subject requests, the Importer must provide them with a copy of their Transferred Data:


Without Undue Delay (and in any event within one month);


at no greater cost to the Relevant Data Subject than it would be able to charge if it were subject to the UK Data Protection Laws; 


in clear and plain English that is easy to understand; and


in an easily accessible form 


together with 


(if needed) a clear and plain English explanation of the Transferred Data so that it is understandable to the Relevant Data Subject; and


information that the Relevant Data Subject has the right to bring a claim for compensation under this IDTA.


[bookmark: _Toc79405512]If a Relevant Data Subject requests, the Importer must:


rectify inaccurate or incomplete Transferred Data;


erase Transferred Data if it is being Processed in breach of this IDTA; 


cease using it for direct marketing purposes; and


[bookmark: _Hlk89227015]comply with any other reasonable request of the Relevant Data Subject, which the Importer would be required to comply with if it were subject to the UK Data Protection Laws. 


[bookmark: _Ref76411982][bookmark: _Toc79405513]The Importer must not use the Transferred Data to make decisions about the Relevant Data Subject based solely on automated processing, including profiling (the “Decision-Making”), which produce legal effects concerning the Relevant Data Subject or similarly significantly affects them, except if it is permitted by Local Law and:


the Relevant Data Subject has given their explicit consent to such Decision-Making; or 


Local Law has safeguards which provide sufficiently similar protection for the Relevant Data Subjects in relation to such Decision-Making, as to the relevant protection the Relevant Data Subject would have if such Decision-Making was in the UK; or


the Extra Protection Clauses provide safeguards for the Decision-Making which provide sufficiently similar protection for the Relevant Data Subjects in relation to such Decision-Making, as to the relevant protection the Relevant Data Subject would have if such Decision-Making was in the UK. 


[bookmark: Section_21][bookmark: _Ref71912859][bookmark: _Toc79405515]How Relevant Data Subjects can exercise their data subject rights– if the Importer is the Exporter’s Processor or Sub-Processor


[bookmark: _Ref70746087]Where the Importer is the Exporter’s Processor or Sub-Processor: If the Importer receives a request directly from an individual which relates to the Transferred Data it must pass that request on to the Exporter Without Undue Delay. The Importer must only respond to that individual as authorised by the Exporter or any Third Party Controller.


[bookmark: Section_22]Rights of Relevant Data Subjects are subject to the exemptions in the UK Data Protection Laws


[bookmark: _Toc79405517]The Importer is not required to respond to requests or provide information or notifications under Sections 18, 19, 20, 21 and 23 if:


it is unable to reasonably verify the identity of an individual making the request; or


[bookmark: _Ref76978936]the requests are manifestly unfounded or excessive, including where requests are repetitive. In that case the Importer may refuse the request or may charge the Relevant Data Subject a reasonable fee; or


a relevant exemption would be available under UK Data Protection Laws, were the Importer subject to the UK Data Protection Laws.


[bookmark: _Toc79405518]If the Importer refuses an individual’s request or charges a fee under Section 22.1.2 it will set out in writing the reasons for its refusal or charge, and inform the Relevant Data Subject that they are entitled to bring a claim for compensation under this IDTA in the case of any breach of this IDTA. 


[bookmark: _Ref73390728]How to give third parties access to Transferred Data under Local Laws


[bookmark: Section_23][bookmark: _Ref77674408][bookmark: _Toc79405520][bookmark: _Ref76401619][bookmark: _Ref76414977]Access requests and direct access


In this Section ‎23 an “Access Request” is a legally binding request (except for requests only binding by contract law) to access any Transferred Data and “Direct Access” means direct access to any Transferred Data by public authorities of which the Importer is aware.


[bookmark: _Toc79405521]The Importer may disclose any requested Transferred Data in so far as it receives an Access Request, unless in the circumstances it is reasonable for it to challenge that Access Request on the basis there are significant grounds to believe that it is unlawful.


[bookmark: _Toc79405522]In so far as Local Laws allow and it is reasonable to do so, the Importer will Without Undue Delay provide the following with relevant information about any Access Request or Direct Access: the Exporter; any Third Party Controller; and where the Importer is a Controller, any Relevant Data Subjects. 


[bookmark: _Toc79405523]In so far as Local Laws allow, the Importer must: 


make and keep a written record of Access Requests and Direct Access, including (if known): the dates, the identity of the requestor/accessor, the purpose of the Access Request or Direct Access, the type of data requested or accessed, whether it was challenged or appealed, and the outcome; and the Transferred Data which was provided or accessed; and


provide a copy of this written record to the Exporter on each Review Date and any time the Exporter or the ICO reasonably requests.


[bookmark: Section_24]Giving notice


[bookmark: _Ref70704223][bookmark: _Ref70705576][bookmark: _Toc79405525][bookmark: _Ref70705684][bookmark: _Ref70706136][bookmark: _Ref70705776]If a Party is required to notify any other Party in this IDTA it will be marked for the attention of the relevant Key Contact and sent by e-mail to the e-mail address given for the Key Contact. 


[bookmark: _Toc79405526]If the notice is sent in accordance with Section 24.1, it will be deemed to have been delivered at the time the e-mail was sent, or if that time is outside of the receiving Party’s normal business hours, the receiving Party’s next normal business day, and provided no notice of non-delivery or bounceback is received.


[bookmark: _Toc79405527]The Parties agree that any Party can update their Key Contact details by giving 14 days’ (or more) notice in writing to the other Party.


[bookmark: Section_25][bookmark: _Toc79405529]General clauses


In relation to the transfer of the Transferred Data to the Importer and the Importer’s Processing of the Transferred Data, this IDTA and any Linked Agreement:


contain all the terms and conditions agreed by the Parties; and 


override all previous contacts and arrangements, whether oral or in writing. 


[bookmark: _Toc79405530]If one Party made any oral or written statements to the other before entering into this IDTA (which are not written in this IDTA) the other Party confirms that it has not relied on those statements and that it will not have a legal remedy if those statements are untrue or incorrect, unless the statement was made fraudulently. 


[bookmark: _Toc79405531]Neither Party may novate, assign or obtain a legal charge over this IDTA (in whole or in part) without the written consent of the other Party, which may be set out in the Linked Agreement. 


[bookmark: _Toc79405532]Except as set out in Section 17.1, neither Party may sub contract its obligations under this IDTA without the written consent of the other Party, which may be set out in the Linked Agreement. 


[bookmark: _Toc79405533]This IDTA does not make the Parties a partnership, nor appoint one Party to act as the agent of the other Party.


[bookmark: _Toc79405534]If any Section (or part of a Section) of this IDTA is or becomes illegal, invalid or unenforceable, that will not affect the legality, validity and enforceability of any other Section (or the rest of that Section) of this IDTA.


[bookmark: _Toc79405535]If a Party does not enforce, or delays enforcing, its rights or remedies under or in relation to this IDTA, this will not be a waiver of those rights or remedies. In addition, it will not restrict that Party’s ability to enforce those or any other right or remedy in future.


[bookmark: _Toc79405536]If a Party chooses to waive enforcing a right or remedy under or in relation to this IDTA, then this waiver will only be effective if it is made in writing. Where a Party provides such a written waiver:


it only applies in so far as it explicitly waives specific rights or remedies;


it shall not prevent that Party from exercising those rights or remedies in the future (unless it has explicitly waived its ability to do so); and


it will not prevent that Party from enforcing any other right or remedy in future.


[bookmark: _Ref73484287]What happens if there is a breach of this IDTA?


[bookmark: Section_26]Breaches of this IDTA 


[bookmark: _Toc79405538][bookmark: _Ref73503353]Each Party must notify the other Party in writing (and with all relevant details) if it:


has breached this IDTA; or 


it should reasonably anticipate that it may breach this IDTA, and provide any information about this which the other Party reasonably requests.


[bookmark: _Ref76467563][bookmark: _Toc79405539][bookmark: _Ref73503360]In this IDTA “Significant Harmful Impact” means that there is more than a minimal risk of a breach of the IDTA causing (directly or indirectly) significant damage to any Relevant Data Subject or the other Party.


[bookmark: Section_27][bookmark: _Toc79405541]Breaches of this IDTA by the Importer


If the Importer has breached this IDTA, and this has a Significant Harmful Impact, the Importer must take steps Without Undue Delay to end the Significant Harmful Impact, and if that is not possible to reduce the Significant Harmful Impact as much as possible. 


[bookmark: _Toc79405542]Until there is no ongoing Significant Harmful Impact on Relevant Data Subjects:


the Exporter must suspend sending Transferred Data to the Importer;


If the Importer is the Exporter’s Processor or Sub-Processor: if the Exporter requests, the importer must securely delete all Transferred Data or securely return it to the Exporter (or a third party named by the Exporter); and


if the Importer has transferred on the Transferred Data to a third party receiver under Section 16, and the breach has a Significant Harmful Impact on Relevant Data Subject when it is Processed by or on behalf of that third party receiver, the Importer must:


notify the third party receiver of the breach and suspend sending it Transferred Data; and 


if the third party receiver is the Importer’s Processor or Sub-Processor: make the third party receiver securely delete all Transferred Data being Processed by it or on its behalf, or securely return it to the Importer (or a third party named by the Importer). 


[bookmark: _Toc79405543]If the breach cannot be corrected Without Undue Delay, so there is no ongoing Significant Harmful Impact on Relevant Data Subjects, the Exporter must end this IDTA under Section 30.1.


[bookmark: Section_28][bookmark: _Toc79405545]Breaches of this IDTA by the Exporter


If the Exporter has breached this IDTA, and this has a Significant Harmful Impact, the Exporter must take steps Without Undue Delay to end the Significant Harmful Impact and if that is not possible to reduce the Significant Harmful Impact as much as possible. 


[bookmark: _Toc79405546]Until there is no ongoing risk of a Significant Harmful Impact on Relevant Data Subjects, the Exporter must suspend sending Transferred Data to the Importer.


[bookmark: _Toc79405547]If the breach cannot be corrected Without Undue Delay, so there is no ongoing Significant Harmful Impact on Relevant Data Subjects, the Importer must end this IDTA under Section 30.1.


Ending the IDTA


[bookmark: Section_29]How to end this IDTA without there being a breach


[bookmark: _Ref77147052][bookmark: _Toc79405549][bookmark: _Ref73509913]The IDTA will end:


at the end of the Term stated in Table 2: Transfer Details; or


[bookmark: _Ref76397489]if in Table 2: Transfer Details, the Parties can end this IDTA by providing written notice to the other: at the end of the notice period stated; 


at any time that the Parties agree in writing that it will end; or


at the time set out in Section ‎29.2.


[bookmark: Section_29_2][bookmark: _Ref93332274]If the ICO issues a revised Approved IDTA under Section ‎5.4, if any Party selected in Table 2 “Ending the IDTA when the Approved IDTA changes”, will as a direct result of the changes in the Approved IDTA have a substantial, disproportionate and demonstrable increase in: 


its direct costs of performing its obligations under the IDTA; and/or 


its risk under the IDTA,


and in either case it has first taken reasonable steps to reduce that cost or risk so that it is not substantial and disproportionate, that Party may end the IDTA at the end of a reasonable notice period, by providing written notice for that period to the other Party before the start date of the revised Approved IDTA.


[bookmark: Section_30]How to end this IDTA if there is a breach


[bookmark: _Ref71909042][bookmark: _Toc79405552]A Party may end this IDTA immediately by giving the other Party written notice if:


the other Party has breached this IDTA and this has a Significant Harmful Impact. This includes repeated minor breaches which taken together have a Significant Harmful Impact, and


the breach can be corrected so there is no Significant Harmful Impact, and the other Party has failed to do so Without Undue Delay (which cannot be more than 14 days of being required to do so in writing); or


the breach and its Significant Harmful Impact cannot be corrected;


[bookmark: _Ref71511707]the Importer can no longer comply with Section 8.3, as there are Local Laws which mean it cannot comply with this IDTA and this has a Significant Harmful Impact.


[bookmark: Section_31]What must the Parties do when the IDTA ends?


[bookmark: _Hlk89227792][bookmark: _Ref89205946][bookmark: _Ref71511776][bookmark: _Ref73503922][bookmark: _Hlk89227829]If the parties wish to bring this IDTA to an end or this IDTA ends in accordance with any provision in this IDTA, but the Importer must comply with a Local Law which requires it to continue to keep any Transferred Data then this IDTA will remain in force in respect of any retained Transferred Data for as long as the retained Transferred Data is retained, and the Importer must:


[bookmark: _Hlk89227839]notify the Exporter Without Undue Delay, including details of the relevant Local Law and the required retention period; 


retain only the minimum amount of Transferred Data it needs to comply with that Local Law, and the Parties must ensure they maintain the Appropriate Safeguards, and change the Tables and Extra Protection Clauses, together with any TRA to reflect this; and 


[bookmark: _Hlk89227859]stop Processing the Transferred Data as soon as permitted by that Local Law and the IDTA will then end and the rest of this Section 29 will apply.


[bookmark: _Toc79405554]When this IDTA ends (no matter what the reason is):


the Exporter must stop sending Transferred Data to the Importer;  and


if the Importer is the Exporter’s Processor or Sub-Processor: the Importer must delete all Transferred Data or securely return it to the Exporter (or a third party named by the Exporter), as instructed by the Exporter; 


if the Importer is a Controller and/or not the Exporter’s Processor or Sub-Processor: the Importer must securely delete all Transferred Data. 


the following provisions will continue in force after this IDTA ends (no matter what the reason is): 


Section 1 (This IDTA and Linked Agreements);


Section 2 (Legal Meaning of Words);


Section 6 (Understanding this IDTA);


Section 7 (Which laws apply to this IDTA);


Section 10 (The ICO);


Sections 11.1 and 11.4 (Exporter’s obligations);


Sections 12.1.2, 12.1.3, 12.1.4, 12.1.5 and 12.1.6 (General Importer obligations);


Section 13.1 (Importer’s obligations if it is subject to UK Data Protection Laws);


Section 17 (Importer’s responsibility if it authorised others to perform its obligations);


Section 24 (Giving notice);


Section 25 (General clauses);


Section 31 (What must the Parties do when the IDTA ends);


Section 32 (Your liability);


Section 33 (How Relevant Data Subjects and the ICO may bring legal claims);


Section 34 (Courts legal claims can be brought in);


Section 35 (Arbitration); and


Section 36 (Legal Glossary).


How to bring a legal claim under this IDTA


[bookmark: Section_32]Your liability


[bookmark: _Toc79405556][bookmark: _Ref70744805]The Parties remain fully liable to Relevant Data Subjects for fulfilling their obligations under this IDTA and (if they apply) under UK Data Protection Laws.


[bookmark: _Ref76447924][bookmark: _Toc79405557]Each Party (in this Section, “Party One”) agrees to be fully liable to Relevant Data Subjects for the entire damage suffered by the Relevant Data Subject, caused directly or indirectly by:


Party One’s breach of this IDTA; and/or 


[bookmark: _Hlk89228164]where Party One is a Processor, Party One’s breach of any provisions regarding its Processing of the Transferred Data in the Linked Agreement;


[bookmark: _Hlk89228203]where Party One is a Controller, a breach of this IDTA by the other Party if it involves Party One’s Processing of the Transferred Data (no matter how minimal) 


in each case unless Party One can prove it is not in any way responsible for the event giving rise to the damage.


[bookmark: _Toc79405558]If one Party has paid compensation to a Relevant Data Subject under Section 32.2, it is entitled to claim back from the other Party that part of the compensation corresponding to the other Party’s responsibility for the damage, so that the compensation is fairly divided between the Parties. 


[bookmark: _Toc79405559]The Parties do not exclude or restrict their liability under this IDTA or UK Data Protection Laws, on the basis that they have authorised anyone who is not a Party (including a Processor) to perform any of their obligations, and they will remain responsible for performing those obligations. 


[bookmark: Section_33]How Relevant Data Subjects and the ICO may bring legal claims


[bookmark: _Toc79405561][bookmark: _Ref71155220]The Relevant Data Subjects are entitled to bring claims against the Exporter and/or Importer for breach of the following (including where their Processing of the Transferred Data is involved in a breach of the following by either Party):


· Section 1 (This IDTA and Linked Agreements);


· Section 3 (You have provided all the information required by Part one: Tables and Part two: Extra Protection Clauses);


· Section 8 (The Appropriate Safeguards);


· Section 9 (Reviews to ensure the Appropriate Safeguards continue);


· Section 11 (Exporter’s obligations);


· Section 12 (General Importer Obligations);


· Section 13 (Importer’s obligations if it is subject to UK Data Protection Laws);


· Section 14 (Importer’s obligations to comply with key data protection laws);


· Section 15 (What happens if there is an Importer Personal Data Breach);


· Section 16 (Transferring on the Transferred Data);


· Section 17 (Importer’s responsibility if it authorises others to perform its obligations);


· Section 18 (The right to a copy of the IDTA);


· Section 19 (The Importer’s contact details for the Relevant Data Subjects);


· Section 20 (How Relevant Data Subjects can exercise their data subject rights);


· Section 21 (How Relevant Data Subjects can exercise their data subject rights– if the Importer is the Exporter’s Processor or Sub-Processor);


· Section 23 (Access Requests and Direct Access);


· Section 26 (Breaches of this IDTA);


· Section 27 (Breaches of this IDTA by the Importer);


· Section 28 (Breaches of this IDTA by the Exporter);


· Section 30 (How to end this IDTA if there is a breach);


· Section 31 (What must the Parties do when the IDTA ends); and


· any other provision of the IDTA which expressly or by implication benefits the Relevant Data Subjects.


[bookmark: _Toc79405562]The ICO is entitled to bring claims against the Exporter and/or Importer for breach of the following Sections: Section 10 (The ICO), Sections 11.1 and 11.2 (Exporter’s obligations), Section 12.1.6 (General Importer obligations) and Section 13 (Importer’s obligations if it is subject to UK Data Protection Laws).


[bookmark: _Toc79405563]No one else (who is not a Party) can enforce any part of this IDTA (including under the Contracts (Rights of Third Parties) Act 1999).


[bookmark: _Toc79405564]The Parties do not need the consent of any Relevant Data Subject or the ICO to make changes to this IDTA, but any changes must be made in accordance with its terms. 


[bookmark: _Toc79405565][bookmark: _9kR3WTr277467zrcszv16LPWIDMVVB4ADzWNABi]In bringing a claim under this IDTA, a Relevant Data Subject may be represented by a not-for-profit body, organisation or association under the same conditions set out in Article 80(1) UK GDPR and sections 187 to 190 of the Data Protection Act 2018.


[bookmark: Section_34]Courts legal claims can be brought in


[bookmark: _Ref71508766][bookmark: _Toc79405567]The courts of the UK country set out in Table 2: Transfer Details have non-exclusive jurisdiction over any claim in connection with this IDTA (including non-contractual claims).


[bookmark: _Toc79405568]The Exporter may bring a claim against the Importer in connection with this IDTA (including non-contractual claims) in any court in any country with jurisdiction to hear the claim. 


[bookmark: _Toc79405569]The Importer may only bring a claim against the Exporter in connection with this IDTA (including non-contractual claims) in the courts of the UK country set out in the Table 2: Transfer Details 


[bookmark: _Toc79405570]Relevant Data Subjects and the ICO may bring a claim against the Exporter and/or the Importer in connection with this IDTA (including non-contractual claims) in any court in any country with jurisdiction to hear the claim. 


[bookmark: _Toc79405571][bookmark: _Ref73503302][bookmark: _Ref76446334][bookmark: _Ref71509013]Each Party agrees to provide to the other Party reasonable updates about any claims or complaints brought against it by a Relevant Data Subject or the ICO in connection with the Transferred Data (including claims in arbitration).


[bookmark: Section_35]Arbitration 


[bookmark: _Hlk89529727][bookmark: _Toc79405573][bookmark: _Ref76446339][bookmark: _Toc79405574]Instead of bringing a claim in a court under Section 34, any Party, or a Relevant Data Subject may elect to refer any dispute arising out of or in connection with this IDTA (including non-contractual claims) to final resolution by arbitration under the Rules of the London Court of International Arbitration, and those Rules are deemed to be incorporated by reference into this Section ‎35. 


[bookmark: _Toc79405576]The Parties agree to submit to any arbitration started by another Party or by a Relevant Data Subject in accordance with this Section ‎‎35.


There must be only one arbitrator. The arbitrator (1) must be a lawyer qualified to practice law in one or more of England and Wales, or Scotland, or Northern Ireland and (2) must have experience of acting or advising on disputes relating to UK Data Protection Laws. 


London shall be the seat or legal place of arbitration. It does not matter if the Parties selected a different UK country as the ‘primary place for legal claims to be made’ in Table 2: Transfer Details.


The English language must be used in the arbitral proceedings.


English law governs this Section ‎‎35. This applies regardless of whether or not the parties selected a different UK country’s law as the ‘UK country’s law that governs the IDTA’ in Table 2: Transfer Details.


[bookmark: Section_36]Legal Glossary


			Word or Phrase


			Legal definition
(this is how this word or phrase must be interpreted in the IDTA)





			Access Request


			As defined in Section 23, as a legally binding request (except for requests only binding by contract law) to access any Transferred Data.





			Adequate Country


			A third country, or:


a territory;


one or more sectors or organisations within a third country; 


an international organisation; 


which the Secretary of State has specified by regulations provides an adequate level of protection of Personal Data in accordance with Section 17A of the Data Protection Act 2018.





			Appropriate Safeguards


			The standard of protection over the Transferred Data and of the Relevant Data Subject’s rights, which is required by UK Data Protection Laws when you are making a Restricted Transfer relying on standard data protection clauses under Article 46(2)(d) UK GDPR.





			Approved IDTA


			The template IDTA A1.0 issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section 5.4.





			Commercial Clauses


			The commercial clauses set out in Part three.





			Controller


			As defined in the UK GDPR.





			Damage


			All material and non-material loss and damage.





			Data Subject


			As defined in the UK GDPR.





			Decision-Making


			As defined in Section 20.6, as decisions about the Relevant Data Subjects based solely on automated processing, including profiling, using the Transferred Data.





			Direct Access


			As defined in Section 23 as direct access to any Transferred Data by public authorities of which the Importer is aware.





			Exporter


			The exporter identified in Table 1: Parties & Signature.





			Extra Protection Clauses


			The clauses set out in Part two: Extra Protection Clauses.





			ICO


			The Information Commissioner.





			Importer


			The importer identified in Table 1: Parties & Signature.





			Importer Data Subject Contact


			The Importer Data Subject Contact identified in Table 1: Parties & Signature, which may be updated in accordance with Section 19.





			Importer Information


			As defined in Section 8.3.1, as all relevant information regarding Local Laws and practices and the protections and risks which apply to the Transferred Data when it is Processed by the Importer, including for the Exporter to carry out any TRA.





			Importer Personal Data Breach


			A ‘personal data breach’ as defined in UK GDPR, in relation to the Transferred Data when Processed by the Importer.





			Linked Agreement


			The linked agreements set out in Table 2: Transfer Details (if any).





			Local Laws


			Laws which are not the laws of the UK and which bind the Importer. 





			Mandatory Clauses


			Part four: Mandatory Clauses of this IDTA.





			Notice Period


			As set out in Table 2: Transfer Details.





			Party/Parties


			The parties to this IDTA as set out in Table 1: Parties & Signature.





			Personal Data


			As defined in the UK GDPR.





			Personal Data Breach


			As defined in the UK GDPR.





			Processing


			As defined in the UK GDPR. 


When the IDTA refers to Processing by the Importer, this includes where a third party Sub-Processor of the Importer is Processing on the Importer’s behalf.





			Processor


			As defined in the UK GDPR.





			Purpose


			The ‘Purpose’ set out in Table 2: Transfer Details, including any purposes which are not incompatible with the purposes stated or referred to.





			Relevant Data Subject


			A Data Subject of the Transferred Data.





			Restricted Transfer


			A transfer which is covered by Chapter V of the UK GDPR





			Review Dates


			The review dates or period for the Security Requirements set out in Table 2: Transfer Details, and any review dates set out in any revised Approved IDTA.





			Significant Harmful Impact


			As defined in Section 26.2 as where there is more than a minimal risk of the breach causing (directly or indirectly) significant harm to any Relevant Data Subject or the other Party.





			Special Category Data


			As described in the UK GDPR, together with criminal conviction or criminal offence data.





			Start Date


			As set out in Table 1: Parties and signature.





			Sub-Processor


			A Processor appointed by another Processor to Process Personal Data on its behalf.


This includes Sub-Processors of any level, for example a Sub-Sub-Processor.





			Tables


			The Tables set out in Part one of this IDTA.





			Term


			As set out in Table 2: Transfer Details.





			Third Party Controller


			The Controller of the Transferred Data where the Exporter is a Processor or Sub-Processor


If there is not a Third Party Controller this can be disregarded.





			Transfer Risk Assessment or TRA


			A risk assessment in so far as it is required by UK Data Protection Laws to demonstrate that the IDTA provides the Appropriate Safeguards





			Transferred Data


			Any Personal Data which the Parties transfer, or intend to transfer under this IDTA, as described in Table 2: Transfer Details 





			UK Data Protection Laws


			[bookmark: _9kR3WTr27745DR2pqNZ58zjz628VF5WRRa]All laws relating to data protection, the processing of personal data, privacy and/or electronic communications in force from time to time in the UK, including the UK GDPR and the Data Protection Act 2018.





			UK GDPR


			As defined in Section 3 of the Data Protection Act 2018.





			Without Undue Delay 


			Without undue delay, as that phase is interpreted in the UK GDPR.








Alternative Part 4 Mandatory Clauses:


			Mandatory Clauses


			Part 4: Mandatory Clauses of the Approved IDTA, being the template IDTA A.1.0 issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section ‎5.4 of those Mandatory Clauses.














			VERSION A1.0, in force 21 March 2022


			3
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Information Contract Schedule 
(Including Data Processing Agreement)
for Data Controller (School) to Data Controller (Contractor)
A simple set of contractual terms suitable for business or sole traders
Contract Details/Data Processing Agreement
DATA CONTROLLER 	known as “The School”:		School Name & address			Please complete
	Name of Service to be provided		Please complete
	Purpose of Service			Please complete
OTHER DATA CONTROLLER known as “Other Data Controller”:	Name of Other Data Controller (Service Supplier)		Please complete
Contact Details of Contractor	[Address/Email/Telephone]		Please complete
Date of Contract Commencement	Please complete
Period of Contract	Please complete
End date of Contract	Please complete
Contract Reference	Please complete
Contract Value	Please complete
Personal data to be processed as part of this contract			Please list
Special Category personal data to be processed as part of this contract	Please list [special category data is data pertaining to Health, religion, ethnicity, trade union membership, political opinions, biometric or genetic data, sexual orientation]	
Arrangements for contract end	Each Data Controller party to this contract will retain the personal data created and used by them in the course of their work for which they are the Data Controller in line with their retention schedule.




2.	General compliance


Each Data Controller shall notify the other Data Controller of any inconsistency between its practices and the provisions of the Data Protection Act 2018 (DPA18) which applies the UK GDPR. 


3.     Protection of Information 


Each Data Controller shall at all times provide a level of security which is appropriate to the type and volume of personal data being processed in accordance with information legislation.  Each Controller will ensure:


· Its staff are regularly trained in their data protection responsibilities and understand their duty of confidence


· buildings have appropriate physical security 


· personal data is processed in compliance with the data protection principles


4.      Data Protection


The School is and will remain the Data Controller in relation to the personal information provided to the Other Data Controller to enable delivery of services under this contract.  The Other Data Controller will be the Data Controller for any personal data collected and used by them in the performance of their service under this contract.


Both Controllers shall comply with the requirements of the UK GDPR as applied by the DPA18.


Both Controllers shall provide individuals whose personal data is processed under this contract with a full privacy notice which makes clear how individuals can exercise their data protection rights.


Both Controllers have  registered as appropriate with the Information Commissioner’s Office. 


The School will respond to all Data Subject Access Requests (DSAR) or Data Protection requests to exercise the rights of the individual received by the School for personal data for which the School are the Data Controller.  The Other Data Controller shall respond directly to any Data Protection requests it receives for personal data it collected during the performance of this contract and for which it is the Data Controller.


The Other Data Contractor shall not process information for which the School is the Data Controller outside of the UK without full prior written consent from the School and appropriate safeguards being in place.


5. 	The Freedom of Information Act 2000 (FOI) and the Environmental Information Regulations 2004 (EIR)


The School is subject to the provisions of the FOIA and the EIR and the Other Data Controller shall assist the School (at the Other Data Controller’s expense) to enable the School to comply with these Acts. The Other Data Controller will provide information to the school where required to respond to a statutory request for information within five working days.


6.      Information Breaches


The Other Data Controller shall ensure all losses or breaches of security or information related to this contracted service for which the School are the Data Controller are reported to the School within 1 working day whether actual, potential or attempted.  


The Other Data Controller will ensure all breaches are internally investigated, and appropriate remedial action taken, along with supporting the School or the Information Commissioner’s Office in any investigation by it. 


7.      Breach, termination and continuance


The Other Data Controller shall indemnify the School for any breach of the requirements of this contract which renders the School liable for any costs, fines, claims or expenses under Legislation howsoever arising.


Failure on the part of the Other Data Controller to comply with the provisions of this contract shall amount to a breach of this contract and give the School the right to contractual remedies and recovery of all costs incurred as a consequence of the Other Data Controller’s breach.


On termination of this Contract the Other Data Controller will be responsible for the personal data collected as part of its service within the law and in accordance with data protection principles, ensuring the rights of data subjects can be exercised.






































AGREEMENT TO PROVIDE THE DESCRIBED SERVICE UNDER THESE CONTRACTUAL CONDITIONS





Other Data Controller Name:





Signed on behalf of Other Data Controller:


Print name:


Position in company:





Date of agreement:


© Essex County Council


E2-2024                                                                                             © Essex County Council
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Information Contract Schedule
(Including Data Processing Agreement)
Data Controller (School) to Data Processor (Contractor)
A simple set of contractual terms suitable for business or sole traders

Contract Details/Data Processing Agreement:
DATA CONTROLLER:		School Name & address			Please complete
	Name of Service to be provided		Please complete
	Purpose of Service			Please complete
DATA PROCESSOR:		Name of Contractor			Please complete
Contact Details of Contractor	[Address/Email/Telephone]		Please complete
Date of Contract Commencement	Please complete
Period of Contract	Please complete
End date of Contract	Please complete
Contract Reference	Please complete
Contract Value	Please complete
Personal data to be processed as part of this contract			Please list
Special Category personal data to be processed as part of this contract	Please list [special category data is data pertaining to Health, religion, ethnicity, trade union membership, political opinions, biometric or genetic data, sexual orientation]	
Arrangements for contract end	Please delete as applicable	The data is to be returned to the School and no copies of the data are to be retained by the Data Processor	Or	The data will be securely deleted, and proof of secure destruction provided to the School.





2.	General compliance


The Contractor shall immediately notify the School of any inconsistency between its practices and the provisions of the Data Protection Act 2018 (DPA18) which applies the UK GDPR.





3.     Protection of Information 


The Contractor shall at all times provide a level of security which is appropriate to the type and volume of personal data processed on behalf of the School in accordance with information legislation.  The Contractor will ensure:


· Its staff are regularly trained in their data protection responsibilities and understand their duty of confidence


· buildings have appropriate physical security 


· personal data processed under this contract is returned or securely destroyed at the end of the contract term as agreed with the School


· School data is processed in compliance with the data protection principles


· no subcontractors are used in connection with this contract without the express written consent of the School


· the Contractor warrants that all agreed subcontractors fully comply with data protection law





4.      Data Protection


The School is and will remain the Data Controller in relation to the personal information processed under this contract, and the Contractor will act as Data Processor. The Contractor must follow the direction of the School as to how Personal Data is processed.


The Contractor shall comply with the requirements of the GDPR as applied by the DPA18.


Contractors based in the UK must be registered as a data controller with the Information Commissioner’s Office unless exempt. 


The School will respond to all Data Subject Access Requests (DSAR) or Data Protection requests, whether received by the Contractor or the School, and therefore the Contractor shall provide to the School any requests it receives and any relevant personal data within five working days of receipt of a request or instruction by the School for supply of the data.


The Contractor shall not process information outside of the UK without full prior written consent from the School.


The Data Controller reserves the right to audit the Contractor where concerns arise.


5. 	The Freedom of Information Act 2000 (FOI) and the Environmental Information Regulations 2004 (EIR)


The School is subject to the provisions of the FOIA and the EIR and the Contractor shall assist the School (at the Contractor’s expense) to enable the School to comply with these Acts. The Contractor will provide information to the School where required to respond to a statutory request for information within five working days.


6.      Information Breaches


The Contractor shall ensure all losses or breaches of security or information are reported to the School within one working day whether actual, potential or attempted.  


The Contractor will ensure all breaches are internally investigated, and appropriate remedial action taken, along with supporting the School and the Information Commissioner’s Office in any investigation by it. 


The Contractor will immediately take all reasonable steps to remedy such breaches.


7.      Breach, termination and continuance


The Contractor shall indemnify the School for any breach of the requirements of this contract which renders the School liable for any costs, fines, claims or expenses under Legislation howsoever arising.


Failure on the part of the Contractor to comply with the provisions of this contract shall amount to a breach of this contract and give the School the right to contractual remedies and recovery of all costs incurred as a consequence of the Contractor’s breach.


As defined in section 1 of this agreement, on termination of this Contract the Contractor must, as decided by the School, either:


· transfer to the School all Personal Data and other Information received or acquired by the Contractor for the purposes of or in the course of the delivery of the service; ensuring the transfer is made securely in a manner specified by the School; and securely destroy or erase all Personal Data and other Information retained by the Contractor providing to the School proof of destruction;


Or


· securely destroy or erase all Personal Data and other Information acquired by the Contractor for the purposes of or in the course of the delivery of the service and provide to the School proof of destruction.


These provisions continue to apply after the contract end date has passed.








AGREEMENT TO PROVIDE THE DESCRIBED SERVICE UNDER THESE CONTRACTUAL CONDITIONS





Contractor Name:





Signed on behalf of Contractor:


Print name:


Position in company:





Date of agreement:


© Essex County Council





E1-2024                                                                                  © Essex County Council
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Register of Suppliers checklist
Suppliers

		Supplier Name		DPIA Approved		Contract Start Date		Contract End Date		Does your contract (this could be Ts&Cs, Data Sharing Agreeement, Memorandum of Understanding etc) contain the following?

1. Statement to confirm they comply with Data Protection law  
2. Confirmation they will keep information secure
3. Confirmation they will notify you of breaches
4. Confirmation they will provide information for SARs
5. Confirmation they will provide information for FOIs/EIRs
6. Confirmation of what will happen at the end of the contract		If no, is a Contract Schedule in place (E1/E2)?		Noted on RoPA?		Notes

kellene.green2: For example, you may want to note the date you sent the E1/E2 to your supplier
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Validation

		<Select>		<Select>

		Yes		School issued contract

		No		Supplier issued contract

		Not Applicable		Online T&Cs eg subscriptions

				Memorandum of Understanding
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Supplier File Profile
Supplier Profile / Evidence File

Supplier details:

		Name

		



		Primary Contact/Contract Manager Name 

		



		Email address

		



		Telephone number

		



		VAT number

		



		ICO Registration

		







Contract details

		Contract Name (system/service delivered)

		



		Contract Type

		Choose an item.

		Data Protection Schedule included?

		Choose an item.

		Start Date

		



		End Date

		



		Review Dates

		



		Option to extend

		Choose an item.

		Data Protection Impact Assessment completed

		Choose an item.

		Referenced on your Records of Processing Activity (RoPA)?

		Choose an item.

		Supplier Security Questionnaire returned

		Choose an item.





Additional Notes:
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