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1. [bookmark: _Toc96680232]Introduction

The Data Protection Act 2018 which applies the UK GDPR requires organisations who process personal data to be transparent about that use and provide individuals with information which explains how their personal data is used by the organisation.
2. [bookmark: _Toc96680233]Quick Reference Guide

· The law requires you to have clear, transparent notices advising individuals how you are using their personal data
· Review and publish the overarching privacy notice at Annex B
· Review and publish the service specific notices at Annex C
· Ensure any letters or forms which collect personal data carry a statement directing individuals to your online notices, see Annex D
· When processing special category personal data the law requires you to have in place a policy statement which should be published alongside your privacy notices.  The statement can be found at Annex E
3. [bookmark: _Toc96680234]Policy References

This procedure is a requirement of the Data Protection Policy.
4. [bookmark: _Toc96680235]Privacy Notices

Where personal data is being obtained for us to process, whether from the Data Subject or a third party, then a Privacy Notice must be made available to provide assurance to the Data Subject over the legitimacy of the processing and what will be involved.
The law requires Notices to be concise, transparent, intelligible and easily accessible by the Data Subject. It should be written in clear and plain language, particularly if addressed to a child.

There must be no charge made to a Data Subject in order for them to be given access to a Notice.

Where you are relying on Legitimate Interests as your legal basis for processing personal data you must include in the notice that a copy of the legitimate interests assessment is available from the school office.

The details that a Notice must contain are as follows:

· The Identity and contact details of the Data Controller, any Data Processors (if applicable) and the name of the responsible Data Protection Officer

· The purpose of processing and the legal basis supporting the processing

· (Where applicable) The legitimate Interests of the Data Controller or 3rd Party 

· Any third-party recipient (or categories of recipients) of the data

· Any transfers to 3rd countries (i.e. outside the European Economic Area) and details of the adequate safeguards in place to secure the data and the Data Subject’s rights.

· The retention period (or the criteria to be used to determine one) at the end of which it will no longer be necessary to process the data.

· Which of the Data Subject’s rights will be applicable to the processing (or confirm that all rights are applicable)

· (If consent is being relied upon) Advise the Data Subject of their right to withdraw consent at any time 

· Advise the Data Subject of their right to lodge a complaint with the Information Commissioner’s Office if they have concerns over the processing

· Make the Data Subject aware of any automated decision making/ profiling being undertaken as a part of the processing and information about: 
· How decisions based on the data are made, 
· The significance and consequences of the decisions.

· (Where data is obtained directly from the Data Subject):
· The specific statutory/ contractual requirement/ obligation  
· The consequences of not providing personal data

· (Where data is not obtained directly from the data subject)
· Where the data is coming from and whether this is from publicly accessible sources 
· The categories of personal data


The Notice must be available to the Data Subject:

	Criteria
	Sub-criteria
	Action

	if the data is being obtained directly from the Data Subject
	
	At the time data is obtained 

	if the data is not being obtained directly from the Data Subject…
	(no additional criteria)
	Within a reasonable period of having obtained the data (within one month)

	if the data is not being obtained directly from the Data Subject…
	…AND if data is to be used to communicate with the Data Subject
	At the latest, when the first  communication takes place 

	if the data is not being obtained directly from the Data Subject…
	…AND is to be disclosed to a third party
	At the latest, before the data is disclosed. 



5. [bookmark: _Toc96680236]Advice and Support
If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact your Data Protection Officer.
6. [bookmark: _Toc96680237]Breach Statement

A breach of this procedure is a breach of the Data Protection Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.


[bookmark: _Toc96680238][bookmark: AnnexA]Annex A: ICO Privacy Notice Checklist

This is available at the following link

The following information must be provided where the data is collected from the data subject themselves, or from another source at the time the data are obtained:

· Identity and contact details of the controller and where applicable, the controller’s representative) and the data protection officer
· Purpose of the processing and the legal basis for the processing
· The legitimate interests of the controller or third party, where applicable
· Any recipient or categories of recipients of the personal data
· Details of transfers to third country and safeguards
· Retention period or criteria used to determine the retention period
· The existence of each of data subject’s rights
· The right to withdraw consent at any time, where relevant
· The right to lodge a complaint with a supervisory authority
· The existence of automated decision making, including profiling and information about how decisions are made, the significance and the consequences.

If the data is collected solely from the data subject the following information must be provided at the time the data are obtained:

· Whether the provision of personal data part of a statutory or contractual requirement or obligation and possible consequences of failing to provide the personal data

If the data was not collected from the data subject the following information must be provided to the data subject.  The data must be provided to them within a reasonable period of having obtained the data (within one month).   If the data are used to communicate with the individual, at the latest, when the first communication takes place; or If disclosure to another recipient is envisaged, at the latest, before the data are disclosed:

· Categories of personal data
· The source the personal data originates from and whether it came from publicly accessible sources

[bookmark: _Toc96680239][bookmark: AnnexB]Annex B: On-line General Privacy Statement

Use these documents as text for a website page which provides a basic commentary on how Privacy issues are handled in the school. Detailed Privacy Notices (Model templates at Annex C) should be linked from this page so that this content acts as an introduction to the further information contained on your Notices


[bookmark: _MON_1807353055]     
[bookmark: _Toc96680240][bookmark: AnnexC]Annex C: Model Privacy Notices

These are model Privacy Notices covering specific areas of data processing. Each document, if relevant to your processing, should be published on your website with its own document or page web address so that you can easily provide links to a specific notice from any data collection forms.

Please note, where Legitimate Interests is cited as a legal basis it is necessary to complete a legitimate interests assessment. The assessments have been included below where applicable. If the assessment is requested by a member of the public, the links below should be provided.

	Processing activity
	Privacy Notice
	Legitimate Interests Assessment

	Processing for Security purposes (e.g. visitor registration, ID Cards). Note: There is a separate section within this notice for CCTV which should be removed if your school does not use CCTV
	

	Not applicable

	Processing for Marketing Activities (for example school prospectuses, newsletters)
	

	


	Processing for school photos and additional activities
NB: This is only for use when using Legitimate Interests as your legal basis

	

	


	Processing for school photos and additional activities
NB: This is only for use when using Consent as your legal basis
	

	Not applicable

	Statutory Processing of Pupil and Parent data for delivery of curriculum and pastoral care
	

	Not applicable

	Processing of Employee Data
	

	

[bookmark: _MON_1709386455]

	Processing of Governor / Trustee Data
	

	Not applicable

	Processing of school volunteer data
	

	Not applicable

	Processing of Online Payments
	

	Not applicable

	Processing of Biometric Data
	

	Not applicable

	Publishing Pupil Coursework

	

	


	Processing Visitor Data

	

	Not applicable

	Processing Ex-Student data
	

	


	Processing for SEND purposes
	

	Not applicable

	Processing for Premises Lettings
	

	Not applicable

	
Using Artificial Intelligence

	

	Not applicable





[bookmark: _Toc96680241][bookmark: AnnexD]Annex D: Privacy Statement 

You can use this brief statement for inclusion on consent forms or other points of data collection to ensure that individuals know how to access information about how their data is handled:
[Organisation name] fully complies with information legislation.  For full details on how we use your personal information please click [here] (hyperlink to your online privacy notice - Annex B)] or call [your office number] if you are unable to access the internet.

[bookmark: _Toc96680242][bookmark: AnnexE]Annex E: Data Protection Policy Statement

This statement should be published with your online privacy notices to ensure compliance with the law as required when processing special category personal data, for example health data.
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Privacy notice

Page Content

We respect you and your child’s privacy and are committed complying with privacy legislation. The information below is what is referred to as a ‘Privacy Notice’ which explains how we use and protect your personal information. 

We have a Data Protection Officer whose role it is to ensure that any personal information processed by the school is processed fairly and lawfully. If you have any concerns or questions regarding how we look after your personal information, please contact the Data Protection Officer at IGS@essex.gov.uk  or by calling 0333 032 2970.

1. What is Personal Information?

Personal information is often records that can identify and relate to a living person. This can also include information that when put together with other information can then identify a person. for example online identifiers or location data.

2. What are Special Categories of Information?

This is personal information that needs more protection due to its sensitivity. This information is likely to include:

· sexuality and sexual health

· religious or philosophical beliefs

· ethnicity

· physical or mental health

· trade union membership

· political opinion

· genetic/biometric information



3. How we limit the use of personal information

We use personal information to deliver education effectively; but wherever possible, the information that we process will be anonymised, pseudonymised or de-personalised. This means the information can no longer identify a person. 


When using personal information for research purposes, the information will be anonymised/ pseudonymised to avoid the identification of a person, unless you have agreed that your personal information can be used for the research project.

 

We do not sell personal information to any other organisation.

4. Why we use personal information

We use personal information to help us run the school effectively, deliver a quality education, and safeguard pupils and staff. Please see our specific processing notices which explains how we use personal information for each of our activities.

5. Your privacy rights 

The law provides you with several rights to control the processing of your personal information:

Accessing the information we hold about you

You have the right to ask for all the information we have about you. When we receive a request from you, we must normally give you access to everything we have recorded about you. However, we will not provide:



· Information about other people, unless we have their consent to share

· Information professionals think will cause serious harm to your or someone else’s physical or mental wellbeing

· Information which may adversely affect the prevention or detection of crime.

This applies to paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies). If you have any queries regarding access to your information, please contact [school email address] or [school telephone number]

Changing information you believe to be inaccurate

You should let us know if you disagree with something written on your file. We may not always be able to change or remove the information; however, we will correct factual inaccuracies and may include your comments in the records. Please use the contact details above to report inaccurate information.

 

Asking for your information to be deleted (right to be forgotten)



In some circumstances you can request the erasure of the personal information used by us, for example:



· Where the personal information is no longer needed for the purpose for which it was collected

· Where you have withdrawn your consent for us to use your information and there is no other legal basis for the processing

· Where there is no legal basis for our use of your information

· Where erasure is a legal obligation



Where personal information has been shared with others, we will make every reasonable effort to ensure those using your personal information comply with your request for erasure.



Please note that the right to erasure does not extend to using your personal information where: 



· Is required by law or to deliver our statutory duties

· It is used for exercising the right of freedom of expression 

· It is in the public interest around public health

· It is for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes where it would seriously affect the achievement of the objectives of the processing

· It is necessary for the establishment, defense, or exercise of legal claims.



Restricting what your information is used for



You have the right to ask us to restrict what we use your personal information for where one of the following applies:



· You have identified inaccurate information, and have notified us of this

· Where using your information is unlawful, and you wish us to restrict rather than erase the information

· Where you have objected to us using the information, and the legal reason for us using your information has not yet been provided to you



When information is restricted, it cannot be used other than to securely store the information, and with your consent, to manage legal claims, protect others, or where it is for important public interests of the UK. Where restriction of use has been granted, we will inform you before the use of your personal information is resumed.



You have the right to request that we stop using your personal information in some circumstances, for example where we are relying on your consent. However we are required by law to use personal information to deliver education services so for those purposes we could not grant your request. 



Computer based decisions about you, and if you are ‘profiled’



You have the right to object about decisions being made about you by automated means (by a computer and not a human being), unless it is required for any contract you have entered, required by law, or you have consented to it. You also have the right to object if you are being ‘profiled.’ Profiling is where decisions are made about you based on certain things in your personal information. 



The school do not routinely use these types of processing, but if you have concerns regarding automated decision making or profiling, please contact the school who will advise you about how your information is being used. 



6. Who will we share your personal information with? 

As explained in our specific processing notices we use a range of companies and partners to either store personal information or to manage it for us. Where we have these arrangements there is always a contract, memorandum of understanding or information sharing protocol in place to ensure that the school complies with information protection law. We complete data protection impact assessments before we share personal information to ensure their compliance with the law.

Sometimes we have a legal duty to provide information about people to other schools, e.g. Child Protection concerns or statutory returns to the Department for Education, for example the school census. 

We may also share your personal information when we feel there is a good reason that is more important than protecting your confidentiality. This does not happen often, but we may share your information:



· To find and stop crime or fraud; or 

· if there are serious risks to the public, our staff or to other professionals; or

· to protect a child.

The law does not allow us to share your information without your permission, unless we believe that someone is at risk, or it is required by law. This risk must be serious before we can go against your right to confidentiality. When we are worried about physical safety or we feel that we need to take action to protect someone from being harmed in other ways, we will discuss this with you and, if possible, get your permission to tell others about your situation. We may still share your information if we believe the risk to others is serious enough to do so. 

 

There may also be rare occasions when the risk to others is so great that we need to share information straight away. If this is the case, we will make sure that we record what information we share and our reasons for doing so. We will let you know what we have done and why as soon as or if we think it is safe to do so.



We are required by law to share certain information with the Department for Education; for more details on how they use personal information please click here



We are also required to share some information with our Local Education Authority.



If you live or attend school in Essex County Council area you will find their privacy notice here 



If you live or attend school in Southend City Council area you will find their privacy notice here



If you live or attend school in the Thurrock Council area you will find their privacy notice here



If you live or attend school in the Kent Council area you will find their privacy notice here



If you live or attend school in the Redbridge Council area you will find their privacy notice here



If you live or attend school in the Havering Council area you will find their privacy notice here



If you live or attend school in the Nottinghamshire County Council area you will find their privacy notice here



If you live or attend school in the Slough Council area you will find their privacy notice here



7. How do we protect your information? 

We will do what we can to make sure we hold personal records (on paper and electronically) in a secure way, and we will only make them available to those who have a right to see them. Our security measures include:

· Encryption which allows information to be hidden so that it cannot be read without special knowledge (such as a password). This is done with a secret code or cypher. The hidden information is said to be encrypted.

· Controlling access to systems, networks and buildings allows us to stop people who are not allowed to view your personal information from getting access to it. 

· Training for our staff allows us to make them aware of how to manage information and how and when to report when something goes wrong.

· Ways for us to access your information should something go wrong, and our systems not work, including how we manage your information in event of an emergency or disaster.

· Regular testing of our technology and processes including keeping up to date on the latest security updates. 

8. If your information leaves the country



Sometimes it may be necessary to send information outside of the UK. In these rare cases additional protection will be applied to that information during its transfer by:



· Only transferring your personal data to countries that have been deemed to provide an adequate level of protection for personal data; or

· Ensuring that suppliers sign specific contracts approved for use in the UK, which require them to give personal data the same protection it has in the UK.



This ensures your personal data is protected and you have the same rights as you would if the data remained in the UK.

9. How long do we keep your personal information? 

Our retention schedule lists how long your information may be kept for different purposes. A copy of our retention schedule can be requested from our school office.



 

10. Where can I get advice? 

 

You can contact our Data Protection Officer at IGS@essex.gov.uk or by calling 0333 032 2970.



For independent advice about information protection, privacy and information sharing issues, you can contact the Information Commissioner’s Office (ICO) at For the public | ICO. They can also be contacted at Information Commissioner's Office. Wycliffe House. Water Lane. Wilmslow. Cheshire SK9 5AF. Tel: 0303 123 1113. 





11. Cookies & how you use this website 

 

To make this website easier to use, we sometimes place small text files on your device (for example your iPad or laptop). These are known as ‘cookies.’ Most big websites do this too. Where we do this, we will ask for your consent when you visit our website.



 Cookies improve things by:



· remembering the things you have chosen, so you do not have to keep re-entering them whenever you visit a new page

· remembering information you have given (for example, your address) so you do not need to keep entering it

· measuring how you use the website so we can make sure it meets your needs.

We do not use cookies on this website that collect information about what other websites you visit (often referred to as privacy intrusive cookies).

 

Our cookies are not used to identify you personally. They are just here to make the site work better for you. Indeed, you can manage and/or delete these files as you wish.



To learn more about cookies and how to manage them, visit AboutCookies.org or watch a video about cookies.

Other people’s cookies

We sometimes use videos from YouTube and feeds from other websites such as Facebook and X. These websites place cookies on your device when watching or viewing these pages.

 

Below are links to their cookie policies:

· Google and YouTube

· Facebook

· X Privacy Notice

Turning off cookies

You can stop cookies being downloaded on to your computer or other device by selecting the appropriate settings on your browser. If you do this, however, you may not be able to use the full functionality of this website.

There is more information about how to delete or stop using cookies on AboutCookies.org. If you wish, you can also opt out of being tracked by Google Analytics.

 

Further guidance on the use of personal information can be found at ico.org.uk 

2025                                                                                         © Essex County Council
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Privacy Notice - Managing Security



To ensure the school premises are a safe environment for children, school employees, visitors and parents/ guardians, for example by the use of Security ID Cards, Visitor registration, Employee and Governor photographic displays.  The types of personal information we need for this purpose include:

· Personal Images (Photographs)

· Name, vehicle registration (Visitor registration)



The purpose of this use of data is for public safety and the prevention of crime, and our legal basis for using the information in this way is a task in the public interest.



The school is the data controller.  We may share this information with the Police or other certified investigators.



Our visitor records will be held for seven years.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.



Closed Circuit Television Surveillance (CCTV)



To ensure the school premises are a safe environment for children, school employees, visitors and parents/ guardians by using CCTV.

The types of personal information we need for this purpose include:

· Personal Images (CCTV)

· Vehicle registration 



The purpose of this use of data is for public safety and the prevention of crime, and our legal basis for using the information in this way is a task in the public interest.



The school is the data controller.  We may share this information with the Police or other certified investigators.



We retain CCTV footage for 30 days before it is overwritten.  The information may be retained for a longer period if imagery is required for evidential purposes.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.

D2-2025		© Essex County Council
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Privacy notice - marketing activities



We sometimes use personal information for marketing purposes, for example school prospectuses, newsletters (which include advertisements for events and products external to the school) and marketing emails to let you know what is available within the school and the wider community. Direct marketing only applies when communications are targeted to named individuals.



The personal information likely to be used for these activities is:

· Names

· Contact Details

· School Year/Class

· Digital Images



Where the activity is not directly linked to the school’s provision of education, health, and wellbeing we will be relying on your consent. We will seek the consent of the parent/carer, or where pupils are aged twelve or above, from the pupil themselves where marketing is directed at them. As we are relying on your consent you can withdraw consent at any time by contacting the school. 



Every effort will be made to delete the information when consent is withdrawn, but please note that where consent has been provided for publication, the school may not be able to locate and delete the information on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of personal information, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital information for archiving purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



The school is the Data Controller for this information. The information might be shared with:

· Social Media applications 

· Communications providers (for example ParentMail)

· School website providers

· Prospective parents (in the case of the prospectus)



No personal information is routinely available outside of the UK. However, where information is used on social media, in publications, or on our website we cannot restrict the access to such information to the UK.



The personal information will be retained for the duration of its purpose plus one year unless it is retained in perpetuity for archiving purposes.



You have the right to object to receiving marketing information from us. You should let us know if this is the case. For information about other data protection rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.

D2-2025		(c) Essex County Council
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LEGITIMATE INTERESTS ASSESSMENT

Marketing











		
Part 1: Purpose test







You need to assess whether there is a legitimate interest behind the processing.



		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements, or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?





		Schools sometimes use students’ images or comments in promotional materials, for example school prospectus’.  This is to promote the school and provide prospective pupils and parents with information about the school.



Whilst the student attends the school, consent will be sought from them or their parent where they do not have capacity to consent themselves.  Once a student has left the school, if the material is still in circulation, we will rely on our legitimate interests for the continued processing of the personal data.  



In most cases we would not be able to identify where the personal data used in publications is held.  In the event of consent being withdrawn, and the right to erasure exercised, we could not guarantee that we could delete the personal data as we would no longer know where every copy is held. This is made clear to pupils and parents at the point of consenting to the processing and is clearly referenced in our privacy notice.









		
Part 2: Necessity test







You need to assess whether the processing is necessary for the purpose you have identified.



		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		The processing will meet our objective.  The personal data is minimised.  In many cases pupils are not named and only their images used, however in some cases, for example news coverage of a school event, names may be used with the consent of the pupils or parents.







		Part 3: Balancing test







You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.



First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.



		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		Because this processing is likely to include images of school children, we have considered whether some of the personal data will be special category as it may provide a clue to the ethnicity or religion of a pupil.  However, we do not believe this is likely, and where it may occur, it is unlikely to create risk for the pupil.  The data would not have been used initially without the consent of the pupil or parent, and it is only processed based on our legitimate interests once the pupil has left the school. 





		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		At the point of collection, the student or their parent would have consented to the processing.  Once the pupil leaves the school it becomes more difficult for the school to contact the pupil or parents to refresh their consent.  For this reason, we believe we should then cease to rely on their consent and instead rely on legitimate interests as our basis for any continued processing.  Once the prospectus or other publication has been superseded it is likely the school would wish to retain the information as a matter of public interest.





		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		Whilst the school cannot control any material used in marketing publications once it has been disseminated, this is explained to pupil/parents when seeking consent.  



It is unlikely that this processing would have any negative impacts on the pupils as this would have been identified with them/their parent when consent was sought, and any issues addressed.



		

Can you offer individuals an opt-out? 



		

No







		Making the decision







This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.



		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		The personal data was originally processed based on the consent of the pupil/parent.  It was made clear at the time of collection and via our privacy notices that once disseminated it was likely that should they withdraw consent and exercise their right to erasure we would be unable to locate all copies.



We are only relying on legitimate interest where the pupil has left the school and it is no longer possible for us to refresh or rely on their consent.



It is highly unlikely that any risk is created for pupils through this processing.





		LIA completed by

		Lauri Almond, DPO



		Date 

		25/03/2021
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Privacy Notice for school photos and additional activities



School Photos

We are required by law to retain a photo of each pupil as part of our educational record. We sometimes wish to use digital images, e.g., photos, videos, audio recordings to enhance education provision, inclusion, and recreation. 



For identity management systems we rely on Public Task as our legal basis for processing that data. Where we wish to use images to celebrate success or promote the school, for example news articles, school prospectus, social media posts etc., we rely on Legitimate Interests as our legal basis to process the data. 



To ensure use is fair we will provide an opportunity for staff, parent/carers, and pupils aged 12 or above, to opt out of our use for promotional purposes. Where the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital images for archiving purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



If you opt out or object to our use of images for promotional purpose after publication, we will make every effort to delete the images. Please note that the school may not be able to locate and delete every image on request, although all reasonable steps will be taken to do so.



The school is the Data Controller for this information. This information may be shared in order to celebrate successes or promote our education services. Please note we only share information required for that particular purpose and then only the minimum required.  We may share digital images with your consent with:



· The school website provider

· Local media

· School photographer

· Essex Records Office

· Social Media platforms

No digital images are routinely available outside of the UK. However, where digital images are used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.





Additional school activities



We may offer extra-curricular activities, for example recreational school trips, sporting events and pupil support services (e.g., Speech and Language Therapy). The types of personal information we may use include:

· Names

· Emergency contacts

· Health information

· Date of birth

· Passport information



In these circumstances we rely on your consent. We will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves. Permission for pupils to go on trips will be sought from the parent/carer. As we are relying on your consent you can withdraw consent at any time by contacting the school. 



Personal information used for such purposes will be kept for the duration of the planning and execution of the event, and for as long post event is reasonable to handle any resulting queries or complaints.



No personal information is routinely available outside of the UK. However, in the case of overseas trips information will be used in other countries. Where this is the case, this will be with your consent and with appropriate safeguards in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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LIA School Photos for promotional purposes.docx






LEGITIMATE INTERESTS ASSESSMENT

Student & Staff Images for promotional purposes











		
Part 1: Purpose test







		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?



		

It is important for students and staff to celebrate their successes, enhance access to education and create memories.  It is important for the school to use such images to celebrate pupil success, promote the school and record instances of historical importance. This will also enhance education producing better outcomes for students.



Not undertaking these activities would likely result in:



· Reduced capability to recognise and celebrate pupil/school success with the wider Community

· Reduced creation and retention of records of historical interest

· Reduced ability to promote the school and what it can offer.



There is an ‘opt out’ in place enabling individuals to opt out of promotional use of images. The record of ‘opt out’ is retained in the pupil or staff record and checked prior to any publication of images.



Additionally, the school would like to retain images which relate to the school’s history and achievements.  As part of this they may retain images of ex-staff or ex-students.  The images would have been taken based on consent or our legitimate interest, with an opportunity to withdraw consent or ‘opt out’, and would have been used for the purposes of:



· Celebrating successes

· Recording events/activities

· Promoting the school

· Enhancing education



Such images can enhance education provision and support inclusion and recreation.  Typical 3rd parties who may have access to such images include:



· The school website provider

· Local and national media organisations

· School photographer

· Local Authority Records Offices (for images of historical importance)

· Social Media Platforms 



When the students joined the school their parent/carers and students over the age of 12 were given the opportunity to ‘opt out’ of the use of their images for promotional purposes at any time by notifying the school. Staff are also able to ‘opt out’ of any non-statutory images being used.



Whilst every effort is made to remove images, this is not always possible if the images have been uploaded to a website and subsequently downloaded, shared on social media or used in a publication which has been distributed.  For example, if a pupil in their last year of attendance at a school has their image used on a school prospectus, the prospectus is likely to remain in publication for a number of years before being refreshed. This is made clear in our privacy notices assuring our compliance with data protection legislation. 



No images are routinely stored outside of the UK, however in the case of images uploaded to the web or social media, we are not able to restrict access to those images to the UK only.



We comply with regulatory guidance on this matter:

Taking photographs: data protection advice for schools | ICO

Data protection in schools - Sharing personal data - Guidance - GOV.UK





		

Part 2: Necessity test







		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		

Without the images we would be unable to support promotion or pupil success with pictorial context to the wider community, or enhance the recording of events of potential historical interest.



It is not always possible to achieve the aim without images, however where it is possible, that alternative method would be used.



Whilst the pupil or staff member attends the school, they have the opportunity to ‘opt out’ of our use of images to promote them and the school at any time. This right continues to apply even after students and staff have left the school.





		
Part 3: Balancing test







		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		

The data does fall within the special categories of personal data as defined by data protection law only in so far as the digital images may allow viewers to assume the individuals race or religion in some restricted circumstances.



The data is not considered to be private.



We are processing child data; however the data was only used with parental consent (and consent from the pupil where they are 12 years of age or older), or in our legitimate interest with an ‘opt out’ facility.



Where there may be safeguarding concerns regarding the publication of images of either students or staff, there is the option to ‘opt out’ at any time. A record will be retained to ensure that images of those individuals are not captured or disseminated.





		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		

There is an existing relationship with the individuals, including a clear relationship between the school, staff, pupils and their parent/carers at the time the images were taken. There is an option to ‘opt out’ of the use of images at any time, ensuring there is protection for those for whom publication may pose a safeguarding threat.



Many schools use social media platforms such as LinkedIn in order to promote their school and pupil achievements. Social media is more prevalent now, so using images in this manner is more widely expected and understood.





		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		

When a staff member or student commences a relationship with the school they are provided with a privacy notice explaining our use of images, as well as an option to ‘opt out’ of our use for promotional purposes. he ‘opt out’ ensures that individuals can opt out of all or some of the uses of images.

This option to ‘opt out’ can be invoked at any point.



Taking into consideration the ‘opt out’ facility, it is difficult to identify any possible negative impacts of using images for promotional purposes.





		

Can you offer individuals an opt-out? 



		

Yes







		Making the decision









		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		

This processing is unlikely to have any negative impact on individuals as where this may be the case, the ‘opt out’ option ensures that their images are not used for some or all promotional purposes.



For images of historical interest it would be in the public interest for those images to be retained in perpetuity as a record of the event.



		LIA completed by

		Lauri Almond - IGS



		Date 

		15/04/2025
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Privacy Notice for school photos and additional activities



We are required by law to retain a photo of each pupil as part of our educational record. We sometimes wish to use digital images, e.g. photos, videos, audio recordings to enhance education provision, inclusion, and recreation. When this is the case we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves. Where consent has been provided for the use of images, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital images for archiving purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



As we will be relying on consent when displaying or publishing digital images, that consent can be withdrawn at any time simply by contacting the school. Every effort will be made to delete the images, but please note that where consent has been provided for the publication of the images, the school may not be able to locate and delete the image on request, although reasonable steps will be taken to do so.



The school is the Data Controller for this information. This information may be shared in order to celebrate successes or promote our education services. Please note we only share information required for that particular purpose and then only the minimum required.  We may share digital images with your consent with:



· The school website provider

· Local media

· School photographer

· Essex Records Office

· Social Media platforms

No digital images are routinely available outside of the UK. However, where digital images are used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.





Additional school activities



We may offer extra-curricular activities, for example recreational school trips, sporting events and pupil support services (e.g. Speech and Language Therapy). The types of personal information we may use include:

· Names

· Emergency contacts

· Health information

· Date of birth

· Passport information



In these circumstances we rely on your consent. We will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves. Permission for pupils to go on trips will be sought from the parent/carer. As we are relying on your consent you can withdraw consent at any time by contacting the school. 



Personal information used for such purposes will be kept for the duration of the planning and execution of the event, and for as long post event is reasonable to handle any resulting queries or complaints.



No personal information is routinely available outside of the UK. However, in the case of overseas trips information will be used in other countries. Where this is the case this will be with your consent and with appropriate safeguards in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy Notice for delivery of the curriculum and pastoral care



We use personal information, for example:

· Names and address

· Contact details

· Date of birth

· Education attainment

· Emergency contacts

· Family relationships

· Travel to School Arrangements

· General case information.



We may also use special category personal information, for example:

· Health information

· Ethnicity

· Religion.



This information is provided by parent/carers, the local authority, and any previous education settings. It is used to deliver our statutory education duties, assure the health and wellbeing of our pupils. It helps us to improve our services and handle complaints. The legislation and Statutory guidance underpinning our services are:



		All schools



		Keeping Children Safe in Education



		The Education (Pupil Registration) (England) Regulations, 2006



		The Education Act 1996, 2002 & 2011



		The Equalities Act 2010



		The School Admissions (Admission Arrangements and Co-ordination of Admission Arrangements) (England) Regulations 2012   



		The School Admissions Code 2021



		The Special Educational Needs and Disability Regulations 2014



		The SEND Code of Practice Jan 2015 



		Working Together to Safeguard Children 2023



		The Children and Families Act 2014



		The Children Act 1989 & 2004



		School Type Specific



		Academies



		Education and Training (Welfare of Children) Act 2021



		The Education (Independent School Standard) Regulations 2014



		Secondary Education only



		The Learning and Skills Act 2000



		The Education and Skills Act 2008



		The Apprenticeships, Skills, Children and Learning Act 2009



		Maintained schools only



		The School Standards and Framework Act 1998



		The Education (Pupil Information) (England) Regulations 2005



		Non-maintained special schools



		The Non-Maintained Special Schools (England) Regulations 2015











The school is the Data Controller for this information.



This information may be shared to provide our education service. Please note we only share information required for that particular purpose and then only the minimum required.  We may share information with:

· Central  Government & Local Authorities  

· Health Providers

· Other Education Providers

· Regulatory Bodies, e.g. Ofsted, The Information Commissioners Office

· Other external professionals assisting in the complaints process.

This information will be held for 25 years from the date of birth of the student. When a pupil changes school, this record will go with them and will not be retained by the previous school, other than to meet statutory returns.



Data Processors

We use education platforms/systems/apps to enhance the way we deliver our education services and keep data secure. The providers of those services are data processors for this information. Our processors only process personal data in accordance with our written instructions, which ensure data is processed lawfully and safely.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy Notice for Managing Employment 



Employee Records

We are required to maintain employee records for our staff. The type of information used in these records includes:

· Name and contact details

· Date of Birth

· Financial details

· Vetting information

· Pensions and payroll data

· Confidential References 

· Performance data

· Photograph for ID purposes



The records also contain special category personal information, for example:

· Ethnicity

· Religion

· Health information

· Trade Union Membership



This information is generally provided by you, and sometimes it is provided by others, such as:

· Previous employers 

· DBS service

· Occupational Health providers

· Online searches



This information is used to 

· Support effective management of the school workforce following our policies and procedures 

· Help recruit staff and support effective performance management

· Facilitate our safeguarding obligations

· Enable staff members to be paid



The school is the data controller for this information. Data processors support this activity through the provision of systems. The legal basis’s we rely on when using this personal information is our employment contract with you and legitimate interests. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office. The legal basis we rely on for the special category personal data is Employment, Social Security and Social Protection, and Substantial Public Interest.



Sometimes we may share this personal information, for example with one or more of the following:

· Central and local government departments

· Health providers

· Other education providers

· Regulatory bodies

· Professional Associations

· Disclosure and Barring service

· Insurance providers



This information will be retained for a minimum of 7 years from the end of the employment contract.



Recruitment Records

We collect information when recruiting to vacant posts. The information is likely to include:

· Name

· Contact Details

· Education History

· Employment History

· Vetting information

· Referee Contact Details

· Proof of Identity (e.g. Driver’s licence, passport)	

· Proof of right to work in UK where required

· National Insurance Number

· Proof of professional qualifications



The records may also contain special category personal information, for example:

· Additional Needs (for interview purposes)

· Proof of right to work in UK where required



This information is generally provided by you, and sometimes it is provided by others, such as:

· Previous employers 

· DBS service

· Occupational Health providers



The school is the data controller for this information. Data processors support this activity through the provision of systems. The legal basis’s we rely on when using this personal information is our Legitimate Interests and Legal Obligation. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office. The legal basis we rely on for the special category personal data is Substantial Public Interest.



Sometimes we may share this personal information, for example with one or more of the following:

· Health providers

· Referees

· Regulatory bodies

· Professional Associations

· Disclosure and Barring service



For unsuccessful candidates this information will be retained for a minimum of one year. Successful candidates’ information will become part of their employee record (see first section of this notice – Employee Records).







General Information

No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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LI Assessment Staff Absence Insurance


LEGITIMATE INTERESTS ASSESSMENT

Staff Absence Insurance











		
Part 1: Purpose test







You need to assess whether there is a legitimate interest behind the processing.



		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?



		

The school has insurance against staff absence for sickness.  The insurance allows the school to ensure that they have sufficient staff in place to effectively run the school in the event of staff sickness.



Staff medical information to inform a claim is sent to the insurers via a secure platform, and data is limited to what is necessary to make the claim.  No data is routinely stored outside of the UK. 



		

Part 2: Necessity test







You need to assess whether the processing is necessary for the purpose you have identified.



		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		

If the school does not insure staff sickness absence it cannot guarantee a safe level of staffing to maintain the school’s effective operation.  This may place pupils and other staff at risk of harm.



Due to restrictive budgets it is not possible to fund additional staff to cover sickness absence without insurance.  In addition there are legal requirements regarding the number of staff on site to maintain a safe education environment.



Any data shared for the purposes of bringing a claim will be limited to what is necessary for the claim to be made and subject to the storage limitation principle.  The school has an effective contract with the insurers and have assurance of their compliance with GDPR.





		
Part 3: Balancing test







You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.



First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.



		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		

The data does fall within the special categories of personal data as defined by data protection law as it relates to mental or physical health.





		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		

There is a clear existing contractual relationship between the school and their staff. Staff are advised of this use of data via our privacy notices and our contract with them.





		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		It is not likely that the use of this personal data for this purpose will affect an individual’s right to privacy.  The data is shared securely and its use and retention is strictly controlled.



		

Can you offer individuals an opt-out? 



		

No







		Making the decision







This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interest basis.



		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		

Do you have any comments to justify your answer? (optional)



This processing is unlikely to have a negative impact on individuals as they are aware of this processing and it is necessary to ensure the effective running of the school.  



The Legitimate Interests condition allows individuals to object to, or restrict this use of their personal data, and should that be the case a public interest decision would be made regarding the continued use of the data for this purpose.



		LIA completed by

		Lauri Almond - DPO



		Date 

		14 March 2019
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LI Assessment Recruitment








LEGITIMATE INTERESTS ASSESSMENT







		
Part 1: Purpose test







You need to assess whether there is a legitimate interest behind the processing.



		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements, or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?



		We have a legitimate interest in processing personal data to enable us to recruit staff for our organisation.  



Processing recruitment data enables us to select appropriate candidates for interview.



If we did not have an appropriate selection process, we could not identify those who pose a threat to our school community, either by being unsuited or barred from employment with young people, or by not having the right qualifications to deliver the role effectively.



Our organisation is required to comply with statutory guidance in the publication of Staffing and employment advice for schools (2018) and comply with the requirements of the School Staffing (England) Regulations 2009 as amended and the Education (Independent School Standards) Regulations 2014.







		
Part 2: Necessity test







You need to assess whether the processing is necessary for the purpose you have identified.



		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		This processing is necessary for us to safely recruit staff for our school.  Individuals have a choice regarding whether they apply for a position in our school, and if they choose to apply, they are required to provide us with the information which is necessary for us to establish their suitability for the role.



We cannot achieve our purpose in any other way.







		Part 3: Balancing test







You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.



First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.



		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		Yes, we do ask if the applicant has a criminal record and advise applicants that their personal data may be used to carry out a Disclosure & Barring Service check.  This is a statutory requirement for those working in services which have direct contact with young or vulnerable people.



The data we collect relates to an individual’s professional life.





		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		There is generally no existing relationship with an applicant.



A data protection statement is issued with applications, pointing to our full online privacy notices.



Our processing is understood and expected by applicants, who have taken positive action to complete an application and submit it to us.



We do not intend to do anything new, innovative or unexpected with the personal data collected for recruitment purposes.



		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		Likely impacts of this processing are:

· Invitation to interview which may or may not result in employment

· The application is not progressed due to lack of suitability, or a high volume of more suitable candidates



Individuals are unlikely to object to our processing of their personal data for the purpose of recruitment, however if they did, they are able with withdraw their application and request that we delete their data from our recruitment records.



		

Can you offer individuals an opt-out? 



		

No







		Making the decision







This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.



		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		Individuals have control regarding whether or not they make an application for a job at our school.  Where an application is made, we make clear that we will carry out necessary checks to assure their suitability for the role.



Our processing is subject to the rights of individuals to request:

· Access to their personal data

· Rectification of inaccurate personal data

· Erasure of their personal data (except where it is being processed to fulfil our legal obligations)

· Restriction to the use of their personal data

· Consideration of their objection to our processing (except where it is being processed to fulfil our legal obligations)

· Consideration of their objection to our use of their personal data to profile their suitability for a role, or any automated decision made in relation to their application.





		LIA completed by

		Lauri Almond - DPO



		Date 

		02/01/2020
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Governor-Trustees PN.docx
Privacy notice for managing School Governors/Trustees



To enable our School Governors/Trustees to carry out their official functions to support our school we use personal information, for example:

· Name and contact details

· Declarations of interest

· Vetting information

· Digital images

· Behaviour 

· Diversity information

· Governance details – e.g. role, start and end dates and Governor ID)



The school is the data controller for this information. Data processors may support this activity through the provision of systems. Where that is the case a data protection complaint contract will be in place. 



We are required by law to collect and use this information and our legal basis for using the personal information is a Public Task in the Public Interest and our Legal Obligations under section 538 of the Education Act 1996 and the Academies Trust Handbook .  Our legal basis for using special category personal information is Substantial Public Interest.



We sometimes need to share some information, for example with:

· Our local authority 

· The Department for Education (DfE) 

· Other education providers

· Regulatory Bodies



Data is also entered manually on the Get Information About Schools (GIAS) system and held by DfE. Some of this information (e.g. name and role on the board) is publicly available.



We will not share your personal data with anyone else without your consent unless it is permitted by law.



The information we use will be retained until the Governor/Trustee ceases to work with the school, plus one year.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our main notice.
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Privacy Notice for managing volunteers



We sometimes have volunteers who come in to support our school activities. We are required to collect some information about them, for example:

· Name and contact details

· Vetting information

· Relationship information



Our legal basis for collecting and using this information is consent, but where we collect vetting information this is on the basis of our Legal Obligation. Where we are using your information with your consent you can withdraw your consent at any time by contacting the school.



We will keep your information whilst you are volunteering at the school and retain for one year after your last support activity.



We also use personal information to:

· help investigate any worries or complaints you have about your/your child’s education;

· keep track of spending;

· check the quality of education delivery; and

· to help with research and planning of new education initiatives.

To manage our records we use technology systems. Our technology suppliers are subject to contractual obligations to assure the security of the information in the system.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy notice for online payments



We use limited personal data about Pupils and Parents/ Guardians with online payment providers to manage payments to the school.  The personal information used for this purpose is likely to include:



· Child’s name

· Child’s identifiers (class, year, UPN)

· Dietary needs (where relevant)

· Medical needs (where relevant)

· Parent’s names and contact details



This information is shared with our online payments provider who works for us under contract.  The school is the data controller and the online payment provider is the data processor.  Our legal basis for using personal data for this purpose is that it is a task in the public interest.



The information will be retained in line with our statutory pupil record.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy Notice for Biometric use



We use biometric data to provide cashless payment for school meals and manage library accounts.  



We do this to enable students and staff to purchase and consume their lunch within the available lunchtime period easily and quickly. There are clear benefits to the student which include that they cannot mislay their biometric data, and they are no longer required to bring cash into school which could be lost. 



All staff, students and parents will be provided with a factsheet to explain how the biometric process works to enable them to provide informed consent. If a parent or student withdraws consent, or does not consent initially, we will not collect and use their biometric data for this purpose. We will ensure that there is an alternative method for students to purchase a school lunch who prefer us not to process their biometric data.



The software we use turns physical characteristics (fingerprint or facial image – delete as appropriate) into an encrypted code of characters known as a template (no fingerprint or facial image is ever stored). Even if someone were to be able to gain access to the data and break the encryption, this template does not contain enough information to reverse engineer into a usable fingerprint or facial image.  These scans will be checked against available funds in the payment account to enable the purchase of school meals, and a deduction will be made from payment accounts.  



Additionally, scans will record booking out and checking in of library items updating the library system.

  

This information is shared with our system provider who works for us under contract.  The school is the data controller.  Our legal basis for using personal data for this purpose is explicit consent.  As we are relying on the consent of the parent and student, either can withdraw consent at any time by contacting the school. If consent is withdrawn from any party the processing will cease and the biometric data will be securely deleted.



This information will be deleted when the staff member or pupil leaves the school, or when consent to use it is withdrawn.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy Notice - Publishing pupils’ coursework



We may wish to celebrate the achievements of pupils and promote the School through publishing of coursework.  When this is the case, we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  Every effort will be made to delete the coursework, but please note that where consent has been provided for the publication, the school may not be able to locate and delete the coursework on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of coursework, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining coursework for promotional purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



The personal information likely to be used in this activity is:

· Student Name

· School Year

· Coursework



The school is the Data Controller for this information.  The information might be shared with:

· Other students

· Social Media applications 

· School website providers



No coursework is routinely available outside of the UK.  However, where it is used on used on social media, in publications, or on our website we cannot restrict the access to the UK.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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LEGITIMATE INTERESTS ASSESSMENT











		
Part 1: Purpose test







You need to assess whether there is a legitimate interest behind the processing.



		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?



		

With consent we may share or publish coursework of pupils.  The coursework may be shared for the purposes of:



· Celebrating the success of pupils

· Contributing to wider studies on the same topic

· Promoting the student

· Promoting the school

· Sharing learning within the school



It is important for pupils to celebrate their successes and potentially enhance their future opportunities in education or employment; and contribute to wider studies of the subject matter.  



Not undertaking these activities would likely result in:



· Reduced capability to recognise and celebrate pupil/school success with the wider Community

· Reduced creation and retention of records of historical interest

· Reduced ability to engage with wider studies on similar topics

· Reduced ability to promote the school and what it can offer



While the pupil remains at the school consent can be withdrawn at any time by notifying the school.  Whilst every effort is made to remove coursework from digital platforms, this is not always possible if the coursework has been uploaded to a website and subsequently downloaded, shared on social media or used in a publication which has been distributed.  This is made clear in the consent form and in our privacy notices assuring our compliance with data protection legislation.



It is only in the circumstance where a pupil has left the school, and coursework is still in circulation that we may rely on our legitimate interest in the use of the coursework.  This is made clear in our privacy notices.  For example, if a pupil in their last year of attendance at a school has their coursework used as part of a lesson for other students, and this is likely to be repeated for at least the next few years.



Coursework is not routinely stored outside of the UK, however in the case of coursework uploaded to the web or social media, we are not able to restrict access to the UK only.





		

Part 2: Necessity test







You need to assess whether the processing is necessary for the purpose you have identified.



		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		

This process is consensual whilst the pupil is in attendance at the school.  Legitimate Interests is only relied on in cases where the coursework is still being used and the pupil is no longer at the school, where it cannot be guaranteed that consent can be easily withdrawn.  



The coursework enables us to promote pupil success, the school, and contribute to other studies.



It is not always possible to achieve these aims without using the coursework, however where it is possible that alternative method would be used.





		



		
Part 3: Balancing test







You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.



First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.



		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		

The data does not fall within the special categories of personal data as defined by data protection law.  The data is not considered to be private.



We are processing child data with the consent of the pupil.





		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		

There is a clear existing relationship between the school and its pupils. The use of coursework is based on consent, and Legitimate Interests is only relied on where we no longer have contact with the pupil.  There is a consent form which explains why we may wish to use the coursework, and our privacy notices explain its use and the rights they have in relation to that use.  No further use of the coursework is expected other than stated, and any other uses would be subject to the consent of the pupil.



		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		As the initial use was based on consent there are few impacts on retaining the coursework under our Legitimate Interests as the data was provided by the data subject with full understanding of how the coursework was to be used and retained. The personal data will only consist of the pupil name.



		

Can you offer individuals an opt-out? 



		

No







		Making the decision







This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.



		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		

Do you have any comments to justify your answer? (optional)



This processing is unlikely to have any negative impact on individuals as the data was collected with consent and with full understanding of how the data would be used; and consists of the pupil name.  Whilst the pupil attends the school consent can be withdrawn, however for pupils no longer at the school, who can no longer be easily contacted, it is necessary to rely on legitimate interests.



The coursework would not say anything negative or have any detrimental effect on the pupil.





		LIA completed by

		Lauri Almond - DPO



		Date 

		01 December 2019







What’s next?



Keep a record of this LIA, and keep it under review.

Do a DPIA if necessary.

Include details of your purposes and lawful basis for processing in your privacy information, including an outline of your legitimate interests.
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Privacy Notice for School Visitors



The school regularly receives visitors.  Visitors may be from other organisations, or be emergency contacts for pupils, parent/carers or suppliers.  



To ensure the safety of our students and staff we ask visitors to sign in on arrival.  For this purpose, we collect the following data where relevant:



· Name 

· Car registration

· Car make/model

· Who they are visiting

· The purpose of the visit

· The date and time of arrival

· The date and time of departure

· A digital image of the visitor



The records may also contain special category personal information, for example:



· Ethnicity (only if determined from the digital image)

· Religion (only if determined from the digital image)



The school is the data controller for this information.  Data processors support this activity through the provision of systems.  The legal basis we rely on when using this personal information is a Task in the Public Interest as we undertake this activity to maintain a safe environment for our students, staff, and visitors.  



We do not share this personal information unless we are required to by law, or where it is necessary to protect others.



This information will be retained for a minimum of 7 years from the date of the visit.



General Information

No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Privacy notice - Educational Records for Ex-Students



We hold personal information, for example:



· Names and address

· Contact details

· Date of birth

· Education attainment

· Emergency contacts

· Family relationships

· Images

· General case information.



We also hold some special category personal information, for example:

· Health information

· Ethnicity

· Religion.



The law requires us to create pupil records and maintain them until the young person reaches the age of 25. When a pupil changes school, this record will go with them and will not be retained by the previous school, other than to meet statutory returns.

The information is provided by parent/carers, the local authority, the last education setting and any previous education settings. 



The school is the Data Controller for this information. Our legal basis for processing personal data for this purpose is our Legal Obligation under The Education (School Records) Regulations 1989. Our legal basis for processing special category personal data is Substantial Public Interest (Data Protection Act 2018 Schedule 1, Part 2, section 6 (2) (a)).



This information may be shared in order to comply with any legal obligation to do so, for example with the Department of Education; or where we feel there is a good reason that’s more important than protecting your privacy, for example if there are serious risks to others, to protect vulnerable individuals, or where we have reason to believe there has been criminal or fraudulent activity. 



Exam Certificates



Exam certificates are issued to schools by examination boards for dissemination to students. On some occasions these certificates are not collected by students. The school will retain the certificate for at least one year before destroying.



In some cases, the school may attempt to contact parents of students who have not collected their certificates to remind them that the student should collect them, or they will be destroyed in line with their retention schedule.



Information likely to be used for this process includes:



· Student name

· Student personal email (if held)

· Parent name

· Parent email or telephone number



Our legal basis for this processing is Legitimate Interest. If you require a copy of the legitimate interests assessment please contact the school office.



If certificates are not collected and are subsequently destroyed, copies can be requested from the appropriate examination board.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.



Please note, digital images may be retained in line with our privacy notices for Photos & Activities, and Marketing.
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LEGITIMATE INTERESTS ASSESSMENT

Examination Certificates











		
Part 1: Purpose test







You need to assess whether there is a legitimate interest behind the processing.



		· Why do you want to process the data?

· What benefit do you expect to get from the processing?

· Do any third parties benefit from the processing?

· Are there any wider public benefits to the processing?

· How important are the benefits that you have identified?

· What would the impact be if you couldn’t go ahead with the processing?

· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements, or e-privacy legislation)?

· Are you complying with other relevant laws?

· Are you complying with industry guidelines or codes of practice?

· Are there any other ethical issues with the processing?





		Exam certificates are issued to the schools for dissemination to students. On some occasions these certificates are not collected and can be left with the school for years. Schools are keen to find a way to remind students that their certificates are still awaiting collection from the school.



If certificates are not collected, they will be destroyed with the pupil file in line with statutory retention requirements.



School certificates are often requested by employers and are a record of the student’s educational achievement. Replacement certificates can be requested from examination bodies, but these are charged for.



Ideally schools would contact the ex-student to advise that they have certificates to collect, however, once a student leaves the school, schools generally only have their parent’s contact details. Students may have a school email account however these will be closed once the student has left the school in line with the schools retention policy.



Schools need to contact parents of ex-students to advise that certificates are held and awaiting collection, advising the year in which they will be destroyed in line with statutory retention requirements. The email should ask the ex-student to make contact with the school to arrange collection. Such emails will be marked FAO the ex-student. 



As parents of ex-students had a relationship with the school there is no breach of PECR if the school reaches out to them in order to connect with their child. Parents, and ex-students, are free to ignore any emails regarding certificates, or opt-out of receiving any further communications, but at least they would know the period during which they will be available to collect. Each email would carry an ‘opt-out’ link so that parents can choose to not be contacted again by the school for this purpose.



The only personal data within the email sent to parents is the name of the ex-student and the fact they sat exams at the school, information parents will already know.



We believe there is a clear purpose to this processing and clear benefit to data subjects.









		
Part 2: Necessity test







You need to assess whether the processing is necessary for the purpose you have identified.



		· Will this processing actually help you achieve your purpose?

· Is the processing proportionate to that purpose?

· Can you achieve the same purpose without the processing?

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?



		The processing will involve no special category personal data, only names of ex-students, information their parents will already hold.



It is necessary as schools have no other mechanism to contact ex-students.









		Part 3: Balancing test







You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.



First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.



		Nature of the personal data



		· Is it special category data or criminal offence data?

· Is it data which people are likely to consider particularly ‘private’?

· Are you processing children’s data or data relating to other vulnerable people?

· Is the data about people in their personal or professional capacity?



		Given only names will be shared with parents who already know them we do not believe that this process will impact on individuals interests and rights and freedoms.



		Reasonable expectations



		· Do you have an existing relationship with the individual? 

· What’s the nature of the relationship and how have you used data in the past?

· Did you collect the data directly from the individual? What did you tell them at the time?

· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?

· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?

· Is your intended purpose and method widely understood?

· Are you intending to do anything new or innovative?

· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?

· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?



		Ex-students and parents will have had a relationship with the school whilst the student attended the school. 



It is likely most students will be grateful to be reminded that their certificates are available for collection, rather than having to pay an examination board for copies in the future.



Whilst ex-students would not necessarily expect the school to contact them via their parents, it does not create any risk to them to do so and they remain firmly in control of whether or not they choose to contact the school to make arrangements to collect the certificates.





		Likely impact



		· What are the possible impacts of the processing on people?

· Will individuals lose any control over the use of their personal data?

· What is the likelihood and severity of any potential impact?

· Are some people likely to object to the processing or find it intrusive?

· Would you be happy to explain the processing to individuals?

· Can you adopt any safeguards to minimise the impact?



		Ex-students will not lose control over their certificates. If parents try to collect on their behalf there would need to be consent in place to ensure it was the true wish of the ex-student.



		

Can you offer individuals an opt-out? 

Parents not wishing to be involved in the exercise can either not respond or respond to opt out of any further contact.



		

Yes







		Making the decision







This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.



		 

Can you rely on legitimate interests for this processing? 



		

Yes 



		The personal data was originally processed based on Public Task. We are only relying on legitimate interest where the pupil has left the school and it is no longer possible for us to contact them directly. They will retain control over who collects their certificates.



It is highly unlikely that any risk is created for pupils through this processing.





		LIA completed by

		Lauri Almond



		Date 

		07/02/2024
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Special Educational Needs & Disabilities (SEND) Privacy Notice



Special educational needs and disabilities (SEND) can affect a child or young person’s ability to learn. They can affect their:

· behaviour or ability to socialise, for example they struggle to make friends

· reading and writing, for example because they have a specific learning difficulty (SpLD)

· ability to understand things

· concentration levels, for example because they have Attention Deficit Hyperactivity Disorder (ADHD)

· physical ability



Additional support is available which includes:

· SEN support - https://www.gov.uk/children-with-special-educational-needs/special-educational-needs-support 

· Education, health and care (EHC) plan - https://www.gov.uk/children-with-special-educational-needs/extra-SEN-help 



We need to use personal information to support young people with SEND. For example:

· Name of young person

· Home address of young person

· Date of birth and year group of young person

· Name of guardian

· Contact telephone numbers and email address of parent/carer/guardian

· Date the pupil started or left

· Needs Assessment

· Relevant educational, health and care history

· Details of other relevant professionals and agencies involved with the young person and family

· Entitlement to free school meal information and Pupil Premium Grant

· Gender

· Language spoken at home

· Appropriate Key Stage test results and current levels

· National assessment data if relevant

· Needs & Actions taken to support SEN



We also use some special category (more sensitive) personal information, for example:

· Health information

· Ethnicity

· Religion



This information is provided by parent/carers, the local education authority, health agencies, and any previous education settings. It is used to deliver our statutory education duties and supporting those with additional needs.



The school is the Data Controller for this information. Our legal basis for using personal data for this purpose is Legal Obligation and A Task in the Public Interest. Our legal basis for processing special category personal data is Substantial Public Interest (Data Protection Act 2018 Schedule 1, Part 2, section 6 (2) (a) and section 18 (1) (b) (i)). The underpinning legislation and statutory guidance are set out below:



· The Special Educational Needs and Disability Regulations 2014

· SEND Code of Practice Jan 2015

· Section 20 and Section 66 of the Children & Families Act 2014

· Keeping Children Safe in Education 2021

· Requirements of Ofsted framework and evaluation schedule

· Working Together to Safeguard Children 2018

· Statutory Advice for parents - https://www.gov.uk/children-with-special-educational-needs



We may need to share information to support a young person’s additional needs. In some cases the law requires us to share information. Sharing is supported by an Information Sharing Protocol or contract. Please note we only share the minimum information required for each purpose. We may share information with:



· Department for Education for statutory purposes - https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data 

· Local Education Authority for statutory purposes – please see their website for privacy information

· Health Providers to identify and support needs

· Other Education Providers to ensure the right support is in place when young people move educational setting

· Regulatory Bodies, e.g. Ofsted, The Information Commissioners Office for compliance purposes.

This information will be held by the current school until the young person changes their compulsory education setting, in which case the SEN record moves with them. The previous school may retain limited information to meet statutory returns obligations. The last education setting attended will retain the information for a minimum of for 25 years from the date of birth of the student, in line with the Limitations Act.  



To manage our records we use technology systems. Our technology suppliers are subject to contractual obligations to assure the security of the information in the system.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our online overarching privacy notice.
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Privacy Notice - Managing school premises lettings



We sometimes hire out school premises. We are required to collect some

information about lettings, for example:



• Name and contact details

• Email address

• Phone number

• Insurance details

• DBS checks



Our legal basis for collecting and using this information is contract.



We will keep your information whilst you are hiring school premises and retain for two years from the end of your contract with the school.



We also use personal information to:



• perform our contract with you.

• keep track of income



No personal information is routinely available outside of the UK. Should a transfer of

personal information be necessary we will only do so where it is permitted by law

and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information

please see section 5 of our overarching privacy notice.
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Privacy notice for Artificial Intelligence



We are harnessing the opportunities and benefits Artificial Intelligence (AI) can bring. The use of AI in school is tightly controlled. We use AI to help automate some of the manual tasks we need to complete. AI helps us with data driven decision making, repetitive and rule-based tasks, and predictive analytics. We do not routinely use personal data when using AI. If we do use personal data, we ensure a Data Protection Impact Assessment has been completed to identify any risks in the process for data subjects. We do not allow our data to be used as part of the Large Learning Model powering the AI solution so that we can ensure any personal data remains within our control.



No automated decisions are made using AI. Any AI outputs are verified by our staff to ensure accuracy and to identify bias.



No special category or sensitive data is used in AI activities. We have an AI policy in place and guidance for staff on how to use the technology safely and lawfully.  



If you would like more information about how we use AI in school, please speak to the school office.



The personal information we might use for this purpose is likely to include:



· Child’s name

· Child’s identifiers (class, year)

· Attainment data



This information is not shared with others and is purely for internal use. The school is the data controller, and the provider of AI technologies is the data processor. Our legal basis for using personal data for this purpose is that it is a task in the public interest.



Any information regarding the pupil will be retained in line with our statutory pupil record.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Data Protection Policy Statement

This policy sets out how we will protect personal data, special category data and criminal convictions personal data.

It meets the requirement at paragraph 1 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection.

It also meets the requirement at paragraph 5 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for reasons of substantial public interest. The specific conditions under which data may be processed for reasons of substantial public interest are set out at paragraphs 6 to 28 of Schedule 1 to the Data Protection Act 2018.

Principle 1 – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals.

We ensure that processing is fair by providing detailed privacy notices to individuals whose personal data is being processed.  All individuals are advised of their right to contact the Data Protection Officer with any queries regarding the processing of their personal data.  We will only process personal data fairly, and will not mislead individuals about how their data may be used.

Principle 2 - Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

We meet this obligation by explaining through our privacy notices which legal basis we are relying on when processing personal data.  We will only use the data for the purposes for which it was collected unless we advise individuals, prior to any additional use, of our intentions and the rights they have in relation to any further use.

Principle 3 – Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed

We meet this obligation by only collecting what is required for a particular purpose, and ensuring that we have sufficient relevant information for that purpose.

Principle 4 – Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay

We meet this obligation by ensuring that personal data is accurate, and kept up to date where necessary. We will take particular care to do this where our use of the personal data has a significant impact on individuals.

Principle 5 – Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals

We meet this obligation by ensuring that personal data is managed in line with our retention schedule, and either deleted or completely anonymised when it is no longer necessary for us to use it.  The period for which we retain personal data is explained in each privacy notice relevant to that processing.

Principle 6 – Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures

We meet this obligation by ensuring that our technical and organisational controls are monitored.  Our organisational controls include: 

· Appropriate roles and responsibilities including a Data Protection Officer and Senior Information Risk Owner

· Robust policies and procedures which are regularly reviewed

· Regularly training our staff in their data protection responsibilities

· Ensuring our processing activities are transparent and secure, including

· Records of Processing Activities

· Data Protection Impact Assessments

· Contractual Controls to govern the use of personal data by our suppliers

· Physical security controls including

· Restricted access to physical storage of sensitive personal data

· Visitor management

· Security breach management

Our Technical Controls include:

· Firewalls, anti-malware and patching

· Disaster Recovery and Business Continuity arrangements

· Role based access controls to personal data

· Password management

· Secure digital communications

Principle 7 - The controller shall be responsible for, and be able to demonstrate, compliance with the principles

We meet this obligation by maintaining Records of Processing Activities which are available on demand to the Information Commissioner.  We routinely carry out Data Protection Impact Assessments for any processing of special categories of data or where there is a high risk to individuals’ privacy.  Our information risks are recorded and well managed. We have appointed a Data Protection Officer and have defined policy and process to protect personal data and manage the exercising of data subjects’ rights.

For further information about how we process personal data please see our online privacy notices on our website or contact our Data Protection Officer. 
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