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1. [bookmark: _Toc162959367]Quick guide to training requirements

	Task
	Detail and resources

	Induction Training
	All staff must complete induction training. Such training as a minimum should include:
· General data protection requirements
· Physical and technical security practices
· Policies and procedures
· Individuals’ rights regarding their personal information
· Who to go to for advice
· Business continuity arrangements
Induction training must be logged on your reporting tool and relevant records retained as evidence
Appendix 1, Appendix 2 and Appendix 3 and Appendix 4 can be used to inform training and awareness.

	Annual Data Protection Refresher Training
	All staff must view the GDPR Basics video annually and your reporting tool updated to provide evidence.

	Specific Training
	Make sure that any additional training is relevant to the roles of individuals

	Awareness communications
	Outcomes from data breaches should be analysed and, where appropriate, learning from breaches shared with staff via email or staff briefings.
Changes to policies, processes or legislation should also be communicated to staff in a timely manner and logged on your reporting tool.

	Feedback
	Feedback should be sought after training events and used to improve the effectiveness of the training provided.



2. [bookmark: _Toc162959368]Introduction

Training and awareness around employee responsibilities when handling personal data is a key element of the UK GDPR. The Regulations consider the effectiveness of training to be a key consideration in whether an Organisation can claim that its measures to keep personal data secure are ‘appropriate.’  Training is also a key component for proving your compliance with the Accountability principle.
This procedure outlines an approach to ensuring employees are effectively trained and aware of how to manage personal data.
Please see Appendix 1 for a briefing note that could be provided to all employees as a basic guide to the key aspects of the UK GDPR
Please see Appendix 2 for a guidance document that can be provided to parents/ guardians to help promote transparency and awareness on the UK GDPR rights
Please see Appendix 3 for a guidance document aimed at informing Ancillary staff of their data protection responsibilities

Please see Appendix 4 for a guidance document aimed at information volunteers of their data protection responsibilities

3. [bookmark: _Toc162959369]Policy References

This procedure is a requirement of the Data Protection Policy.
4. [bookmark: _Toc162959370]Procedures

[bookmark: _Toc162959371]Training relevant to Roles

Training needs should be identified and linked to roles across a School. For example, a School may identify the following roles: Teaching staff, Office staff, Leadership roles and Volunteers. In addition there may be roles held by individuals with increased responsibilities e.g. a Data Protection Lead, Business Manager, Safeguarding Officer, Special Needs Co-ordinator, Senior Risk Owner, a Governor with a specific Data Protection remit etc.
The school will need to decide whether:

a) The same training can be delivered to all staff (and be supplemented by additional training for key roles), or
b) Training needs to be tailored for each role (so that each role has training content specific to their activities)

The School needs to document the approach it has chosen in its Security Measures (Document H2 of this Framework)
[bookmark: _Toc162959372]Induction Training

Arguably personal data is most at risk when it is being handled by people newly recruited by the School who are not yet familiar with the correct procedures. It is therefore important to be able to introduce a ‘new starter’ to the School’s Information Governance policies, procedures and guidance as soon as possible before they are given access to personal data.
An effective way of ensuring that induction messages are delivered consistently and fully is to work with a standard induction checklist form. You may have a checklist in place already, but you should ensure that the following points are added to cover data protection:  

a) Issue policies, procedures and guidance that are relevant, including the Employee Briefing at Appendix 1. Show new starter where they can find them. 
b) New starter should sign to confirm they have read, understood and agree to abide by the following policies: Data Protection, Acceptable Personal Use and Data Security Handling.
c) Key information systems have been demonstrated and they have seen how these should be correctly used. 
d) Ensure new starter knows who to speak to about any data handling questions, including any questions raised by parents in relation to their rights e.g. Subject Access Requests (SARs)
e) Explain the importance of reporting data breaches as soon as they are discovered, including:
i. What constitutes a data breach
ii. Who to report it to
iii. Emphasise this is not about apportioning blame
f)  Arrange for completion of GDPR Basics training to take place

Once induction has been successfully delivered, the member of staff delivering this should sign to confirm delivery, the new starter should sign to confirm receipt and the checklist (or a copy) should be filed on the new starter’s employee record. You should also record this training on your reporting tool (Document B1 of this framework).

[bookmark: _Toc162959373]Refresher Training

It is important to make sure that employees are reminded of their Data Protection responsibilities within a reasonable frequency. The law does not specify how frequently training should occur, but it would make the wider tasks of reviewing your Data Protection practices more manageable by setting an expectation that employees do refresher training annually.
It is recommended that anyone who deals with personal data in their day-to-day roles should see the requirement to undertake refresher training as a mandatory requirement. Managing this could form a part of annual appraisals of employee performance in order emphasise the status in which the School regards the requirement.
The law does not specify how training should be delivered; only that it is effective. Training therefore does not have to be delivered face-to-face; it can be done by other means such as through training videos. If any training is externally sourced, it should be reviewed and confirmed as appropriate.
[bookmark: _Toc162959374]Recording and Reporting

The UK GDPR introduced a requirement to evidence compliance activities and training records are expected to form a part of this. For example, in the event of a data breach caused by an employee, being able to evidence that the individual had received the right instruction through training on how to avoid the breach could provide the ICO with important assurance that may significantly reduce the likelihood of regulatory action against the Data Controller. Evidence that such training was delivered on induction and at regular intervals during their employment would form a strong part of an argument that the School had taken reasonable efforts to prevent the breach from occurring.
Records of training activities can either be kept on individual employee files or be kept in a central training record which covers all employees.
If training is to be mandatory, as is the strong recommendation, then information about how many employees have successfully completed training should be reported. One of the Data Protection Officer’s (DPO) roles is to be assured that appropriate training is taking place. In order for the DPO to effectively give their opinion to the School on how well it is complying with the law, it is important that the number of employees being successfully trained forms a part of the performance data that they can review and comment upon. Your reporting tool should be used for this purpose (Document B1 of this framework).

[bookmark: _Toc162959375]Reviewing

Feedback: In order to ensure the content of the training is delivering the right messages, it is important to regularly consider employee feedback. Every instance of training should be accompanied or promptly followed by giving the trainees the opportunity to rate, constructively criticise and suggest improvements to training. 
Data Breaches: A review of training effectiveness should also include a review of trends in data breaches. Several breaches relating to the same type of failings would indicate that either employees are not effectively taking-in and remembering the training messages that would prevent the breaches, or that existing training was not covering these breaches.
[bookmark: _Toc162959376]Awareness 

Employee reminders about how to effectively manage personal data should not be limited to formal training activities. Reminder memos, briefings on new guidance, messages around specific risks or data breaches are all examples of ad hoc awareness-raising. These too are examples of good practice where the School is making the effort to ensure that Data Protection issues are taken seriously. Examples of these communications are also important to keep as part of the School’s evidence of its compliance activities, and each awareness activity should be recorded on your B1 form under the training tab.
5. [bookmark: _Toc162959377]Advice and Support

If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact the school office.
6. [bookmark: _Toc162959378]Breach Statement

A breach of this procedure is a breach of the Data Protection Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.


[bookmark: _Appendix_1:_GDPR][bookmark: _Appendix_1:_UK][bookmark: _Toc162959379]Appendix 1: UK GDPR Guidance - Employee Briefing

This is a guidance document to employees summarising the key points of the UK GDPR. It is designed as easy-to-consume one-page points but allowing the reader to click links to expanded detail if they wish.
Evidence should be kept of who received the document and when in order to contribute to a complete record of Training and Awareness delivered to staff.


[bookmark: _Appendix_2:_GDPR][bookmark: _Toc162959380]Appendix 2: GDPR Rights - Advice to Parents/ Guardians

This document is aimed at promoting awareness among parents and guardians. The document gives them a brief introduction to their rights when they apply and how they can expect the School to manage their requests. This could be sent direct to parents/ guardians in paper or digital format but could be published on the School website with parents/ guardians provided with a link to it from a regular newsletter/ flyer.



[bookmark: _Toc162959381][bookmark: App3]Appendix 3: GDPR Guidance – Ancillary staff handout

This document is aimed at ancillary staff, for example, site managers, maintenance staff, catering staff and cleaners. This handout lists the things they must be aware of and provides advice on who to go to with any issues.




[bookmark: _Toc162959382][bookmark: Volunteers]Appendix 4: GDPR Guidance – Volunteers

This one-page document should be handed to all volunteers. This handout lists the things volunteers must be aware of and provides advice on who to go to with any issues.
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UK GDPR Guidance: Employee Briefing

A summary of the key points of the UK General Data Protection Regulation (2016)



1. What is Data Protection Law?: The UK GDPR came into force on the 25th May 2018 and is applied by the Data Protection Act 2018 (more)

2. What is personal data?: Information that on its own (or with other available data) can identify an individual (more)

3. What is ‘Special Category” Data?: Some categories of personal data are considered particularly sensitive and require additional protections (more)

4. Data Protection Principles: The 7 rules that the School must follow in order to comply with the law (more)

5. Enforcing the Law: The UK regulator is the Information Commissioner’s Office (ICO). The public can complain about the School to this body. The ICO can investigate and has a range of powers including the ability to fine (more)

6. Key Roles: The School must identify key roles and responsibilities to make sure we comply with the law (more)

7. Data Protection Officer role: A statutory role the School must have access to which helps us to maintain our compliance (more)

8. Personal responsibilities: All staff who have access to personal data have a role to play in maintaining the School’s compliance (more)

9. Privacy Notices: Parents/ Guardians need to have easy access to details of what we do with their personal data (more)

10. Rights: We must provide for parents/ guardians exercising their improved rights (more)

11. Requests for information: We must have procedures in place for dealing with requests for personal data so that we can fulfil them within legal deadlines (more)

12. Information Sharing: We must only share data with other bodies where the laws allows us to, or with an individual’s consent (more)

13. Privacy by Design & Default: We must understand the risks of how we manage personal data, undertaking statutory risk assessments where necessary (more)

14. Breach Management: Where we have incidents of data being lost, stolen, given to the wrong person or deleted when it shouldn’t have been, staff must report it to the School and it must be investigated. Decisions need to be made about reporting to the ICO within 72 hours. (more)

15. Further Information: Link to the ICO website (more)




[bookmark: _Data_Protection]Data Protection

The Data Protection Act 2018 and UK GDPR control how personal information is used by the School. Everyone responsible for handling and using this data has to follow strict rules called 'data protection principles'. The law only applies to information that identifies a living individual. 

 (Return to top)

[bookmark: _What_is_Personal]What is Personal Data?

The UK GDPR applies to ‘personal data’; meaning any information relating to an identifiable living person who can be directly or indirectly identified by it.

This definition provides for a wide range of personal identifiers to constitute personal data, including: 

name, identification number, location data or an online identifier.

This reflects changes in technology and the ways in which organisations collect and hold information about people. (Return to top)

[bookmark: _What_are_the]What are the special categories of data?

The law says there are certain types of personal data that have a higher sensitivity, and where an organisation holds this data, there is a higher risk to a person’s rights as a result. Therefore, this data must have a higher level of security. This is data about an individual’s:

· Racial or ethnic origin 

· Political opinions

· Religious or philosophical beliefs

· Trade union membership 

· Genetic data, 

· Biometric data, 

· Mental or physical health 

· Sex life or sexual orientation.



(Return to top)

Principles

The School is required by law to ensure that personal data is used fairly and lawfully, and the UK GDPR holds a set of principles which describe how such data should be handled:

· Processed lawfully, fairly and in a transparent manner

· Collected for specified, explicit and legitimate purposes 

· Adequate, relevant and limited to what is necessary 

· Accurate and, where necessary, kept up to date

· Kept for no longer than is necessary 

· Ensures appropriate security 

· Demonstrate compliance with the principles



 (Return to top)



[bookmark: _Regulation]Enforcing the Law

Data Protection legislation is regulated in the UK by the Information Commissioner’s Office (ICO). The ICO are the UK’s independent authority set up to uphold information rights in the public interest; promoting openness by public bodies and data privacy for individuals

The ICO provides Codes of Practice, advice and guidance to organisations to enable their compliance with legislation and they have the power to take enforcement action when things go wrong, including monetary penalties of up to £17,500,000.

(Return to top)

[bookmark: _Framework]Key Roles

In order to manage personal information lawfully and fairly it is essential that the School identifies roles and responsibilities to support this

All staff have responsibilities to ensure they know who to go to for advice on Data Protection issues

Compliance with legislation must be documented and evidenced on a continual basis in order to comply with Data Protection Principle 7. (Return to top)

[bookmark: _Data_Protection_Officer]Data Protection Officer

The Data Protection Act 2018 requires the School to appoint a Data Protection Officer (DPO). This is a statutory post, and key tasks include:

· Ensure awareness and training is in place for employees and regularly completed/reviewed

· First point of contact for Data Subjects in relation to queries on how their data is handled

· First point of contact with the ICO for regulatory matters

· Approves Information Sharing Agreements 

· Approves Privacy Impact Assessments

· Ensures adequate reporting to senior leaders on compliance with information management



The role of DPO can be carried out in conjunction with another role, provided there is no conflict of interest; shared with other organisations, or contracted-out. (Return to top)

[bookmark: _Responsibilities]Responsibilities

· All employees hold a personal responsibility for ensuring that personal information is used fairly and lawfully

· The School’s information policies are there to help staff understand what they can and can’t do when using personal data.  It is critical that these policies are clearly communicated and readily available.  All staff have a responsibility to abide by the information policies developed by the school.

· Any high volume and frequent sharing of personal information outside of the School must be documented and approved by the Data Protection Officer.

· Employees also have a key role in ensuring the security of personal data.  If an employee becomes aware of a data breach (or a near miss), they must report all such breaches immediately to the designated staff member (usually the Data Protection Lead) so that they can be investigated and managed.  The purpose of reporting breaches is not to apportion blame, but to identify areas of risk and target training in order to improve.

· All staff must ensure that they understand who to go to for advice and guidance for Data Protection issues. (Return to top)

[bookmark: _Privacy_Notices_&]Privacy Notices & Consent

The law requires the School to process personal information fairly and lawfully and in a transparent manner

Fairly – if an individual does not have a clear understanding of how we are using their information, or how to exercise their rights, then it cannot be considered ‘fair’. The School must make available at the point of collection a privacy notice explaining to individuals:

· Why their data is used 

· How it is secured

· How long it is kept 

· Who we will share it with

· How to exercise their rights 

· How to contact the Data Protection Officer 

· The legal basis for the processing of their information



Lawfully – there must be a clear and documented legal basis for an organisation to process personal information about an individual.  There are a number of legal permissions we can use, including:

· Consent (e.g. Parent/ Guardian permission)

· Required by law (e.g. The Education Acts)

· Entering into a contract (e.g. Your contract of employment)

· Public tasks in the public interest (e.g. holding CCTV or visitor data for security)



(Return to top)

[bookmark: _The_Rights]The Rights

The UK GDPR provides a number of rights in relation to how personal information is used to ensure that processing is fair.  These rights include:

· Right to be informed

· Right of Access

· Right to Rectification

· Right to Erasure

· Right to Restriction

· Data Portability

· Right to Object

· Rights related to Automated Decision Making & Profiling



Any staff member receiving a request to exercise these rights, which may be in writing or verbally, should immediately make the Data Protection Lead aware of the request to ensure it is handled within the legal  timescales (a calendar month). (Return to top)

[bookmark: _Requests]Requests

The UK GDPR provides a right of Access to information, known as Subject Access Requests.  Individuals can request access to personal data about them held by the School; including parents/ guardians accessing data about their children.  We must therefore ensure we only provide personal data to individuals who have a legal right to it. This involves checks of ID, and potentially removing certain information from the records disclosed. Any such requests should be referred to the Data Protection Lead.

(Return to top)

[bookmark: _Sharing]Sharing

Any sharing of personal data outside the School should be documented.  Remember, unless the law requires us to share, we cannot do so without the individual’s consent.  In circumstances where the law does require us to share (and we therefore do not need to seek consent), we must still ensure that our privacy notice advises individuals of the circumstances where we may share their data.

Any sharing of sensitive data must be documented in a relevant system, detailing:

· The date of sharing

· The information shared

· Who you shared the information with

· Your rationale for deciding to share the information



If the sharing is intended to be regular it must be supported either by a contract or an information sharing protocol to ensure the correct security arrangements are in place.



(Return to top)

[bookmark: _Privacy_by_Design]Privacy by Design

A key mechanism for assessing risk is the Data Protection Impact Assessment (DPIA).  The DPIA will document what you want to do, the data you wish to use, the legal basis, how the data will be secured and managed and how individuals can exercise their rights in relation to the processing. If there is a risk to people’s rights from our activities, the law says we must conduct a DPIA, and our DPO must approve it (Return to top)

[bookmark: _Breach_Management]Breach Management

Under the UK GDPR there is a legal requirement to notify the ICO of any serious breaches involving personal data within 72 hours

It is therefore important that you understand your responsibilities including how to identify a breach, who to report incidents to, and ensuring all staff are trained on how to use technology securely and effectively in line with their role

When a serious breach occurs we will be required to consider notification to the affected individuals.  If we take the decision not to inform them, the ICO may overrule that decision if they feel it is in the best interests of the individuals

Failure to notify a serious breach to the ICO could result in up to a €10,000,000 fine – in addition to any other fine imposed for the breach itself. (Return to top)

[bookmark: _Further_Information]Further Information

	There are a number of resources available for more information about UK GDPR.

	A recommended ‘plain English’ resource is the ICO website.

(Return to top)
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UK GDPR Rights Guidance for Parents & Guardians.docx
Your Data Protection Rights

1. Introduction



The UK General Data Protection Regulations provide you with legal rights over the personal data our school holds about you and your child. This guide will explain your rights and help you to use them. 

You do not need to know details about which right applies in which case in order to make a request; it’s our responsibility to understand how to handle a request you make.

Your personal data rights are:



We are committed to helping you to exercise your rights through:

· Keeping our guidance simple

· Making it readily available

· Responding to a request from you:

· In writing: by means of your choice wherever practical. If you email us, we’ll respond by email unless you ask us to do something different

· Verbally: if you wish, providing we have proof of ID

· Promptly: and no longer than a month after receiving it. If your request is particularly large and complicated, we are allowed to extend the deadline by up to 2 months. If we need to do this we’ll let you know within a month and explain why.

· In plain English: avoiding legal terms where possible, but explaining them where we need to use them 



How will you know that a request about me has come from me?

We won’t change, delete or share any of your information without being satisfied that it is you who has asked for this (unless the law allows us to). Where we have doubts about a requestor’s identity, we will ask for proof of ID and won’t go ahead unless we’ve received this and are satisfied that you are identified.







Are you allowed to charge me for a request, or refuse it?

You should not have to pay us when you’re exercising your rights; however, the law does allow us to charge you a reasonable fee if your request is unreasonable or is a repeat of something we’ve already done for you. In these cases we may be allowed to refuse your request rather than charge. If we plan to charge or to refuse your request, we will let you know and explain why we believe the law lets us do this. 

There are other reasons in the law which may mean we cannot do what you ask us to do with your personal data. We have explained these under each of your ‘Rights’ in this guide. 



What if I’m not happy with your response to my request?

We’ll always do our best to do what you ask with the personal data we hold about you or your child, however, the law places a responsibility on the school to balance your rights against the rights of other people who may be affected and against the legal powers of other organisations. It may not always be the case that your rights are strongest in every situation. We’ll always explain our reasons and will gladly take another look at our decision if you want to challenge it. 

If you still feel that we haven’t done what we should then you have the right to complain to the Information Commissioner (ICO). Please see the ICO’s contact details at the end of this guide.



Limiting your Rights

The law allows for the UK Government to make certain decisions which could result in Data Protection rights being reduced to some extent. However, the law requires that any restrictions of this kind must still be in line with your basic human rights and must be what is expected of rules applying to a democratic country. 

The Government may decide to limit the rights for reasons such as national security, preventing crime, investigating certain professional conduct cases etc. We have to take these decisions into account when considering requests from you to exercise your rights.


1. Your Right to be Informed



It is important that you know what happens to your personal data whilst we hold it. The law requires us to be honest and open with you about these details and we do this through publishing a number of Privacy Notices on our website; one covering each of the main uses we make of your data.

These Notices are available for you to read and understand so that you know what to expect us to do with your data; either before you share it with us, or where it is given to the school from another organisation that holds it.

We have taken care to explain the details on the Notices in simple language but we would be grateful for any feedback on this to help us with our commitment to review and improve the guidance we give you.



Here are the main things we need to tell you about what we do with your personal data: 

· Who we are: School name, the name of our Data Protection Officer and their contact details.

· A description of the type of data we collect about you/ your child

· The reasons why we need this data

· An explanation of how the law allows us to hold and use your data

· Who we might share the data with (either because they provide a service on our behalf or they need it for their own purposes and the law allows this)

· Whether your data may be sent to or stored in a country that is outside the UK 

· When will we no longer need your data and how soon after this we’ll delete it

· Which of your rights you are able to use, including the right to withdraw your consent (if this is what allows us to hold your data)

· How to complain to the Information Commissioner’s Office (ICO)

· Where we got your data from (if you didn’t give it to us yourself)

· Whether we use your data to make automated-decisions or to carry out profiling



We will make sure the right Privacy Notice is available to you:

· At the time you share your data with us

· When it has been shared with us by another organisation:

· No later than a month 

· The first time we contact you, or sooner

· Before or when we share it with someone else 



See our website for a list of published Privacy Notices.




2. Your Right to Access your Information



The personal data we hold about you and your child is still yours. You have the right to ask us for access to the data to satisfy you that our use of your data is lawful. Unless the law prevents us from doing so, we must give you:

· Confirmation that we hold your data

· An explanation of what that data is

· Access to your information

· Confirmation of which Privacy Notice(s) explain why we have your data and what we do with it



When dealing with your request we will:

· Let you know what additional information we may need to identify you

· If a request has been made by someone on your behalf, ensure that they have your permission 

· Confirm how you would like to receive your information

· Help you to make your wishes clearer if your request is not clear about the information you want.

· The information you receive is information you are entitled to under the law – having considered your rights against the rights of others whose information may be included within documents relating to you, and any other legal reason which may prevent us from sharing data.

· Let you know within a month at the latest about any expected delay, for example if your request is complex, about any fee that the law allows us to charge or explain any reason we may have to refuse your request. 



Click here for more information (ICO Website)



*Please note: There is an additional “right of access” to your Child’s ‘Pupil Record’ – as defined in the Education (Pupil Information) (England) Regulations 2005.  The timescale for responding to such requests is fifteen days from receipt of the request (excluding the summer holiday). This right is not affected by GDPR.

**Please note: There is no automatic right of access for a parent to their child’s information under the access provisions of the Data Protection Act 2018. Fo0r more information about this please see our Parent’s Guide to Subject Access Request.






3. Your Right to have your Data ‘Rectified’



The school has a legal responsibility to make sure the data we hold about you and your child is accurate and complete. Where we are made aware that we may hold inaccurate or misleading data about you we must ‘rectify’ it (change it).  

Where you may have moved to a new address, changed contact details or even changed a surname; these are simple changes to make. However, there may be more complex cases where you disagree with an opinion we have recorded about your child’s progress for example, and you may decide to ask us to change this. In some cases the law allows us to refuse to make changes to the personal data we hold and the professional opinion of a qualified teacher is an example where we may decline to fulfil a change request.  

Any request to change your personal data will be fairly considered and if where having reviewed a contentious record we feel it is inaccurate then we will make changes. 

If we do refuse to make changes we will always:

· Explain to you in writing the reasons why we are refusing your request

· Consider adding a statement of your opinion to the record to reflect that there has been a challenge to our professional judgement.



Click here for more information (ICO Website)




4. Your Right to be Forgotten



Right to erasure (‘right to be forgotten’)

The right to Erasure, known as the right to be forgotten, is where you can ask us to consider deleting information that we hold about you or your child. 

We will already have explained to you through our Privacy Notices how long we intend to hold your personal data before we delete it, however you still have the right to challenge us to delete your data at any time.



You can expect your request for deleting your personal data to be successful if:

· It is no longer ‘necessary’ for us to keep the data for the purpose stated on the relevant Privacy Notice

· We’re holding and using the data based only on your consent, and you have decided to withdraw this consent

· We’re holding and using the data for our ‘legitimate interests’. You may decide to object to this, and we can’t give a reason for keeping it that outweighs your decision.

· We’re holding and using the data to allow us to market goods and services to you and you ask us to stop.

· We have been holding and using your data unlawfully

· Deleting is required by law

· We’re using data about your child to support a chargeable online service  



The law has a number of reasons why we are allowed to refuse erasure requests, those that are most likely to apply to schools are where we’re holding or using your data:

· To comply with a legal requirement

· Where we are doing something in the public interest or acting within our role as a school

· To keep a historical record of the school’s activity for future generations

· Where we need it because it supports a legal case



When we agree to delete information about you, we will have procedures in place to let other organisations who we’ve shared your data with know, for example if we have contractors working on our behalf. Our decision to delete your data means that they should delete it also.

When we agree to delete information following your request, or routinely as part of our records management procedures, we will make sure that the data in whatever format is destroyed securely and cannot be reused, or it will be permanently changed so that it can no longer identify you or your child.



Click here for more information (ICO Website)


5. Your Right to Restrict the Processing of your Data



Should you have concerns about an aspect of what we do with your personal data, such as who we share it with or how we manage it, you have the right to ask us to stop doing it; so that we are still allowed to hold it, but we are ‘restricted’ in the ways we can use your data. 

Aside from storing your data, we can only continue to use it when it is under a restriction if:

· We have your consent

· It is to be used for a legal claim or case

· It is needed to support someone else’s rights

· We believe the use is in the public interest.



When use of data is restricted, this may mean we consider doing the following:

· Removing your data from one database or system and storing it in another in order to separate it from data which is still in use

· ‘Lock’ or ‘Protect’ a record containing your data to prevent staff from accessing and using it.

· Taking published data down from a website.

· Labelling the data to ensure that users are aware of the restriction



You can expect your request for restricting the use of your personal data to be successful if:

· You want our use of your data to stop whilst its accuracy is being reviewed

· The data had been used unlawfully and you opt for a restriction rather than request us to delete (erase) your data

· We don’t believe it is necessary for us to keep your data any longer, but you wish us to keep it for a potential legal case

· You have raised an ‘objection’ and we need time to consider whether your rights outweigh our potential claim that we have a legitimate need to keep using your data



As with other rights, the law allows us to refuse a request in certain circumstances. In this case we can refuse (or charge a reasonable fee) if we believe the request is unfounded or excessive. In such cases we will contact you and explain our decision, and let you know how to complain.

When we decide to lift any restriction on the use of your data, we must let you know about this in advance. We must let you know how this affects any related requests under your rights to ‘rectify’ and to ‘object’, and also let you know how to complain.



Click here for more information (ICO Website)


6. Your Right to Data Portability



The right to Data Portability gives you the means of asking an organisation to give your personal data to another organisation on your behalf, or back to you for you to give to another organisation – making your data ‘portable’, i.e. easily usable by another supplier of services to you. 

The law allows this right to apply in a very narrow set of circumstances which make it highly unlikely that it would apply to any data held by the school, but in brief the right applies when data you have provided:

· Is being held and used by us under your consent or supporting a contract, AND

· The use of the data is being carried by an automated process (i.e. staff are not involved in physically doing something with the data).



If this right did apply to your data, we would need to provide it in a format that was commonly in use, allowing the majority of software products to read and use the data in an automated way.



Click here for more information (ICO Website)




7. Your Right to Object to Data Processing



The law provides you with the right to ‘object’ to us holding and using your personal data but only in certain circumstances. Our Privacy Notices will let you know the ‘legal condition’ we are relying on to hold and use your data and they will also explain when you have the right to ‘object’. If we are relying on one of the following, then the right is available to you:

· Legitimate interests, or 

· Performance of a task in the public interest/ exercising our official authority (including profiling), or

· Scientific or Historical research and statistics



In order to exercise your right you must have an objection which is specific to your particular situation. You can’t therefore object to our general practices; you must be able to argue that there is something we are doing with your personal data that impacts you specifically. 

If this does apply, then we must stop doing what is causing you concern unless we can do one of the following:

· Show you that there are legitimate grounds for our actions and that these outweigh your rights

· Show that our actions with your personal data are necessary to support evidence for a legal case or claim



If we hold your data for direct marketing purposes then we must stop doing so when we receive your objection. We would have no grounds to challenge your decision.



Click here for more information (ICO Website)




8. Rights over Automated decision-making & Profiling



What do these terms mean?

Automated decision-making

This is making decisions about you or your child using your personal data through an automated process, i.e. a computer calculation with no human involvement.

Profiling

Using personal data to make decisions about categorising you or your child based on any number of characteristics

Where we do this we have to let you know about it on our Privacy Notices. These will explain the process we go through and what the potential consequences are of the decisions made

The law only allows us to do this kind of activity where decisions are made completely without the need of human help and the outcome of the decision can have a significant impact on an individual in the following circumstances:

· If we were evaluating you or your child as part of entering into a contract (i.e. to see whether someone meets the criteria to be eligible for a contractual service)

· If the law specifically allows it

· You have given us your recorded consent

And we can only use sensitive personal data if:

· We have your recorded consent, or

· We can claim that what we’re doing is important in the public interest

If what we’re doing isn’t completely automated and the decisions are not significant, then we don’t need to rely on these reasons, but we still need to let you know what we’re doing and explain how the law allows us to do it.

The law says that this type of activity has the potential for error that may have consequences, or has concerns that decisions are made in ways that aren’t transparent and are potentially unfair. You therefore have the right to:

· Challenge us over decisions we make in this way 

· Demand that a member of staff undertakes the process rather than a computer

· Make us aware of your opinions to support decision making

We must make sure that the systems we use to make such decisions are working as they should in order to avoid errors and to ensure we are fair, and we must take reasonable steps to keep your data secure within this process.

Any system we use to carry out this type of process will have been risk assessed and will have been approved by our Data Protection Officer as complying with the law.





Click here for more information (ICO Website).
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Any information which can identify an individual must be protected.  Here are some things you must be aware of: 

· Any paperwork which contains personal data must be destroyed securely

· You are not allowed to take any paperwork holding personal data of students offsite without the permission of the Headteacher

· Personal data must not be left unattended where others can view it

· Personal data displayed electronically must be hidden and locked when left unattended

· No personal information can be shared with non-school staff without the permission of the Headteacher

· If you believe personal data has been accessed or shared with someone it shouldn’t, or it has been lost, you must inform the school office immediately

· At least once a year you must go through the paperwork you hold and determine if it is still needed, and where it is not you must securely destroy it

· If someone asks you for access to personal data you must direct them to the school office

· You should not discuss students with parents or others without the consent of the Headteacher

· If you find personal data, for example when emptying bins, you must hand it in to the school office as soon as possible

· If you are unable to hand over personal data to the school office because it is shut, you must take appropriate steps to secure the data until you can hand it over

· You must not share personal information about students or staff over the telephone unless authorised to do so

· You should ensure you are not overheard when discussing students or staff

If you are unclear on any of these points or have other queries, please speak to the school office or Headteacher. 
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Personal data is any data which on its own, or when combined with other information, could identify an individual. Some personal data is considered  more sensitive, for example data about health, religion, ethnicity, sexuality,  political opinions, trade union membership, biometric or genetic.

Any information which can identify an individual must be protected.  Here are some things you must be aware of: 

· You are not allowed to take any paperwork holding personal data of students offsite without the permission of the Headteacher

· Any paperwork which contains personal data which is no longer required must be destroyed securely

· Personal data must not be left unattended where others can view it

· Do not share any personal information you may see or hear with non-school staff without the permission of the Headteacher

· If you believe personal data has been accessed or shared with someone it shouldn’t, or it has been lost, you must inform the school office immediately

· If someone asks you for access to personal data you must direct them to the school office

· You should not discuss students with parents or others without the consent of the Headteacher

· If you find personal data you must hand it in to the school office as soon as possible

· You must not share personal information about students or staff over the telephone unless authorised to do so

· You should ensure you are not overheard when discussing students or staff

If you are unclear on any of these points or have other queries, please speak to the school office or Headteacher. 
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